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obd @1 B4 7|uke] 14T o)F FaAgeE BA /HE B A Yl A, B

FAS EYHHSE A} =2 HE (ESN: Electronic Serial
o]Z o

Al 7= FA
Number )¢} Rupd 2 W& (MIN: Mobile Identification Number)E& &bl F
WAoo R olF FAW HsHAl H.

&3 918 ATz eyl ¥
Aol Bdom Qs FHE ANL EASE 1Y JEE 7
GAT 5 e wek 7ol Al

O Bt ofe}, o= &
5. SHAINE, 1AIY o]F %/ﬂ%oﬂﬁ% o2&k Aol
THE A k.

1=r2] 1S-413F FH¢] GSM (Global

71zl 71Nkt 24|t o] Al v

O fAd &4l
System for Mobile Communications)®. = w34 .
O 1S-41°43= CAVE (Cellular Authentication and Voice Encryption)#}+ oH% otyig]=
A =H
2

o
G717 o] 5 dGste] 18M|EQ] Q15 AHS e oz 2l
O 3HAITF 18H]E 9] QlF AW Aol7t #7] wiiteol 1 eHgAddl &A7F 2T 5

w2FA CMEA (Cellular Message Encryption Algorithm), ORYX 59 ¢33} 7] o] A<t
5ok AREAF A BE

Y E ALEAR Fol7k Ths
A+ 1280 E Q] wlAHTI|E /\}

PR GBS E 1 Eeld wAN Ao 8 MEAST dAe P
‘4.242 3y

O GSMe] 29 1S-413 FA}F3F <l
(SIM: Subscriber Identity Module)oﬂ A 75| o]

O AN GMel A AFE-3F= 12801 B9 7]k Hob 2dy ¢33l due]Folx Fofdo] B
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HE A3 oz AR UESA Alo]g A3 A5S AYE.

O AKA T2 EFL %x7]3}, AN AK A Challenge-Response n3+e] A A= F+A4. %=
713} HAHo A olF “der]= UEYIANA IMSI (International Mobile Subscriber
Identlfler)‘)r TMSI 22 2p2le] AHRLE AlFsle] YEL A A AF daE %7]3}3).
+ WA A A HLR/AuC (Home Location Register/Authentication Center)i= 333+
ARE2Fe]l Wl AlE] JHE AFEAF 7F 9143 VLR/SGSN (Visitor Location
Register/Serving GPRS Support Node) 0.2 A% . Algx2F 25& 3 AHE=

ol AdgE = HHsk o] Fo] S w T AAE A3k BItE =o|7] flEA oo
017‘ HEE A5 4 S, vpxa Ao 4] USIM (Universal Subscriber Identity
Module) ¥} VLR/SGSN-2 Challenge Response usks FI A S ’\53 =, VLR/SGSN
S HLR/AuCEF-E W& o= Wg = S Helsia USIMAl Al e1=& P ﬂi# Fah=
A USIMS MAC (Message Authentication Code) S AAaA UEY A = VLR/SGSNo]
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O m=+2] 3HY ol% B4 EF2 CDMA200001 M= S8 AKA = Ei£ AP (R

1. =, UIM (User Identity Module)< AFgalA A =& Om@r 5 AH&. CDMA2000
o] BgE AKA TREFL 7|FE] KA T2EZY T3] FHa 'y e‘z} 3= SHA-1E o
AlsFal 913l AES (Advanced Encryption Standard)E AF-&3&.

O ARA ZR2EZS B4 4% 1T 7I¥s Alest
Identifier Module A& &3 A3 A3
o] 2AHaE 953} glo] HAEs)

b oFulek User Subscriber
oA . WS AREA}TE A4
‘%]—

Terminal VLR HLR/AuC

Registration Request i
1

Authentication Request

Generate RAND
Generate AV

Authentication Vector

Challenge=RAND||AUTN

Verify AUTN
1
Compute RES

Response=RES

R Sy ) i ——

[ compute cK, K| | VerfyRES |

Channel Establishment

[Od8 2] AKA Z2EE

AtE £X: M.Shin,J. Ma, A. Mishra, and W. Arbaugh, "Wireless Network Security
and Interworking," Proceedings of IEEE, February 2006.

New Effective Xellent Timely 10 P
http://Next10.yeskisti.net I{l i

s



NEXT10
http://Next10.yeskisti.net

2 M UIESIT0IMS] ot Mg 53
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7h A" e

O RARE AR, F 53} 2 AW FalA Hxel AolR 4 glo] Heldl
YENZE FAT 5 Uk Jlex 449 §olJOoR 9ds) AAF, WEF EE
shflol A QA MEYD TEed U F8HT 98

O ¥ ofyz}t FHTol= iyt Al ARiAbsel o8 ¢d, 59, g 5o Tl
FARES AAsto] 48 54 AU Mujzdd de] ARSI 9ls.

O A 7= g3t s [A7], ARk 712 @3] IEEE (Institute of Electrical
and Electronics Engineers)? X% ZaqE 1 Jd+=d 21 FAAY A 353}
sFs Asta s

L el e Bt 7|
O

O=E=S =R AISF A9
WiFi (Wireless Fidelity)2td &= =2cl= & MAHE
[EEE 802.11b 2.4GHz/11Mbps/DSSS/50m Ol DM mE BorS 9F WEPS AR

IEEE 802.11b2 8 EES &&AlZ. otX2 &I}

IEEE 802.11a 5GHz/54Mbps /OFDM/ 25m =2 yaloz ME eI}t B

[EEE 802.11b0ll IEEE 802.11a8l =S 4&=5S FIHE.
[EEE 802.11g 2.4GHz/54Mbps /OFDM/50m [EEE 802.11b%2t S 2t&lLt UERK3I &% Al OO
Xcl 220 #Hol of=g

IBEE 802111 | 2.4GHz/1Mbps/DSSS/50n | o s o

1L
rmd
=2

=

&0l IEEE 802.1x/EAP CIZ X E
23t WPA/WPA2 2HAlo] EotE

High Throughput Task D S0 M E= &
IEEE 802.11n HE=S 320Mbps 8&BIJIs2 SEZ 20068 0|F EZ=3F 0
&

0]

Az EAM DME, T 2ot Jie”, @HO|X|: http://blog.naver.com/bunny121/140023364332.
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O 71240 FAA Hot 7|HE FAH 552 HoHA
Equivalent Privacy) 7] <.

flo
i

B3tz 3= WEP (Wired

O WEPA A+ 40 HE T+ 104 B EQ] ¢/ 253 7|5 24 9 E Zdolo %7|3 9y (IV :
Initialization Vector)®} ZA3dtslo] A FE 64 H|E T 128 H{EQ 7|2 24 dHo]g 9
4/ E LS 98] ARES.

O BFAIRE o] H 3k WEP 7|HS T2 Q5 AAY F2 AL&AF S5 7271 =] A
a1 WEPOl A Y HE-A o2 ALg3= RC4 darg]Eel FHokdo] ALy wjFEo H
2o PSS A AS.

O WEPS] #ofgh Het 25 Heshr] s A= FAA Bt o7&l WPA (Wi-Fi
Protected Access) T-&7F YR A= o] gk WPAE 710 E AqfE T4 o A
g3k WPA Personal (WPA-PSK)$} M.t} & JfRo] i dlo] 28 7153 WPA
Enterprise(WPA-EAP) F+Z = 5o F.

O WPA Personal F-ZoAE 7] 40 HEQ 7]E 128 HIER Sol3 ¢/ E 53 7| A&},
HENT AA, =8 Adse g H2 718 A4 4 A= TKIP (Temporal Key
Integrity Protocol) W2lS AEste] Lol FAX7} |4 WEP 71& F=2T T 9=
shols. =, 7159 aAE WEP 717} obdl A o2 Wk WEP 718 ARS o= o/

=
[e]
53} 715 oFolAH FE2E F U= 7heAdol AA .

O WPA-Enterprisex= /3 &3} 7] #e] Wale] Wl ofye; AFEXR} Q15
gk w219l WPA Enterprise WAl JA5/AastE 4ststr] Al FA0 Ao
71k Q1% o2 AMEE & IEEE 802.1x w3 ol & Fa) thdsdt ¢
4= 99%== [ETF (Internet Engineering Task Force)?] EAP (Extensible Authentication
Protocol) 95 ZTE2EZFZS Y.

O XE 7]8ke] YEY A HZAo] 7'Hel IEEE 802.1x ¥+<S 3317 el oA
(Supplicant), ¢15-#} (Authenticator), 915A1W (Authentication Server)2] 37FA] &4
2 A,

O 23 A% PC, PDA 5 FA W Hetnx ste FoldE ZAS @aln], A5E AP
TE UEYA 297 53 o] Skl HEYA EdHS AEstu Zelo]AdE FH
o} 915 AW AlololA <1F HolHE HAEdts IS 3. AF M= ZToldE H
2 T AFEAb g QFS FyEE 242 FAU g7 o= RADIUS (Remote
Authentication Dial-in User Service) AW 7} tjF& 1 98 33 [FaTdl7].

O IEEE 802.1x EF& 847, AZA, AZHM 5 /b4 T4 AANH FEEHL
FASI e B A4 AFS A AF TRED Bt 9 o

ABHA 8. A, TR AFA Al AT B b5 9

23 Agsto]l e SudEe TA 488 5 drE o
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S
Operator’s
IP network

Radio
Access
Network
(UTRAN/
GPRS
RAN)

GGSN

Billing midiator

Billing system

GIF:GPRS Interworking function
CG :Charging gateway

HLR: Home location register

AuC: Authentication center

SGSN: Serving GPRS support node
GGSN: Gateway GPRS support node
BSS: Basic service set

AP: Access point

[O12 3] EIO|EStAS 7=

AtE £X: Y. Chen, “Heterogeneous Wireless Networks," 2003.

fQuissice

2.4GHZ
11 Mb/s

WLAN access

Lapiop.

WLAN

Terminal

T

Cellular

PDA

4

AN Operator;
IP core

(18 4] =28 s 1x

XtE &4 Y. Chen, “Heterogeneous Wireless Networks," 2003.
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HES
{HLR/ Az}
-

S AAA: TAFmaporas | dereiy
R PADLE: accesaemumt
B Fagrame gubsmloe e T ARA: BA P amorns A RS -challenge RRES)

i 4 Conrhiest @ data D] G e m AR e

— e,
Eneawarss (UMTS] Wl -\

\M—- = IP bachkom mmb
Ny |
N 3 =1
Exor

um.- = M".—’ ." DCOBGE NEWDMS

ot EAPOL: EAP o _""'Ef Fuw
-E' e Akt | Lt

AN ¢ P aucprs 1 AL b il g [FAMDL ALITSY
B EAPOL: EA P escpsxi bt
AR e 11 ARR: EAP-mccen
i EAPOL BA P el panse FULTHLES. Aok BB gl

[ MHA-chalengs IRES )
IEl EAPOL. I'.F-P'-l-:m:

OII

[118 5] EAPE S¢etHOIE 3 ASoAMe S& 2

=
o

A2 £X: W. Song, W. Zhuang, and A. Saleh, "Interworking of 3G Cellular Networks and
Wireless LANs," Int. J. Wireless and Mobile Computing, 2006.

ol s FAITY FAH T3 A5 7|H

% 5% UMTS®F IEEE 802.11 7|Rke] A dle] Asd UESAE Ko+, IEEE 802.11 +X4
AN FAPES AFE3F= IEEE 802.1xo 7]utate] lA~ #A|o]S 42380, ¥k UMTS LﬂE 434 %]
T S FE 84S Hdl A AW TE ARR S = AME 1S T2 EFS RADIUSY 1
7o) g-xkgkel DIAMETERZF A% [HaF3110]

FAY g or o]F3 UNTS AFEAE ARl 915 A RE EAPO| E A A UMIS A|~Hlo =
Xd%\“]' o5 FAlgk UNTS Al =¥l x3ghe /\}Alx}A AT HARE o] &3l UNISY <15 4
ZFQ1 AKA Z2ZAIAHE Fasto] AEA; 1SS FalstA H. o] w A&} Q1T HRe} -
= A= HSS (Home Subscriber Server)u HLR=H-E Oé% T AL

CDMA2000% & A5 UE AR 9 vlxe A4S T3l d5S T3S F U
ukok o) EAW-E AW dxrlo] muld [P7F X LEchd o]gd o= HAHe a9 63 7
ol MEYA AF, S5 IP 74] AA FdE L o [FHaTdll]

CDMA2000 W E € Aol A+ PDSN (Packet Data Serving Node)o] En}Y [P o] 2]F oo|dE
(FA: Foreign Agent)9] 93-S wislal & o|o]dE (HA: Home Agent)ol A+ AF-&x2F9] €%

AHE B AGAE Fohe A2 HIPS o ADAATA B

HHH | INTSel A= 39 AIE F3l Eukd 1P 7[5S 738 4 Jded 3 HA dAdA = 9
Hoofo] HE ] 7% 0] GGSN (Gateway GPRS Support Node) <l %— Fs]o] Fd @} UNTS Aol <]
' 54e Zrld IPE Td AYE. T WA dAlol A= GGSN 94 =9 X2 xL135H7] 9
A =Eutd [P7F Ae9d. AHA dA A E GGNF SGSNS A E3E IGSN (Intelligent GPRS
support node)S AR&3ste] ®utd [PE A HsiAl H.

s
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&) HA maumat — e 7) A aravar
e 1 oot " . (WP mgisvasion)

G home
HA AAA SV ":. 5 AAA RADIUS! A seks feaueat

3G metworks iv:dmazm:-':j

PDSN
! FA

1} Asseciation Requast @

fassociation respanss

% IP backbone
Y meheork

praxy

-~

WLAN-Basod P
AC0RESE NS warks
2) Agent soll citation

j ) ARA RADIUS: aocerss acoant
_ak IF reginlrslian s=nl
I regisiration mdques e
9| 'leP ragistrabion mply

[O18 6] ZHIY IPE ST HERI ASHM S8 S

AtE EX: W. Song, W. Zhuang, and A. Saleh, "Interworking of 3G Cellular Networks and
Wireless LANs," Int. J. Wireless and Mobile Computing, 2006.

A5 AR AW dH oz o]k A9 Byt [PY F5 AAt
2 B3 Q=S 583, =, 9 do]HEI} Bl oo]dE F31 (Agent Advertisement)
FAh, = AA F4& (CoA: Care of Address)ES 743 FHol 9
F-olo]dER H Ol &R do]HE: oF TAIYS MA IF

O Challenge-Response A4S F3l] AL&AF ASS FasHA &, AS5 AWME &3 Q59|
S olo]dE 8 HAAE 3l F o]

SEEW AR 93] 5 8

ER Adg. & MﬂEi%Ei °

Zou e el% ool AEe A 3t bl

A o= H ANAE i%g W 1A 53} Qg 3ol ehmg.
Ly o

O

O deole B2 AT [P AFER ofye} && ASolAME 5 AAS 73T + U+,
=, AH8-AFE HTTPS (Hypertext Transport Protocol Secured) ol A oA & F3f <l
<ol 7be. AR o]l gk & AFAAML A5 VWS HITPE AEste 54 &&clrt
&

489 5 ks WAl £4l.

O ol% FAY-FAA A% ENZAM PFd an T dYAE ATt
TG A ALEEE Q1 AHE AFER 5 AT BAG HHAR

=
[e)

2~ A3 G A= EAP-MD5 (Message Dlgest 5), EAP-TLS (Transport Layer
o

MR A% WS ST FE UL

O A% /W3t mrked IPSh e o4 A9 /Wt AW PHe Aad 3 AAE 0
s & AT o A% WEOE A AT JIFE FaaT Bt L.
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(3) Request

A

0AS NAS
(4) CR

v

(1) Authentication (5) Authentication

(2) Handoff

AtZ: M. Shin, J. Ma, A. Mishra, and W. Arbaugh, "Wireless Network Security and Interworking,"
Proceedings of IEEE, February 2006.
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(1) Authentication |(4) Authentication

At&E: M. Shin, J. Ma, A. Mishra, and W. Arbaugh, "Wireless Network Security and Interworking,"
Proceedings of IEEE, February 2006.
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