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1. OpenSSH W A 321

AR, Muel FelolAE AlxEl] AXE SSH AEE )7} OpneSSH 914 ez <
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A. Linux A] ¥
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 chmod go-rix

B. Windows A]2®] (Cygwin, Xmanager, putty)
a. cygwin
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% sbinsssh-keygen —g —t rsa

Enter file in which to save the key (- home~ GILJAELEE/.szh/sid_rsal:
Enter passzphrase (empty for no passphrased:

Enter same passphrase again:
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C. putty
71 ssh HuE  puttys  ARESTE keysS AASZ] fsiA wA
http:/ /www.chiark.greenend.org.uk/ ~sgtatham/ putty/ download.html Al o] E o] A
puttygenexe & T2 = =t

| bt/ Fsewew,chiark, greenend. org, uk,/~ sgtatham/putty/download. hir 1@ - ‘ E

|G| icact-Google 2% ) Using public keys fo,., |G| putivgen - Google,, @ KLDP netiPuTTY: ., |®PuTTY annluad...xj -0 E G |] :

PuTTY: putty.exe (or by FTP) (RSA sig) (DSA sig) &

PuTTYtel: puttytel.exe (or by FTP) (RSA sig) (DSA sig) 1]

PSCP: pscp.exe (or by FTP) (RSA sig) (DSA sig) 5

PSFTP: psfip.exe [

Plink: plink. exe (or by FTP

Pageait: N (or by FTP 0| S 8 = HESZELIN .

PuTTYgen: puttygen. exe (or by FTP = pg“gwne;i‘; s [

A ZIP file containing all the binaries (except PuTTYte S .

Zip file: putty.zip (or by FTP

A Windows installer for everything except PuTTYtel (2@ [ A39 J[ #2 ] p

Installer: putty-0.60-installer.exe (or by FTP o I

MD3 checksums for all the above files @ SE:E%E i;ﬂgﬁm\ %%\i% R pe B

MD3sums: md5sums (or by FTP A

puttygen.exeE A A]7|3L key typed} key sizeE AElgith. 2] RSA keys ©]&-3s}
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tf PuTTY Key Generator

File Key Conversions Help

Key
Mo key.

Actions

Generate a public/private key pair ﬁenrat

Load an existing private key file

Save the generated key

No!

Parameters

Type of keyr&tfgenerate:

) 55H-1TRS4) (¥) 55H-2 BS54 {I55H-2 D54

Mumber of bits in a generated key:

"Key fingerprint" 3 2ol A 7)o FAXYE glo] Bojx}. o] g2 37 7] g
AN molFE elme meke §A% Wat vk putty: ASAZL shel Al
el ofe] e 715 7Hd = A=F® A4 Jld tEiA AW e A4 4 v AAdE
keyel Wl A 4% 72 "Key comment' §%e] F7bshwl gtk

AR nE 7o) digk ¢ s AAgrh olwl AAE Flol EiA desE HGEA B
WA AE 7] g2 % =FHvh 717 AL sld A o] mhRa T o)A
"Save private key"HE3} "Save public key"HE-S o]§-a|A sl YA HHT| 9 T
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& PulTlY Key Generator

File Key Conversions Help

Eeyp

Public key for pasting into OpenS5H autharized_keys file:

;ssh-lsa

(ass AR ANzl po2EA st AR OAAAIBELNRF7:p w1 +BRnojLgBbeya) v Sl 45 Kl Ztuy
| FalitPldm+owlPrT ebd Gd i<t M nvB 3d3g62247czpG T D EBED spakc/183qo0fT O sFK T pM

| g2l dB +4T nhBr gl wH 7 PoggU O HEK GG S gxl) +bdv hBM mwwmb altd a5 ndHwF vl
| == steve@unizwiz.net

K.ey fingerprint: .ssh-lsa 1023 d3:22:c7:15:24:b5:a8: 74:bb: 28:90:99: 9b: 3. do:ch
Key comment; "— just a comment |
Key pazzphraze: <

F.....................J—- "this is my secret ke}"ii

Confirm passphrase: SN ENENENES

Actions

Generate a public/private key pair
Load an existing private key file

Save the generated key —.'-“ S ave public key ]“[ Save private key ”

Parameters

Type of key to generate:
() SSH-1 [RSA) (&) S5H-2 BSA () S5H-2DSA

Mumber af bits in a generated key: 1024
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for key '/
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B. Windows A]2®] (Cygwin, Xmanager, putty)

a. cygwin
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C. putty

puttygeno| A A4 ¥ F7I7]= "Public key for pasting into OpenSSH authorized_keys

file' Fmol A= gtk o BEE  HEsuA s Axde [

q]/ ssh/authorized_keysoll F7Fgt)h. 2pAIgE Azl 7] 2ul9] linux Al 28] HES up=
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Eile EKew Conyersions Help h
Key

blic key for pasting into OpenSSH authorized keps file:

K.ey fingerprint: |Ssh—rsa 1023 00:de:87:50: 8c: 27:b0:0FF3: 4 2:1 7:fb: BE: ef: a6: 35 |

Key comment: |gi|iae|@gmai|.com

Key passphrasze: |

Confirm passphrase: |

Achions

Generate a public/private key pair
Laad an exizting private key file
Save the generated key [ Sawve public key ] [ Save private key ]

Faramesters

Type of key to generate:
r S5H-1 (RS &) S5H-2 B5A () SSH-ZDS5A

Mumber of bits in a generated key: ‘I_D_2¢_l




24,70, Bl c1ozed,
E gllJael]$ zsh 9iljael@l34,75, =
Enter passphr‘ase for key 'Shomesgiljaels,sshdid_r
Last logint Mon Dlec 17 11:4B:08 2007 from 134,75,
Loiljae] ] 15

B. Windows A]2®] (Cygwin, Xmanager, putty)

a. cygwin
cygwin Hud-2 APAIZ1 Fof linux A2l g9 sAdg o=

Connection to 134.?5.%

S ssh giljael@134.75%:2 517)

Enter passphrase for k *shome /GILJAELEE, . sshrsid_»ea’
Last login: Wed Dec 12 18:44:51 2887 from 1568_.183
[giljael@proxyl ~1% _

b. Xmanager
ARg-ALe] Al 2Elo] Xmanager 210 Ax|wo] vkl g gith W] XstartE Aelgh
th A8l sl aAER T @A RS QJEgE Fol AgWES v
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| Default rd

(e My Data Sources
My eBooks

My Maps

)My Skype Content
My Skype Pictures
My Skype Wallpapers
DMy Widgets
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putty
puttygenexes o] 83A AL IV SEH AWl HLEEr] AsiAE vEE
putty.exeol] ZF-3of gt} putty.exes Adyslo] g AA-L dof st
H A, Host name} Protocol-& A A sk} Hd 7= 0]8-35}7] L&) A
Category->Connection->SSH->Auth ol A puttygeng ©]-8-3|A AAste] AAd)] F HdI)
J

9 Ygx= AAF =} lﬂi thA] Category->Session©. & Zolo}lr 3| A2 Save
keyE o]-83lA AAgtt. BE AAo] niRE Hor R oA i AW HE&shH #

th ol 9] 17 134.75.xx.xx A|AElo] FH&sl= gL HojF

PullY Configuration

Category:
= Session | Basic options for pour PuT T session
Logging Specify pour connection by host name or IP address
= Terminal Haos=t Nam-: [|:|r IF' addre=szs] - Eoart
Keyboard | [22 |
B el Frotocal: 2 ) -
= A I ) Baw 3 Telnet 3 Rlogin = SSH
Appearance Load. zave or delete a stored session

B =hanwviour
Translation
Selection
Colours
=1 Connection
Froeg
T =lnet
Rlogin
= S5H
Atk
Turnnels
Eugs

Saved Sessions

Clozse windows on exit:
0 Alveays ) Mewver 0 Only on clean exit

| e




Categorny:
=l Seszion
Logging
=1~ Terminal
Fevboard
Eell
Features
=1 wwSindow
Appearance
Eehawviour
Translation
Selection
Colours
= Conmection
Frosye
T elhet
Flogin
=l S5H

Turnnels
Euvgs

O ptions controlling S5H authentication
Auuthientication methods
[ sttempt TIS or CrvptoCard authentication [SSH1]
[] Attempt Vkeyboard-interactive'" authentication [SSH2

ASuthentication parameters
[ &llows agent Forvearding
[ Aallows attermnpted changes of username in SSHZ2

rnvabe ey Tile for authenbcation:

C:nDocuments and SettingswGILIAE LEE

L Open J [ LCancel ]

giljael@prozyl:~

login
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http:/ /sial.org/howto/ openssh/ publickey-auth/ #s2.3
https:/ /www .racf.bnl.gov/docs/authentication/ssh/sshkeygenwin

_—

[
[
(3] http://www.chiark.greenend.org.uk/~sgtatham/ putty/download. html
[

_

http:/ / publib.boulder.ibm.com/infocenter/ tsmscv13/index jsp?topic=/com.ibm mconsole
.doc/fqg0_t_generating an_ssh_key.html

(5] http://unixwiz.net/techtips/ putty-openssh.html

[6] http://www.netsarang.co.kr/products/xsh_tutorial2. html#p1



