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@ S A, ol fow ek dTAEe ANl fowd F A ol
i 29X AAERS] 49S & 5 QA Ak W ATAES A2 B9y =
wEE ARAE B9, o=l A7 5o AZE AREE @ S 9o, ojeld 25l
% 4g Edga SUgoR Relsel Qold AR 3 9FL FA 23 WA % 2R
o Aol 7bsatAl Ak
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¥, OpenFlow7]%<& o3 ™ (Control Plane)¥} dlo]E{#H W (Data Plane)& ##]dl= &
A2 A Switch® datapath™ Flow Table, Action®® FAE™, 2129 flow entrye} &+
A ZS o] F A Ht} o]# 3t actiond IS OpenFlow Switche 34A4S 890|314
st = o, wAT AH]E9] datapath 84S *+&5 = Uk

3-1. OpenFlow Switch®] T4

71¥ 4 o 2 OpenFlow Switch® F4L 33E oz FAEHY. Flow table, Secure channel
a8 3 AljE F3dsl= Controller® 74 ¥ th. 28] Controller?t OpenFlow Switch?t
< OpenFlow protocols &3 Zosk BA1& 3t olge] FAHLEE 743k OpenFlow
Switch®} Controller 7]%¥+2] 7id = o]t}

Controller

OpenFlow Switch spec:ﬁcatron

CﬁpenFlow Switch I 4 =

ggsan

. \
Secure S s
W we®
Channel

FigurelO Basic Concept of OpenFlow Switch and

Controller

OpenFlow swticholl A AF&5 & flowd] Aoe vdsiA 2 4 Jd=d o83t flowsel o
3 AL flow tabled] 7% F&d o)A AolHALt. o F So] oW 3o flows TCP
A2

connections ®E& 4 i, 5H MAC E&= IP addressel BE ORES 22
VLAN BHIZ1E &Y F om, & 294 XEQA] Sojes BE HZ 5 dsiA &2
g5 s 4 v} Z1E]la Non-IPv4 djZ S0 el Hd actionS F3Pstozn =1
75 Ut kA flows w0l ¥ EE szl = disiA Aold gl whet

& 3l
Ags &5 A doh

3-1-1. Flow Table

Flow tableZ flow entry®] Ao Z A FAo] FE=d 2129 flow entryE< action &
7b 2geo] glem, AYAR incomingH = dAEel el ogA AHeE sh=A A9
Aol 7EAHow BE HPYPREL A XA flow tabled? flow entry®} Bl % HlxL

2kl o8 AelH actiono] Wl A At 2ok flow tabled] flow entryell 3@ = Zl
3t Foj7 o] A &b o] HFH L Secure channeld %3 Controller® XU A,
Controlleri= H&E¥ o] & #|Fof tiax @A Hel & AJME ZAAs] OpenFlow
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Switch®] flow tabled] A& flow entry® F7F E& 2HAlE &3kl o] szl gk A
E 3 6]-1:]-
- Flow table®] entry 742 T3 22 3709 fields® ¥ th
- Packet Header : flowE 7% 2|3},
- Action @ H|ZEE] thg ZEAAE At}
- Statistics : 772t flowE9 packet®] 4 (Packet Counter), byte9] 4 (Byte
Counter), BFA "} sfZlo] wjAH A7k o thdt AKX (Duration time of session)

5% ehac,

ol#f o] 13-& TypeO OpenFlow Switch®] flow table entry°]t}.

+ mask

Figurell Flow table entry of TypeO OpenFlow Switch

olggk ztzte] Aojo webx I WAl 'Type0' 29XE Aolsta ofd wEkA flow
header:= 10-tuple® #Hosle] A}g3tt}t, ofgfe] 1HL TypeO OpenFlow Switch?
10-tuple 19 o]t}

In. VLAN. Ethernet. 1. TCD,
port. D, SAL ‘ DA, | Type,| SA, ‘ DA, ‘ Proto.| Sre. Dst.

Figurel2 The header fields matched in a "TypeO" OpenFlow Switch

1] 2”3} o] TCP flowe] A9 10709] field7} wjFo] & |
+ wildcard®2 4] flow aggregations &&3 = At} o & EW, 54 VLANAS & E

2ol sl H-8 4= & VLAN IDE A9 & 4= stk webA 10-tuple?] HARE 5
34 incoming port® E9]oE AL thafA s HEE & 4 UdA Hr).
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Action rule for flows
Unicast, Multicast, Traffic engineering, Drop control, Load-
balancing, Recovery, Tunnel control, Encryption

A

Flow 1. Rule E 3 ][ —
{exact&wildcard)]k Action Statistics

l Rule I . -
Flow N. axaict & wiideard)lR Default Action ][ Stafl_sttcs

s’
o

or®
ot

flexible definition of flow

s".
filter Stalistics information of flows
Port number, VLAN ID, L2, L3, L4, ... Packet counter, Byte counter, Duration time of
sessions

Figurel3 Definition of Flows

hekst shzl wi A el gk Aol obfe]l 1 o

OpenFlow Switch We] flow table¥} incoming ZNZ e wiHHAH S tho 283 o] &
I Ao HEYIAFAA s =2YHZ2 gFle] £ A L 802.1d STP processing=
AA flow lookupE 3 match¥e 4% Ao H acitone A-&3}, match’} A &S 7
% Secure channel® HUWZt}

Fmmmmmmmo-oo . no Send to secure
Packet 1 802.1d ! match channel
| in from ; ; STP i ) Flow lookup
Network | Processing
i e match Apply actions

Figurel4 Matching process

oldl H}AHS Edlo] BE incoming IHE] delA FLI HAS AXA Hi flow

2479l flow entrye< ZFesh actiond S o] FA H=d o3 ¢S F3lo] F 4
7Rl 718 #dS s Al S, 4714 A9 & 37FA+ Dedicated OpenFlow Swtichell
A =2éle, OpenFlow enabled Switcholl e 47F4 2+¢] 2% 43814 H ).

- Dedicated OpenFlow Switch : @3t e 9] OpenFlow SwitchZ4] dumb3 €]
datapathE 7}A|/¥, Normal Layer2%} Layer3 T =2AdS Z]QJE}X] gvo, 1gla oF
974 Controllerel] ¢Js] AHoj¥ X E xtolo] dia] #Zle] x9= 7]%& 7HATh o9
O~@H7HA ¢ 2 3 St

@ Forward : 3755 Fojxl LEZE HJH, oz Fozl sfzle] tisix HESL
A5 T3 #F9-"ste Ay 22 ool
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@ Encapsulate and forward : o]¥ A-$+= 7S 4=3}3te] Controller® Rt}
o] A& WA IHFE& Secure channelz HUY I TS AE3E ]
Controller= E»HE} o83t X incoming HAE FolA flow entryel] mi3
tlolEl7} gle= 4% ol FA= HA ol

@ Drop : E—?_Z‘loi AREEOl A g Qed dEEC DoS FAo|EEA,
End-hostsZHE UHeE HREANAE F 7MnE 07| 98] #51S 'Drop'sh=
715 < gt

@ Forward normal pipeline : OpenFlow SwitchE E3] 78 EfId3 vt Eg
& BElet=d ik Ege] 9 OpenFlow enabled switchE ‘&3 Normal
Layer2¢} Layer3 pipeline® 2 forwarding3t}l. (o] 7]5<& OpenFlow enabled
switcholl Al % &% t})

- OpenFlow-enabled switch : OpenFlow Protocol, Secure channel, Flow table<
71E A8 #B9He 29Add F71eke] vFE OpenFlow Switcholt)h, 72492 flow
table A8 ~9x = #19E 9 TCAM (Ternary Content Addressable Memory)<
Ab-8-3}aL, Secure channel® OpenFlow protocole AlZ=El OSoA A& & 4+ J== 7
wEo] gith the 1# 8 OpenFlow-enabled SwitchE 7§l 2 A% U ELT AL
ojth, 7)o = HFAdE YA A ¥JEE HAILHEZ ALEJT} o] A EE
OpenFlow Switch®] flow table 3t 9% Controlleroll ¢J34] control¥ .
OpenFlow protocol Controller7} t7le] 23 E A8 ¢ AE=E 7|52 A3
7]17@0] 47]—%] xLﬁ 4@/;4]] z} < i7}x4 o=z g LS on;]_

@ Forward normal pipeline : OpenFlow SwitchE® %3] A58 Ezz dut
e Egst=d vt EgFe A9 OpenFlow enabled switchE %
Normal Layer29} Layer3 pipeline2. 2 forwardinggtt.

=

[

2

Server room

N

‘OpenFlow"

‘OpenFlow Access Point Controller
‘ BpenFIcM*enabled'
| Commercial Switch -
Open'f?rw
. O are: Channgl

Flow

Figurel5 Example for Network of

OpenFlow—enabled commercial switches and routers
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A= 744 "Type0' OpenFlow Switch #7del digh 7|24 7ol on, F5F F712<l
7153 MEES Hsle] ‘Typel' OpenFlow Switch® 2] & o A o]t}

AF7HA 712420 s lgdon, AAA SR flow entry® action fieldsollA 33 5]
= 47}#] W# 3 Secure channel®} Controller?t OpenFlow protocolS =3t Wa o 4
A o= o

—

- Required Action : Forward

BE OpenFlow Switchol &5+ action®®4 Typel switchs HIEA] S0l gi7l&
E94 XEY o5 7P w22 Bueof b kA the 2 actionEel A9 HTh

- ALL : Incoming QE#Ho]~E ALst BE AEH o2z 7S HY

- CONTROLLER : #H% & HtH o2 N&3}sfA Controller®Z H T},

- LOCAL : HZE5S 24 VESF "oz Wyt

- TABLE : packet-out WA A E &l flow table WolA] actionS 33k},

- IN-PORT : #|7l& 5|2 X E=Z A RHulth

— Optional Action : Forward
o]9]el OpenFlow-enabled switch®] 749 t&3 2 27F4 2] Optional action®] 7}
=

[oF

- NORMAL : 7]&9] 2=9Ad 9] Fogd HEFH0 o=z %S forwarding Al
71t} (Layer2, VLAN, Layer3 T 2ZAA) TypeO =29 X+ VLAN fieldE A 33}
WA S Y= A NORMAL Z=ZAA sfof skx] AA 3t}

- FLOOD : Incoming SIE#H2=E Aed FHA spanning tree Weoz 7S
FLOOD A7t}

éé

— Required Action : Drop
o] E = thalA] flow entryo] FAAHS AA7} = A9 EE HFHLE 'drop

g,

— Optional Action : Modify—Field
OpenFlow®] &4l ofF AZ & tivsiA AAl VEYIet] ax4d T3S 18
A FieldE AT 4+ A+ 7]%5olth. o & =9 VLAN modification actions A d3dte] &
HHoR 7IE EAAY TS & 5 Ak

3-1-2. Secure channel
Secure channel& 7}7Fe] OpenFlow Switch®} ControllerZte] QlE]#o]~ Aske 3ir),
o] ¢lEjHo]~E =3 Controllers Z}7+¢] OpenFlow SwitchE #3ta A& A =
=d =Y AZHEEH ‘events'E WAY, AYAZ ‘packets'E HWI, 47l OpenFlow
Switch7} 7FA]aL Ql&  flow tables AloJgtth. Secure channel®] E& WAX &S
OpenFlow protocold] 9l3] &3} Fof HEHrc},

- OpenFlow Protocol : Open/Standard 84} ~¢ X2} Controllerite] 418 @9
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sttt 37FA] B9 wAAIA] FEQ cotroller-to-switch, asynchronous, symmetric o =
FAEY. 422 B9 sub-types 7FRIUL

- Controller-to-switch message : Controllero] 9siA %713 %1 HHHoz ~9
g HEEIAY 290A FEHE Fofsted AR ET AYAERH §HS 278 FE 9

i, a8k S FE 9
- Features @ SSL /\ﬂ/‘qii L=y
message' & HATH 29X = H
ds % 7B ARE 34lg
- Configuration : Controlleri= 22$]*]°l ‘Configuration parameters'E A ®3}AY
Ao & 4 9r) a8 29X = Ao tiaj vt Controllerel] 3|21k}
- Modify-State : 2=¢x19 #E AHelE Y3 Controllerol A Bul= HAIXZA, A
HAa 22 ~2X 9 flow tabled] AU+ flowel]l th3t add/delete®} 7S Aot}
- Read-State : 29 %19 flow table X, ports BH, 2429 flow entryE52 AHE
207] 934 Controllerel] 9Ja|A] AL&-5] = WA %] o]t}
- Send-Packet : Z=9]X|oll A FHZl 5ol A 58 XE F= vy ZHAtmE KU
7] 918l Controllerol| A AFg-3h= wWA]#]olt}h, o] HIAINE B ~AXEd S0
= HZlEo] o5 29, BE f9HE olsS sH #Th

o] X Controller== =% X9 ‘feature requirement
]_

AL WA A arell BEA] A9 Ao oA Alw =

- Asynchronous message :@ 29 Xol] 9d|A %7]s}¥a, WEYA eventsol wh
Controllers fHlo|EstaL, 290X EHjo] WstE ulo]Est=t] AFEHTE o] WA=
symmetric WA A= W E 29X oA Controller®2 53l @ Fglo] HUl= HA|RZ
Al 29129 wstel MES A Wl Goll s FRE Controllerd] Hlth oo+ 4
Ne] asynchronous message EFJo] At}

- Packet-in : flow entrydlA] WA F A &= BE YA S A packet-in event
£ Controllero] Eth (X, #5lo] wjA2 X ‘send to Controller" action¥}
AR A5 ol 29X7F FEE WEYE A W Zls Bad ¢ gt
™ Controller2 R WA packet-in event™ G 7S AdFTF BuA FHoh.(7]E
128byte?r HUWA ¥t} o] ZA-$ Controllerd] &alA] sl #|F o] thal] forwarding
ok dh= A ¥ IDE &8st iR UWAFEZA forwardingdth. wHoF
291A7F g B2 E 7HA A ZEod f7ls A5 ofd ARE Rt

- Flow Expiration : Z=9x9 flowd Fa&7|%, A nvlo]E £E X33 flow
expiration event® HwWt}. Flow expirations ZEEZ#H <& dA3te

configuration messageE F3f AT DA 4 Ut}

mlo &

- Port-status @ 29X = port configuration state7} WA E AL wlx 8 port-status
WAl A E Controllero] B = 3t} o7|ol= XE R AR Fo| E3Fc}

- Error : 29X &2 Error WAA|E S84 Controllerd] o8] 7} EA S A
g 4 Q)

u

- Symmetric message @ =9 % ¥ Controllere] ¢alA %7)3t¥ 1, EH3 a7 9l
o] BuUlA]= HA[AZA] 'Hello', 'Echo', ¢ 7]l a3t
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- Hello @ 2291*¢} Controller?t & starupst w] A= ko] Hul= wA] =] o]t}

- Echo @ Echo request/reply WA A]= 2=9]%] E= Controllerol]l Al A= kel Bl
T A= HIAAEA WEAl 3AS Sfjof gtk o] echo HIAAE A9F ¢
ControllerA}lol el latency, bandwidth, and/or liveness AR E Z AT w] A}L-3ic}
- Vendor : ©] HAIA= #F=%< W o g OpenFlow Switchesell F7F42 7|55
S AT o AEHw, &9 OpenFlowe &de wg} F7FAQ1 AlgEo] 2hAysh

) ARE-E T

3-1-3 Controller
Controller+= flow table®] flow entryE< F7lstAY AAsE 7|5S 3t 99 59
¥ Al2="o|t}. Controllere= Wgh dEje] Static Controller?t E3+3F Fe) 2] Controller
7F deh
- Static Controller
- PCellA et application®] #soz A3F AvE ke Al Aites
static flows AAdstA Ho)k o]u A E = static flows HeE U ES AR
VLAN#} FARgE ofehs sttt A4 o R A8 EgTd disix 43 Egas
HHo= FAsA Hrh o]y #HIA OpenFlow VLANS| & 7|&=z =

o]
2R

4 1 X e

- Sophisticated Controller
A o] wet flowsE $HoE F7F A 4 vk (Dynamically
Add/Remove flow)
- o) AR A
- AREARRE AR TE AR AR
A2 GE flow-set’doll A vl 59 A &4 AF
- Controller’doll 4] Policy Table®] A}-& 7}&

31 e] Controller® o2 719 OpenFlow SwitchE #&dtA HH, AYAEd Eojo s
HAEL 7|EH o2 7+ OpenFlow Switchtl 9] flow tables 3z3le] g2l¥ actionol] wh
2t 2F9-"3ta, flow tableWlolA wlH &= entry’b §1& A9 Secure channels AH
Controller® X WA A o] Controllerol A Aol x| ¢ sfFlo] that Ho|E Ea)
HAe g9y 3l 7]EH oz OpenFlow Switch®t Controller’} %713 2
Controllerg &3l 54 AH&2H9] flow tableo] AFH™, AEH flow tables T3 3T
Rl tig s A "

OpenFlow Z R A= 7]E Al Controller 71%5S Fa w3t a9 Controller’] s
S F33tal, NOXZHE A€ Controller ZR2I#E EailA & ] B33 Controllere] 7]
TS F s

o
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- NOX

Network Operating System?] 7] 7|dS 483k Controller24 U EHYA Aol ZAFH
o2 Aot} AFAEL Y= UMEYA AUl LS application® 2 24l NOXA

ol A applications 832 H OpenFlow SwitchE controldle] 23S

S0l 1YL NOX 7]%+e] OpenFlow HWE$ A9 18 o]t}

¢ NOX Controller

il 'Y
i

O
thsipram

Figurel6 Component of a NOX-based network

OpenFlow swtichE @83l th53 2 &85 3 4 Q.
- Network Management and Access Control
- VLANs
- Mobile wireless VolP clients
- A non-IP network

- Processing packets rather than flows

Campus network

[ Wide-area / mobile network |
Internet2 , . ISPs

Fixed and mobile seamless tontrol,

Students develop their own integrated optical network control,

services and algorithms flexible VPN management, efc...
\ Data center network | \ Enterprise network |
Control

Network and computing resources are A
tightly coupled and efficiently managed Network control and security are tightly managed

Figurel7 OpenFlow Use cases
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OpenFlow Switch®] 7] &2te] 71 &2 352 a9 2193 2.
- Controller?] User's code®l] ¢lalA Z+ OpenFlow Switch® flow tableo] A&
- User's®] 3% End-hostollA] EZIS A
- A HA =AM flow tables FZ3te] wjAS sl
- mjFo] ® AL flow table entry? actionol] w} #+-$-8
- A o] A &= dFle] A4 OpenFlow Switch®] Secure channel@ X\
- Secure channel® ControllerAlo]ol 4] SSL7|%Fe] OpenFlow protocol® E4l
- Controller2 BuWZ 3|71 action oS T U2 Z2Ado] 2A

(=9AZ A ZE flow entry®] F7F e AAE FaA & git})
- Al OpenFlow =X 2 E# B Y]l Controllerd] 27| we} 298 &

Controller

User’s code

Actian Statistics

 OpenFlow
Protocol

; Statistics

Figurel8 OpenFlow behavior

3-2. OpenFlow Switch¢} NOX 373 +=

3-2-1. OpenFlow Switch install & A7)

OpenFlow Switch &2 3U-& F7E o] e AJEolal, linux AHel AXste] 52 374
S H~E 3 8 4 9t} A, Ubuntu, Debian, CentOS, Fedora =9 ®H AL xdsta

Ko™, & FA A= Ubuntug Aol Ax|st= A4S A7) gt.

- Ubuntu A2 X]
Ubuntu 8.10 Server ISOE U2 = Hbol Ao A x|sht},

- OpenFlow A X
Stanford Git repository®2%¥ OpenFlowE AX3%ty. (i, OpenFlow Switch

Specification ver 0.8.9)

sudo apt-get install git—-core automake m4 pkg-config libtool
git clone http://OpenFlowswitch.org/OpenFlow

cd OpenFlow
./boot.sh
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OpenFlowE H¥d3dta AY ZEES builddtr] 98] 23 7|4 ES pE2 =3,
sudo apt—-get install gcc linux—-headers-"uname -r°
OpenFlow user-space®} kernel-space 2=$] %% build3drt}.
Jconfigure —-with-126=/lib/modules/" uname -r°/build
make
sudo make install
- Wireshark Dissector X

OpenFlow Wireshark Dissector= OpenFlow Bl 3 3o
Wireshark 3} 71#] &]of] F712Q1 grelH g & QF-ght}

Farh AR AME

ke

Wireshark¥} glib®] A X|:
sudo apt—get install wireshark libgtk2.0-dev

Make % A X]:
cd utilities/wireshark_dissectors/OpenFlow
make

sudo make install

- Regression Suite 423
OpenFlow Regression Suit ®3%F OpenFlow WE o] 3ttt AXE sirs= EH 71x
F714Q 7R = 7 HAFEe] Aol dasit)

Test suites 93l Qs f7]%] A
sudo apt-get install liberror—-perl libio-interface—-perl liblist—-moreutils—perl

libpcap0.8-dev iproute psmisc libnet-rawip—-perl

wget http://www.cpan.org/authors/id/J/JV/JV/Getopt-Long-2.38.tar.gz
tar xvf Getopt—Long-2.38.tar.gz

cd Getopt-Long-2.38

perl Makefile.PL

make all test

sudo make install

cd regress

sudo scripts/install_perlmods_apt.pl

Avahi—daemon(B|2~E =5 HAIAES HYUoEH Auld HAE of7]|)e v|&A3}:
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sudo apt—get remove avahi—daemon

or

sudo apt-get install sysv-rc—conf

sudo sysv-rc—conf avahi—daemon off

IPVvE(EHAE =5 HARES |

stsctl.confe] QH|o|E A A]

% sudo vi /etc/sysctl.conf

net.ipv6.conf.all.disable_ipv6 =

Hozxn Aug HAE ofr))e n&As)

1

net.ipv6.conf.default.disable_ipv6 = 1

blacklist.conf®] YH|o]E 2A]

% sudo vi /etc/modprobe.d/blacklist.conf

blacklist net-pf-10
blacklist ipv6

AlzEle] AFE S AA

% sudo shutdown -r now

AEE " &, F7FAQ setup A1E 93, OF_ROOT 37 HEES ddolE

cd ~/

cp <OpenFlow-dir>/regress/scripts/env_vars .

vim env_vars

- AX9 AF
Z1EAQ Ax L HdAol B
A, root®= ZZ1sto] 37 W

Su

source ~/env_vars

K
tlo

o

724

rot

.

7} ethernet pairs(ZH Qg o] ~)e] =d:

veth_setup.pl

Ethernet pairs®] 73 (vetheO..

/sbin/ifconfig | more

Wireshark?] 23y:

wireshark &

7o) A T
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Wireshark®] $1 F-3¥ Filter vloll A tep el AR (GS] BHIAESY EHS Hal):
of || tcp.flags.reset == 1

A 7]F Al AR
Capture->Interfaces®  7F4  lo(loopback) <QIE # o]

kernel-space HZEZE A|#3ht},

>
il
~

SEEEREEE P

N
my
5

of_kmod_veth_test.pl

Test suite®] F2}3l= Foko] OpenFlow Switch®t H|AE %2 X 3+% Controller AFo]

ol OpenFlow Aol MA L= AL Wiresharks E3) & 4 dt}l. TCP reset A&
Zt e HAEES BEs] 5 98-S st} Wiresharkoll A 2 #1511 9] OpenFlow F#2
=98 a7 e A9E 7 vk A9ol wel OpenFlow 37 #A| A7} Kool
e A7 o=l olH @ Ay AA uH’AA Payload -4 0x97& A &8k F-E&
st i FeoR fazdsiy ¥9ste OpenFlow =55 A9 E & 3l

3-2-2. NOX install 37 ﬁ:7ﬂ
NOX A2 32 F7Eo] U= H
E Ut NOXe v ﬂ% 1
HA glEo] lar, # FAY A= Debian
& 27N

o

—

I, linux AW X3t 52 A4S HAE 3
58 A|¥3A %, Debian's Lenny w30 713
s Lenny W|¥:%(ver 5.0.1)& 7|02 A3z 34HA

r_>.i

NOXE th&9] AXE O] 7] oJEZ o]t} Debianol A= apt 71X FE =2 BT o]
& 7hs st

g++ 4.2 or greater
Boost C+ + libraries, v1.34.1 or greater (http://www.boost.org)

Xerces C++ parser, v2.7.0 or greater (http://xerces.apache.org/xerces—c)

Twisted Python A9 A3} Th& F7p4Ql 974 5e] Aot

SWIG v1.3.0 or greater (http://www.swig.org)
Python2.5 or greater (http://python.org)
Twisted Python (http://twistedmatrix.com)

g QlEsol =g e Theel 5714 Eel Ba st

Mako Templates (http://www.makotemplates.org/)

Simple JSON (http://www.undefined.org/python/)

NOXd| A A|-Fsles BE oJZE A lAE builddtr] HsiA te-2 F714 <l #7]x 5] H
Q3.
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apt—get install libsqlite3-dev python-simplejson

2o HAES
P = NOX(ver 0.5.0)9] Ax FAEL

git clone git://noxrepo.org/noxcore
cd noxcore/

./boot.sh

mkdir build/

cd build/

..Jconfigure —-with—-python=yes
make

make check

3-2-3. 712 HZE
e el A e
s FHEE

o] 8515}, 2914

K

OF Switch #2

end host

10,005

Figurel9 OpenFlow Switch

3-2-4. % 473 G4
o] HAEHME=E 2H4dst7] 9siA = OpenFlow
2o dAAEe] aqEh

OpenFlow Switch #1oA = ¢}

70 x
T

7 2]

J
=270

f|rt

&3t
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OpenFlow SwitchE3 NOX, &4
H o=t} OpenFlow WAL 0.8.9
Zd 3 2~E Controller =% 10.x.x.X LﬂE%ioﬂ A ¢

= O
==

CEETY

SET I

ofefje} o] TAEE APt}

STAER —?Hﬂ OpenFlow HZ2EH|
0] 83}% a1, Controlleri= 0.5.0 core

A A9

OF Switch #1

endhost w004

« OF switch ver 888
& Controfler NOX ver 0050 care

and NOX Testbed

291 209} Controllerel Z+2} of5-3
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OpenFlow AY E&5S 29387 ¢4&:

sudo insmod datapath/linux—2.6/0OpenFlow_mod.ko

Id7} 091 OpenFlow Switch® AAd3}7] ¢30:
sudo utilities/dpctl adddp nl:0

OpenFlow Switch?oll A48+ Qo] A& Y3ty Hal:
sudo utilities/dpct]l addif nl:0 ethO
sudo utilities/dpct]l addif nl:0 ethl
sudo utilities/dpctl addif nl:0 eth?2

OpenFlow SwitchellAl Za3F dFo] #g] ipE A7 93l
sudo ifconfig of0 10.0.0.3 netmask 255.255.255.0

Datapath®} Controller®l NOX¢} 42317 Y8l switch’e] Secure channel® T-%:
secchan/secchan nl:0 tcp:10.0.0.2:2525

OpenFlow Switch #2094+ switch #1149 FASHA o3 & AAH S50 I Q3.

sudo insmod datapath/linux-2.6/OpenFlow_mod.ko
sudo utilities/dpctl adddp nl:1

sudo utilities/dpctl addif nl:1 ethO

sudo utilities/dpct]l addif nl:1 ethl

sudo ifconfig ofO 10.0.0.6 netmask 255.255.255.0

secchan/secchan nl:1 tcp:10.0.0.2:2525

OpenFlow Switcholl A= of#fjo} & {83 WHAAES A& s}

utilities/dpctl show nl:0 // nl:0 datapathE H.ols=t}

utilities/dpctl dump—flows nl:0 // nl:0 Ao AAH flowse E=ZE5S HojFEr}
utilities/dpctl delif nl:0 ethO // nl:0 2] ethO Q1E H o] ~E 21A| g},
utilities/dpctl deldp nl:0 // nl:0 datapathZ 2}A| 3k},

obg] 1 switch #1104 A% nl:0 datapath= “utilities/dpctl show nl:0”"ZS 4]

g o
of wolzth 2% SEH QEo| 5 BE% £YES Az welErh
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File Edit Wiew Terminal Tabs Help

wthong@ubuntu:~/openflows sydo utlhtles/dpc R (=]
features reply (xid=0xcl7d@¥3f): ver: st
n tables:2, n buffers:256
features: capabilities:®x17, actions:@x3ff
O(eth®): addr:08:a9:40:08f:61:cb, config: 8, state:@
current: 106MB-FD AUTO_NEG
advertised: 16MB-HD 1@MB-FD 18@MB-HD 108MB-FD COPPER AUTO NEG
supported: 16MB-HD 168MB-FD 18@MB-HD 10@MB-FD COPPER AUTO NEG
1{ethl): addr:00:1b:21:83:19:d2, config: @, state:@
current: 108MB-FD COPPER AUTO_NEG
advertised: 10MB-HD 10MB-FD 10@MB-HD 10@MB-FD 1GB-FD COPPER AUTO NEG
supported: 16MB-HD 16MB-FD 188MB-HD 168MB-FD 1GB-FD COPPER AUTO NEG
2(eth2): addr:0e:07:e9:ef:2d:29, config: @, state:@
current: 106MB-FD AUTO NEG
advertised: 16MB-HD 16MB-FD 18@MB-HD 10@MB-FD COPPER AUTO NEG
supported: 1@MB-HD 16@MB-FD 10@MB-HD 10@MB-FD COPPER AUTO NEG
LOCAL(of@): addr:@6:23:20:d2:d1:91, config: 8, state:@
get config reply (xid=8xbffaflb4): miss send len=128
wthong@ubuntu:~/openflows l

Figure20 Configuration of OpenFlow Switch
OpenFlow Switch Aol Hla], NOX+= ofgfje} #Zo] A ZRA|~E w9 WHoj= A
Aol Tt} oJ7]A "pyswitch", "packetdump"E NOXoA FHAZ § = AXHEES

o ez} =

/nox_core -i ptcp:2525 pyswitch packetdump

& 388 NOX =9 A = 784 3HY switch #1914 Secure channeld 3 94
H A3 3aS wojsEr)h oA 7] AAE datapath id7F FLEA e E AL FeE

/\ 011:]—

fle Edit Wiew Terminal Tabs Help
debian: fhome/wthong/noxcore/build/sres . /mox core -i ptcp:25E3 pyswitch packetdump &
Wox 0.5.8~full~beta (nox_core), compiled May 7 2009 22:28:54

f
Conpiled with OpenFlow %97 (exp) ‘

WERDTIG

Fle Edit \View Terminal Tabs Help

wthong@ubuntu:~/openflow$ sudo secchan/secchan nl:@ tcp:10.8.8.2:2525 &)
May 14 16:508:14|00001|secchan|WARN|OpenFlow reference implementation version 6.8
O~2

May 14 16:508:14|808002|secchan|WARN|OpenFlow protocol version 8x397

May 14 16:50:14|00003| rconn|WARN|nl:8: connecting...

May 14 16:508:14]|00004| rconn|WARN|nl:0:0: connecting...

May 14 16:50:14|00005| rconn|WARN|tcp:10.0.0.2:2525: connecting...

May 14 16:508:14|00006| rconn|WARN|nl:0: connected

May 14 16:50:14|00007| rconn|WARN|nl:@:8: connected

May 14 16:50:14|00008|port watcher|WARN |Datapath i

May 14 16:50:14|00009|port_watcher|WARN|Identified data path local port as “of@"

@

May 14 16:5

@

:14| 808108 | rconn |WARN | tcp:10.0.08.2:2525: connected

Figure21 Connection of OpenFlow Switch and NOX
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/] "Flow mod"H|AIAE 743 3}e] OpenFlow Switch Aol F715+= S-EoA ztzte] 4
= o o) 2=
£ g0 + U
L!e Edit Wiew Go Capture Analyze Statistics Help
B ] Bke-2F 2EE & -~
[Feher: | ~ || 4 Expression...| 4 glear | &2 Apply
No. . Time Saurce Destination pratecal | Infa 2
93 29.427080 Matsushi_bb:b2:ae Sony. fs:fb:cd OFP+AR?  Packet In (AM) (BufID=3s8(
94 20.428652 10.0.0.2 10.0.0.3 OFP Flow Mod (CSM) (728)
55 200425073 10.0.0:4 10.0,0.5 onum: Packet In (&M} (BufID=36]
96 29.430548  10.0.0.2 10.0.0.3 Flow Mod (Csm) (728]
o7 29.430780 10.0.0.4 10.0.0.5 OFPHW Packet In (AM) (BufID=30{"
= Flow Modification i
= Match
P Match Types
Input Port: 0
Ethernet Src Addr: Sony f8:fb:cd (00:13:a9:18:fbied
Ethernet Dst Addr: Matsushi_bb:b2;ae (00:0b:97:bbib2:ae)
Input VLAN: 65535
Ethernet Type: IP (Ox0800
Protocol:
IP Src Ad
IP Dst Ad Iz
Frame {frame), 138 bytes Packets: 104 Displayed: 104... = Profile: Dafault g
Figure2? Ping test for each hosts
olg] 1382 OpenFlow Switch #1914 flow Hlo]EZ FA 3t A= flowsY =5
37 =] = L=Ie) BB >~ = : = 35 3
Hxste] HoErh, H2 A wa BRoA B 5 9l%o], ping HAEEE S35t 22
OpenFlow Switch #1194l Z+Z+e] Fe(ip T4 10.0.0.4, 10.0.0.5)2. 2 pingS AF3
o1 N 1l [e) 5 2=
g icmp AR E] A2 A FeHduration=17s) FAH = AS AT 4 T

3-2-5.

file  Edit
wthong@ubuntu:~/openflows sude utilities/dpctl dump-flows nl:@

\iew Terminal Jabs Help

stats reply (xid=0x56933db3): flags=none type=1(flow)

duration=17s, table id=8, prierity=65535, n packets=18, n bytes=1332, idle timeout=5,hard timeo
bt=a,icmp,in port=0,dl vlan=exffff,dl src=00:13:a9:78:fb:cd,dl dst=00:6b:97:bb:b2:ae,nw src=10.0.
P.4,nw dst=10.8.0.5,icmp type=8, icmp code=8,actions=output:1

duration=302s, table id=8, priority=65535, n_packets=56, n_bytes=40864, idle timeout=15,hard tim
gout=0,tcp,in_part=2,dl vlan-exffff dl_src=00:50:fc:84:fe:8l,dl dst=00:23:20:73:¢5:bc,nw_src=10.0
.0.2,nw_dst=10.64%,6,tp_src=2525, tp_dst=34141,actions=output:1

duration=306s, table id=8, priority=65535, n _packets=54, n_bytes=4620, idle timeout=15,hard tim
eout=8,tcp,in _port=2,dl vlan=exffff,dl src=00:50:fc:84:fe:81,dl dst=00:23:26:d2:d1:91,nw_src=10.0
.0.2,nw dst=18.0.0.3,tp src=2525,tp dst=36535,actions=LOCAL

duration=17s, table 1d=8, priority=65535, n_packets=18, n bytes=1332, idle_timecut=5,hard timeo
ut=6,icmp,in port=1,dl vlan=xffff,dl src=00:0b:97:bb:b2:ae, dl_dst=00:13:a9: fa:fb:cd, nw_sre= -10.0.
6.5, md dst=18.6.08.4,icmp type=8,icmp code=8,actions=output:0

duration=388s, table 1d=0, priority=65535, n_packets=185, n bytes=9556, idle timeout=15,hard ti
meout=8, tcp, in por‘t=65534.dl vian=0xffff, dl src:98:23:20:d2:d1:91,dl dst=00:50: fc:B4:fe:81,nw src
=10.8.8.3,nw dst=10.08.08.2,tp src=36535,tp dst=2525,actions=output:2

duration=382s, table id=8, priority=65535, n packets=99, n bytes=7724, idle timeout=15,hard tim
eout=0,tcp,in port=1,dl vian=@xffff dl src=00:23:20:f3:¢5:bc,dl dst=00:50:fc:84:fe:81,nW Src=10.0
.0.6,nw dst=10.0.8.2,tp src=34141,tp dst=2525, actions=output:2
wthong@ubuntu:~/openflows |

Figure23 OpenFlow Switch flows
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VLAN Tagging
OpenFlowe 7]& wWolA VLANeo] A&ste AAH Al&AEA E8d o
91t} OpenFlow SwitchE® TAE ZolA e VLAN taggings Al&3she

& 2EA" yekd ¢ o 718

_29_

r}

m[o

s

Controller+

feis

i

ﬂ4>

-
R

Iy

e o

F71

2o 2 OpenFlow 2=$1259 9&2S Ingress, Egress



by-pass 59 9&= Y59}, Z OpenFlow SwitcholA FXA3tar &= flow Ho]EW 9
EE2E5S 7|¥to 2 vlan taggingdd EF9 H$ actione AASH Hr} o E 59,
Ingress switch:® %3 vian idE A A= actionS A9 3}al, by-pass switchol A+
3G vian ide] A EAH LEZ forwardingS G338ty 18|31, Egress switchol A=
&l vlan idE WolHlE actions o8k VLAN 7]wke] 7pdshe whel A|&o] 71s3}t).

Figure24 Sample of VLAN tagging Controller

i}

Jt o me L

AelAqel Alvele s ofef oA e} & AREAL 7]Wke] vlan taggings Fd o
ottt mE] AAE user-to-Vlan w3 EHolE T AMA &S 3 THOE EHolE
FrABtHA 5 ARgAtE FE o #j7le] Aol vlan tagE Tlstal, AMAlskE= action
flow EZ A wkdste] fA %tk o]2fd Flow 5552 NOXE &8 24449 4 Jd=

|
Fol whed & 4= 3l& Aol

H~I
ol

LIES 24

=

# On user anthentication, statically setup VLAN tagging
# rules at the user's firse hop switch
def setup_user _vlan(dp, user, port, hest):
vlanid = user_to_vlan_ funetionuser)
# For packets from the user, add a VLAN tag
attr_out[IN_PORT] = port
attr_out[DL_SRC] = ne.reverse_resolve(host) mae
action_out = [(nec. OUTPUT, (0, nee FLOOD)),
(nexe ADD_ VLAN, (vlanid))]
install_datapath Aow(dp, attr _out, sction_out)
# For packets to the user with the VLAN tag, remove ic
attr_in[DL_ DST] = nox.reverse_resolve|host ). mae
attr_in[DL_ VLAN] = vlanid
action_in = [{nao. OUTPUT, (0, nex FLOOD)),
(nem. DEL. VLAN]]
install datepath How(dp, attr _in, action_in)
neo: register_for _user_authentication {setup_user _+vlan)

Figure25 VLAN tagging for NOX

component
— Congestion control

olgle] 1¥-Le QOpenFlow UYWEHYIAES S|4 Congestion controlel] T3+ o]t}
ControllerE %34 OpenFlow Switch AXe] E I =712 A A 7ko] ZAdojd uf,
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A-B 249 OpenFlow Switch® Ao &
59 AH8&o= Congestion Control 7| 5=

Figure26 Congestion control

— Traffic Engineering
OpenFlow Switch™ 7]4¥te] UIE 3T 3FA oA Traffic engineering 7132 & &o| 7153}

o} ol 2¥e Tl E o, VE 2g9E HARE A-B-CE FA=27F A dvka 714
ControllerE 23] 2% A& A-BE AAsto] g9€S & 5 9t

i Traffic
Engineering

]

shul,

Figure27 Traffic Engineering
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oM #d GUIE Faf 2t Wide Aldsislt. &5, 2% 7|uke] EAD 84 4
€& ], 7]+ Packet 7|Rte] UESA @73= Apdstd 22 WY 7HS gtsto]of

d|
=

S
st, ] el CPU % UESN A AHE RUE"SI] TdAlol7]dd gy = E2¢
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™
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& LOBUS — ; -
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Figure28 Web Traffic load balacing

based on OpenFlow network

3-2-6. OpenFlow enabled A¥& A7) ¥ Wiy 53

F9 UEL I #Av AHEL OpenFlow enabledd 2YAEL g Fo| A} 74
&t 2t} Junipere Junos SDKe| OpenFlow protocols BA8Ia, MX-A]#=

© % OpenFlow 7]&& W3l . HPolA+ ProCurve 5400-A18]Z2ES oAt
AePstar lal, NEColA = IP8800 Algj= FHles ddow 34 d&d il

1 99, Ciscool A= Catalyst 6509 AollA OpenFlow 71€9 83 = Folt.
dE= T2 WoE 9 ef, Toroki(http://www.toroki.com/) &= QA oA OpenFlow 7]% 9]
7|85+ LightSwitch 4810% #® 3t}

=y

NEC IP8800 Toroki LS 4810

Juniper Mx—Series HP Procurve 5400

Figure29 OpenFlow-enabled Switches
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