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e SolA] B Al Ang 2 wi w3 ARPANE 9L
Y ATTANE BATT AW JRE FAste] §@ A
e Agshs wAe Astd. 2]

ol
o
K

oy
=

2.1.8 =l EH YIRS
SO H YA T IS FFHE [Pve A AR dAgr|do =R U

WEYZ @ EFslo] Ao ABHOR PveS AEFOLA FEEE IPv6
&

=

N_[n:

AeS AXsESlth 20084 2€o] AFEAF H AW U ES T IPve 8-S &
2393, 399 7| i E9 o] Aqw e IPve S+ IPv6e DNS T3,

] 4
KR Ui el IPve T4 &9 2 483 4=313t. dA] IPv4/IPve F<L
seloR 2adry o, YEYT HIE 93te] NOKIA IP530 W3H S
AR&-3Ear Qltt. [2][16][17]

IPv4/1Pvo
Dual Router

IPv4/IPv6

" Dual
ga 1PV!}~}‘P% ’ backbone
H |

S/W

BrratNetwork—

IPv4 Only Network I
i 1
IPya | )

P . 1
I
IPv4/IPY6 :
Dual Stack 1
Servers/PCs I Anycast network for
: Server Nelwork User Network IPvE DNS (g.dns.kr)

[12] 10] S EYXE Y IPv4/IPve UEY A

rlo

?_
AEAeT) SATAES Fepr) S nLoke] dolEMols W ZH AT



2 Y AFE A, UEYT AY 5o ArAY AdZeE BHREtaL, A

= 713olH, Har)Eiofe] AHAlE Qe Ak 7|3#o

24, A= WE " 3] Ao]Ego]d IPve HAE UEYIAS FH3 oM,
O~

A7 ol R IPve/IPve FE o2 TEET

=

i

{1

O

=
H| A~ AF

r TE AN A BH
@B T p——
= ‘ T eFmuA Ew
‘ SFOMA FH
4F B8~ 3
IPv6 enabled Security 2F o1~ B
- ; ==y
W — | ! i 3
[;H—'—'—'_'_ IPvE S MH| A
IPva [1PvE SRAD MBI GH A B S T
— IPv4 AED
[Pv4/IPvG SRA PR GH AT
A SRI0E 2/20 MY B 22+

(29 11] =37 EH AT IPv4/IPve UEY A

S} e RAd YL Cisco Catalyst 6509 H9-8H 2 REY W3idl
FWSMS o] 83l ] ME YESIE IPv4/IPve FAH o= H3sa,
IPv6 M2 =9AE F4d3te], IPve FEAHI =S 5k, A7 453
o] AR5 IPv4/IPv6 wEB o] 7hss o= AFseiTt [1][2][18]
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2.2 39 At

2.2.1 Internet2 (M]=)

Internet2(www.internet2.edu) =

v ) 140 oA el A % 4
Z1gte] {Y Sl ABE AT, W& ALk AAW AN 7%
&2 AW AR WA Fro] FHAT Agolnt,

] B
'T‘

olo

Internet2 Network

IPvé Deployment W{ﬂ’l
55 4 August 2008 T TR

o [ Tunral IPvé
)
“=Waitbarms  [XE Exchangs Poine

[Z13) 12] Internet2 IPv4/IPv6 UEH =

= 1=

Interne2E A &4 07 [PvedS 3

=
-
’
K

o™, Juniper T640 #}-$-E]
38t k. =S LA PAIX #H¢-
T

Jguste] A5 Aztm
L
2

= o]g3&lo] IPv4/IPv6 T

o]
=
g B3 48U} 4T A%S

Z

, NHER e ogeltt. ob&#, Juniper Shp-Elol AXE Wi I

& E3&le] IPve EYES RUEE st otk [11]
ttp:/ / vixen.grnoc.iu.edu/jfirewall-viz/index-bits.html

- http:/ /vixen.grnoc.iu.edu/jfirewall-viz/

Z

_37_



2.2.2 JGN2plus (&)

AL IPves X3 AAlt) UMEY A 4 S F5317] $18ke] 20001 HF-E
20041 7-4] ATM 7]4¥Fe] JGN1S 1% -9t o, o] % 200458 2008
7HA ol 7] Hke] JGN2E rdlol =3ttt & tell= 2008 H-E 201137}
A 9T JGN2plusZ Hr#le] =313t JGN2plust IPv4/IPv6 w3 2=H,
[Pv6-native AH| =5 Al vk O}HE} Layer 2 oltj¥l XH]2~(1Gbps ~
10Gbps)Al&-tH, wl=, Bl=, A7HE, , S SAAoR AFsta 9l
t}. [12]

el

-Hiroshima Univ. =

-Hiroshima City Univ. **

-Tottori University of Environmental Studies *

Chugok = —
*1: Access Point %D&ma nel {‘g
*2: Intemet Exchange ~Hiroshima Molomachi -Hokuriku Kanazawa | PR,
*3: Partnership Access Point [100M] -ishikawa Create Lab |
Techno Arc Shimane [100M] ; } |
ol ccia P el g Lchi ~Toyama Institute of Information |
|
|

{Access to JGN2plus at APs of Okayama / Tottori / Ibaraki Information |
HW is available via interconnection with these networks.)

Kyushu Kinki Tohoku Univ.
oG] | 1a]
foer -Kinki Osaka Dojima -Iwate Pref. Univ.
~Fukuoka | Univ. of Al
Cicpusins Ui -Osaka Univ. :
s NICT Keihanna Branch [100m]
Jiou nel -Akita Regional IX *2

-Hachinohe Institute of Technology
~Yamagata P

Kyoto Univ.

-NICT Kobe Branch

[1oom]

~Biwako Information HW AP =1

Univ. Kanto
~Yamaioji Information HW AP **
-Hyogo Information HW AP * / oG]
S / ~Otemachi AP

1106]
Tokai Atsuta

~Utsunomiya Univ.
-Waseda Univ., Honjo Campus

 of Te | Hagoya univ. Reitaku Univ.
[100M] [100M] -Gunma Industrial Technology
“Ehime Univ. “Gifu Univ. Center
’ Kagawa Univ. “Univ. of Shizucka Gy _Yamanashi information HW AP *1
_Univ. of Tokushima -Mie Pref. College of Nursing B iy i YRP
us TH s6 cN

[1¥9 13] JGN2plus IPv4/IPv6 U E £ =

2.23 CERNET2 (%)

20030 F AR = 973 T2 AE Yo 'mg SEYl ol7|dx o
22 AEF CERNETS CERNET2E WHale] %319 tl. CERNET2:
3t native-IPve EHE L A Y3 == st 9t}

o)
&5
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[Z1¥ 14] CERNET2 IPv6 W EH A

CERNET2+= CNGI(China Next Generation Internet)2] & WE$ I ZA, F
=0 ZA QI gl = 207 TAlel 2070€] 717bEE &9t Sl
™ 10070 o]/de] e}l ATAES] 1Gbps ~ 10Gbpse] &2z AF 5o
dom IAHowE Hu|, f4, ofrjol A H3} 25GbpsE AEE Uth &
8] Astgtel A AA A7 AL BeH dRlES &8st FHse T A&

= 2h9-ElAdn) o] ARgEo] 80%°l o]lZal it} [13]

2.2.4 TWAREN (H]%h

uhe e-Taiwan ZZAEZS F&) [Pve /| 2 A3tS =wslal lom 7
N F8 ISPHAIEC] IPve 45 ol &3tal gla a5 174
(HiNet)2 IPv6 7]Wke] &AM H =5 Algstal vk 3 IPve 25§ UE
71 TANet(Taiwan Academic Network)E 53t el A47]#E
Al IPve AHlZ Algstal ok ob& e 20GwE e F WESIE 7Ivtew 3
TWARENS 53t IPve ¥ A 70de Adstal glvk. TWARENS
%3o}7] $l@ll Cisco Catalyst 7609 ©}-%EJ9t GSR 12416 FH|E AF&-3F3t
[14]
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RIS

—— 10G (POS, GE)
s CISCO 7609
& CISCO GSR12416

P /L
AREN

[Z1¥ 15] TWAREN IPv6 UE$ =

225 University of Southampton (%3 =)

Z 42007 9] AR&AFSF 190070 9] IPv4 F4E ARE-3Fal 9+ Southampton
cﬂzw_—t— 71%9] IPva'dol IPv6S 2] IPv4/IPv6 FwE 28 UEYJIAS +=
selth. & 509 Cisco Catalyst 3750 =91 /2H9-HE AF&3lolom, o4
& o AHE Catalyst 65095 ©]-&3te] TF3kdth 7]=2] IPvargoll A=
CheckpointAte] 3} & ALEtl oy, 54 & A= IPves Ads}7]
e WA IPved WEHOoE BSD IPv6 H@} S AR&SESTE 3, Snort
v28.05 o]&3dte] IDSE THeIR oy, dA SAT %01 HEHA A= &

- AN
< JHjoltt oF&¢, DNS, www, login &3 & 34 AH| A5 Fd~d
< &8 AHl= AFeta 9l
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BSD

Dual
1Pvé stack
\ Firewall Subnets

Nokia
IPv4
Firewall

[Z2¥ 16] University of Southampton IPv4/IPv6 Y E L =

2.2.6 GEANT (#9)

GEANTS 9 3070=¢] 2670 & =7} A7 Y(NREN)S A5 dF
skl dE 7I7HWE H45 doly B4 UESAE F55E T A Eo|Th
2004 9YFElE GEANT2Z WHdste] &) 3470 =7 AFuSdSo] <
¥ o] vl GEANT< Juniper NetworksAle] M1602} M40 2}-5-E]¢} Cisco
SystemsA}2] Catalyst 7500 “gH| = IPv4/IPv6 T BWS F531a 9 s)

ar At

NREN . Z A= 20035 1€l RedIRIS(Z=#¢1), RENATER(Z#2)7} A &0 &
GEANT IPv6ol &3k, 2003 9€7h4] tlF-#-2] NRENE©] GEANT
IPv6ol 91%&3titt o] 3 2004 d 8ol 4709 #7129l NRENY} CANARIE
% SINETO] A&=HAT. dA w2 NREN©O| IPvé-tunneling® th=
IPv6-native 202 AFHo] 9tl. 2 NRENQ IPve &4 oo
2t} [15]
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O European NRENSs

Peer Connection Type Connection Date
ACONET Tunnel 13/05/2003
ARNES Native 22/07 /2003
BELNET Native 29/07 /2003
CARNET Native 10/03 /2004
CERN Native (since 02/09/2004) 09/05/2003
CESNET Native 30/07/2003
CYNET Native 10/12/2004
DFN Tunnel 16/09/2003
EEnet Native 09/05/2003
FCCN Native 22/04/2003
GARR Native 29/04/2003
GRnet Native 31/07/2003
HEAnet Native 23/04/2003
HUNGARNET Native (since 19/04/2004) 10/06/2003
IUCC Native (since 05/01/2004) 29/04/2003
ISTF Native 17/03 /2005
JANET Native 10/06/2003

SigmaNet n/a n/a

LITNET Tunnel 06/05/2003
University of Malta Native (since 26/1/2006) 29/03/2005
NORDUnet Native 25/08/2003
PSNC Native 06/05/2003
RBnet Native 17/09/2003
RedIRIS Native 10/04/2003
RENATER Native 15/04 /2003
RESTENA Native 18/06/2003
RoEduNet Native 09/05/2003
SANET Native 18/10/2004
SURFnet Native 22/04/2003
SWITCH Native (since 09/03/2004) 09/05/2003
Ulakbim Native 30/05/2003

O International Peerings

Peer Connection Type Connection Date
Native (DE-Washg.) 05/05/2003
Abilene Native (NY) 10/06/2003
Native (NL) 07/10/2003
CANARIE Native 09/07/2003
ESnet Native 27/05/2003
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| SINET |

Tunnel to NY (since 20/05/04) |

03/06,/2003

O Commerical Peerings

Peer

Connection Type

Connection Date

GlobalCrossing

Tunnel (Frankfurt)

25/07/2003

Telia

Tunnel

12/05,/2003

Lit Fibre
10 Gbps
25 Gbps o
310 Mbps 3
155 Mbps

/45 Mbps

“Lit Fibre”links.
provide multiple
wavelengths currently
at 10 Gops.

FR

UKy’

LU DE 2

e

[=1
=

CH

G E ﬁ N TZ Backbone Topology Fabruary?f}ﬂg L

Rl e BG

RO}

GEAMTZis operatedby DANTEon behalfof Europés NRENs.

E Austria CaechFepublic E Spain
Belgium E Germany E Finlard”
Bubgaria |E| Drenmak” |E| France
Switzedand [E£] Estonia fn] Greece
E Cyprus L= i s

] creatia [=] teetard® [] Lavva

E Hungary Iealy M Malta

E Ireland E Lithuania E Netherlznds
[5] tsrael [9] Luembourg Morway”

part of NOADUnesth

[Ft] potand
E Portugal
Romania
[] Russia

[71¥ 17] GEANT2 # & Y EY =
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2.2.7 KanREN (7]
KanREN W= ZWARAS=0] oistal 2 B ge] dA7|ds o

S0 Z X Internet2e] AT o] W E2HR dEsla 9o, IPve 159
AolA A=Al 98-S g Qv Agdelth 53] KanREN® Barton
County Community Collegei= IPv6™d %k 4 H =

Scott Community College™ =1 132~ @ 67 &l A 2o [Pv4/IPv6
A18S Xdst= Ws 7535k%th. Fort Hays State Universityv= DNS,
email, Web ARI2E st 4] U EYA 2 o UEYA 755 Ao

™, Pittsburg State University®t Emporia State Universityx™ -+ Stal{k
IPv4/IPv6 FE =8-S APl =8 g ot [19]

Backbone Layer 3

AtMOE3 (IPvB)

Q Mutron KMA 4000 Design
Wmﬂmnun

& oo

[7273 18] KanREN IPv6 W EH A
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A 3 & IPve R.QF 1A}

IPv6 HQHe B2 Aol IPv4ae] Htd frAbgE o] wrha & 4 9t
HELAE SalA HAAEES Faddokete wAYUSTS A W= sk
7] wiEolth.  Lefu IPve7t IPsecs 7] ®AISG7] wiitol] dult= Kt
o] ZstH ATt E 4 AUtk
IPveell thek AWk Ql Hke] thgh i 5

of ZE|Alo] ol gk AME sl g8 E o] IETF FolA thFolx|aL 9Tt o]
AA AFEEE JAEY =71 827 &7] wiEd Aelt) AT IPve
IPv47} 7HA1 3L Qe tiF-29] Hotd sk o7k adlE HEE F dS

ojtt. & HolM= IPveol A Ado] 7 gk Hetolqrel el it

)
>
otk
rlo
e
-z
[m
o
rot
(&
il
Hr
i
L
(g

>,

)

1. IPv6 X3t 913

712 Ao 2 IPvart IPve2] el st vluAtE= Al2259] S.Convery$t
Darrin Miller7} A|AI3E &4 Soll & AA7F o] glem 3ieks] g ofsiatd
UhE3 ZTH20]. thel 97HA s AClerTt IPve dE® ek S A 99

olgt & 4 3

“J ZH(Reconnaissance)
1] 917} A <(Unauthorized access)
Header manipulation and fragmentation

22334 FZ(Layer 3 and Layer 4 spoofing)

Address  Resolution  Protocol (ARP) and Dynamic Host
Configuration Protocol (DHCP) attacks

22 33 (Broadcast amplification attacks (smurf))

2}-9-8 32 (Routing attacks)

nlo] 2] 29} 9324 (Viruses and worms)

Transition, translation, and tunneling mechanisms
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1 o]:= IPv67} IPvaE AlS3he }%«] HQko
Qree 249 WEARZY QNS AR Adrks o F A 7)ol
= =

ek o] VPN «1 Al =S AlFs] HES|oRdt

2
— oko
i
O
)
2
Au)
rlr
k)
o
Au)
4n

HotgAe Fo|x Heks Ao A 71 aupz 9l oly|"g A2 AstE ] 95|
A Fas3k 7]%olt). IPverx Wdte)l A5 3 ﬂé%ﬂ T T 2L 98
BH3sta ok sHARE o33t e FE V|wES WAl T A a1y
601:

ofepgity. & Folx 7 Z]Helu ISP & 159 EC’L%QOH ojm gk

Mo 0

Tunnel Broker

e - @ TPy
- IPv4 e Dual Stack IPv4/IPv6 @ g

Backbone

Tunnel Endpoint
for IPv4 NOC

AL ' 4

@, = NetFlow,
—— |- l E SNMP
Syslog, TFTP, L 5 —

r — g
AAA DNS, H
SMTP ' NOC
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olZ1B XA E FEVI YA E e ol 2 A AERS WA a1Eslo]of
s}, HotA A weAlg, 4R s AE Hol Y E$F 9¥gl Rol So] o]
& sttt [21]

2.1 HoF A2 mHALe

= UEYA Bebs s FAdsiokels A2 ojWd deow
Hebe 75T AVt g T8 Aotk B AL wEA] [Pve 54
dde AAE # J=F Hes Axpr A ookt ojfi A 1
7)ol MEL A gk HFE 7 4 (RA: Risk Assessment)?} E-
Fol W=y aga RFAs so] FHEhd AyEo] d Aot aYErw
RE S gk BHergAS dotete A2 BUbeskAIRE Hebg Ao =g
3 e 71EA, 24, AdAd aY9a 7heAd 58 BEske Aol A
A Zoth. AdHIFE Fd e oA IPveze] kAl Hghs 97 AA
of S ofFA FHT A= v T3 olxrt E Aotk old A
oA HQF AL TPvast 7o AR FrhA o v aEAds Al

o Yo FuEE cEsolsrtt Be F9 IPve F2E A 5
Q1710 gAe EEA et AA} slojof sk,

rob
a7

® IPv6 IPsecs ©]&3 dWit= Felz Fdo] Q7)o vk
t} Sbd gk P-to-P F4lo] 7hs3Eith IPve =5 Aloldd B
IPsecS o] &3le] Anfu} AAAo g ol=3 HAXNS nAst 2= g
S71? o]FHL IPve Zo|AES} AHE Byl ol FAdw kg
By glEdB2A9 e ynfo] A~ A E3}FSIT}

o 7UA Mul~E AAES Ferl rh wer AE Yy A Y E
92 Az P AY vele )94 o
%= b IPsecS A}£3}e] HotAAS ¢l 4 9t}

® Native IPv67} FHE A< A7, o]5 o] g3}
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o Al FeololE mE A% R PR Al B BASE AR

o wuE % FehololEst Aule] el sl wAsH 1A 4t

o o wrolA AREEA ge Au ddda

o TaE W 5% Al B9 AF ZREZA o3 A5
Eejle Aojg)

o lolel AAUE Apgdte] oby XZEaAL A

23 Y ES A Qlxze} Hetk

UES A Qlxxel Heke ol& FA43k= 8491 DNS, AAA, Syslog, DHCP,
SNMP 183 NTP9} & U EHY I Au|=8nt olyg 29§, &9, UE
A3 sy, JES A HY &4 Al=HES sl UEYA Adxeke) #d
H 945 W Hots et
231 Y EYZ 2=z Hek
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Y LREF HFE HEAoE MDS AT
S S8tk MD5 9152 Fod S fAsE

< IPvast IPve B MD5 QI5S §3f 2t ZTREZ B
o 5 A=Y EKEY #hS 5 AUSES o &

Zo|t} IKEE o] &3 IPsec> MD59] 57 7]
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Ingress/egress traffic filtering H¥A O 2 A o]y AFP e
DDos Ewf¥s Aashe 71E2A IPvacl A kol IPveo] A %= =l
F Atk M= olHd V]EEo] IPv4dl o] &HAE IPve Lo M= #-gd
CIPveE flEiM =t 22 e ct.

Ay
a-

¥
o
rob

® 0:/16 (compatible, mapped addresses, loopback, unspecified, ...)
® fe80::/10 (link-local)

® fec0::/10 (site-local)
[ ]

f00::/8 (any multicast)
BGP 99l B5ol 1Pv6 2h99 Anel A9 A% AGAIFoz thgdt
gAgo] 44w 4 vk 25 BGP 299 FAL 0pge] BA FuE

1S ZFx3) [22] http://www.space.net/~gert/RIPE/ipv6-filters.html

233 W3 /FHY Bl
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BSD : Berkeley Software Distribution

CNGI : China Next Generation Internet

DNS : Domain Name Service

FWSM : Firewall Services Module

IPv4 : Internat Protocol version 4

IPv6 : Internat Protocol version 6

IPS : Intrusion Prevention System

JGN : Japan Gigabit Network

KanREN : Kansa Research and Education Network
KREONET : Korean Research Environment Open NETwork
NREN : National Research & Education Network
TWAREN : Taiwan Advanced Research & Education Network
VPN : Virtual Private Network

XTM : eXtensible Threat Management
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