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7}. Data Production

A2 dgaet 2 aayA &7 AFA&elA Data
Production& 7}&7]0l A 7HEE o A= YAt
A EAA = B84 AHdS AE71E ol &d %7 ol
39 FH=E V|Este AS YHlsiH, old #AFE Ao
(Control Room)e|A nt] <53t =g extEo os] st
HAs| Aojer), d2nd44 CDF 2389 Aojdy % % o]
UA =gl Addd e Ao o8 714 759 FEo® ofFA 3l
=d 259 stv= HEHOA = HolH Y qualitys: BEUE P35}
= Aol CDF AdoAe o] N
Operator AAolglal H-2Z+=4| o] A &
o] Ao AHA o= é%% H = A gg7] o
st 2 T2t glvke= Aol

A dA ol o] HA Y Ao ZAui g o] arof iy A
= dFol e olfl 545 ol&ste], dAAIfd = Remote
Control Room< T-53to] olu] &F Fo U}, o]o] KISTI
HEP 5ol A % el 9l CDF A72HKISTI £3)E9 A+

il
ol

P,
1o

o M
i)

i

CO = Consumer
< doly #HE A

o, 940 53

=]
RUN

1

Mo oo

ol



g% zS 93te] KISTI®l CDF RCR (Remote Control
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1% 3 Remote LHC at FNAL Wilson Hall

t}. Data Processing
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t}. Data Analysis
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2. A= HE2r] 74

= #H 21 A4 (Fermi National Accelerator Laboratory)
= 1 =9 7Y ATAREA A S5ty AE okl A Al
A Hae] A4459 styold. w= |4 (Department of
Energy) &%9] 7|¥tolw 1967 A= dA=w A4
o] 7}&7]t HBREE(Tevatron)ol 2ol Baw], Aol v
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3. Wl2v] d+4 CDF 43
A3 CDFHE71E &8st olFojx&= A3ds =gt
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II. CDF #&7] Al°oj4(Control Room) &

CDFA 39| dlole A% Alojde] A, »ﬂEUlOﬂ A FA
o], el AAAN LS TEHG ol et Y| A5 Fo
=2 4y 2o

1. 92 H2u]dF49 CDF CO Shift

a9 11 w5 FEn] A5 CDF A3 AojA

CDF A=7]& &% dloly ¥ 5(data taking)> CDF 239 3
of EYAEe Y3 FAEH] A, 1 FAE CDF A3AA
2 (control room)o]&tar F-Et}, 24A7HS A M9 8A7F T =
o], day shift(8AM - 4PM), evening shift(4PM -
Midnight) 28]3 owl shift(Midnight - 8AM) a1 FEt}, 3}
o] shifte T 22 Al H9 J¥o = FA X

(1) SciCo

SciCo shifte BE d3do] B2 ET A7 wolA shiftd] F4&
s A4S W=t
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(2) ACE

ACE shift A& o =% data taking= 3t 7P 523 shifto]
o}, moy A Ao A data takingS data acquisition(DAQ)o] =}
31 E2]31 CDF ACE shift+= DAQ shiftglal= &t}

(3) CO (Consumer Operator)
CO shifts= Consumer Operation® ¢Fz}oj™, data taking9
quality’E EYHsE 9&& st

7}. Consumer Operatord TA4AE

2% 13 CO sections o] F& EUHES o

2E 1394 Hofx|5zo] CO9 Td4dE2 v 2
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(A) Event displays and Consumer Slides by "Screen
SnapShots through web

(B) Status and logs of Consumer Monitors through web

(C) Consumer Control (concon) that can be sent to the
remote site

(D) Detector Check Lists and e-logs through web browser

2. ol€lg] IA} g YA A4 (Remote Control Room)
a9 14+ olEg] IAF digtue] dAA S HoFEr

Pisa

2% 14 Ttaly Pisa Remote Control
Room (RCR)

3. dE =3} gl YAA A (Remote Control Room)
a9 155 48 2FuE gigae] 9AA oA S Hojr
“

Junji Naganoma
6/11/2007 @ CDF Japan Meeting B

% 15 Japan Tsukuba Remote Control

Room
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I1I. KISTI CDF Remote Control Room(ZFA|o4) +F

1. dFA94 /M

KISTI®] CDF remote control room< Al 7§2] Auje} & 7)<
EUHE o|Fofx vt g e 2529 F e Ak A7t
CDF Data®] ¥4 Aojo] H Q3 concon oJZgAo| A B2
T § Hebe-AE 7hEshe ol <1t

2. S=do] 2 AT E o] AR
7}. CPU : Intel quad—-core 64 bit

. Memory: 2 GB

t}. Display : NVIDIA GeForce 8600 GT PCI Express with
two DVI outputs

2}, Operating System Issue

— Scientific Linux Fermi 4.5 LTS (=Long Term Support)
x86_64 version

- Windows XP
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3. A AV E L3} (cdfroclnxl.kisti.re.kr)
A7IME BHE2 AHE A 2gste J3AS A,

7}. A & (Overview)

A 7Hel AW T syl BE H‘ﬂ(cdfroclnxl kisti.re.kr)&=
AWM 237} FHojof gt} 1 o)l vy A} #HE=Zw A
2o ARl v OﬂHX]M(Department of Energy)< U
I} & regulation® 7ho|= gl oz A A}

— All connections should be kerberized

— Offsite users cannot execute critical commands in remote

connection.

Technical Requirement

- An environment to execute commands in the form of X-GUI
should be sent from bOcontrol to external machine

- A communication channel opened for X protocol is not
secure

- An unsecure communication channel can be secured by way
of ssh—port—-forwarding feature

— ssh connection should be fortified by Kerberos

Conclusion
— Our machine must allow incoming Kerberos connections.

— Our machine cdfroclnx]1.kisti.re.kr should be first Kerberized

U, Al2" #ZR TF
system administratorsE& #2|3}+ database©l kisti A|2=2¥1<]
#e A5 TFsFoloF skl th&¢ URLe| 13l 2421t}
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http://computing.fnal.gov/cd/forms/upd_registration.html
L T=9 Ay e ojud FHo|t.

From root@cdcvsO fnal gov

The host cdfroclnxl.kisti.re.kr has been registered
for upd and ftp access on fnkits.fnal.gov.

the "addkits" script

t}. Service Principal®] 413

AW el ~gtel= BAGZo= Y HE2Ade] oigk service
principal= Al sl= AHo] Xy o] a1,

host/cdfroclnx1.kisti.re. kr@FNAL.GOV ¢ JHE 7}x 11 9t}

host-specific service principal #} 71 password= ™29 URL
S T AAHS AT

http://computing.fnal.gov/cd/forms/extra_kerb_req_form.html

g 1 AHe] BAH o EHor),

A confirmation email from compdiv@fnal.gov
On Thursday, December 13, 2007 at 20:15:02

you responded to our ~Request Additional Kerberos Items”

form.

Requestor's Name: hyunwoo

Fermi ID #: 10992V

Kerberos principal: hyunwoo

Supervisor/Spokesperson: Robert Roser

Host and ftp Principals (FNAL.GOV)?: yes

Host name: cdfroclnxl1.kisti.re.kr

The Computing Division has received vyour request for
additional Kerberos items.

We will notify you when each item is ready.
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Following confirmation email from compdiv@fnal.gov

Subject New kerberos host/ftp principals for
cdfroclnx1.kisti.re.kr
The following principals have been added in realm FNAL.GOV
host/cdfroclnx1.Kkisti.re.kr
ftp/cdfroclnx1.kisti.re.kr

You should receive your host and ftp keys in a separate

email. These keys may be used only once.

Following confirmation email from helpdesk@fnal.gov

Use this key(password) for both host/ftp for your node(s):

xxxxxxxxxx (blanked out because of security issue)

You can only use these keys once. If you have
problems and need to reinstall you will need a
new pair. If you need help, send email to
kerberos—users@fnal.gov; if you need key resets
email helpdesk@fnal.gov. Please do not forward

this email to anyone because of the password.

=< ¥HEn AFY gujdeA  AlFsts HoE wlFdQl
"strong auth"®] 17.10 Installing Service Host Keys A 7]&
st U2 v o] skt
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1. log in as root
2. run the /usr/krb5/config/makehostkeys script
3. how to confirm whether the script ran all right
[root@cdfroclnx1 ]/usr/krb5/sbin/ktutil
ktutil: rkt /etc/krbb.keytab
ktutil: list
slot KVNO Principal

1 2 host/cdfroclnx1.kisti.re. kr@FNAL.GOV
2 2 ftp/cdfroclnx1.kisti.re. kr@FNAL.GOV

2}. Secure Shell and DNS Registration

T2 secure shellZ} IHAE DNS 5o #dd ot

o] F-Fo] AR & el secure shell2 AWz =3}H

g aao] ety S w v 22 oY HAIAE AU
71 A HMo] vEE DNS S=o]d AHo|t},
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[hyunwoo@hep] ssh —-vvv cdfroclnx]1.kisti.re.kr

The error message :
debugl: An invalid name was supplied
Cannot determine realm for numeric host address
debugl: An invalid name was supplied
A parameter was malformed
Validation error
The solution :
[cdfroclnx1] host cdfroclnxl1.kisti.re.kr should return
cdfroclnx1.kisti.re.kr has address 150.183.234.41
but it didn't
[cdfroclnx1] host 150.183.234.41 should return
41.234.183.150.in—addr.arpa domain name
pointer cdfroclnx]1.kisti.re.kr
but it didn't

Pl DNS AFFHE TARYelA, Qns mrelg
sk,
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v}, Secure Shell and /etc/hosts file
183l cdfroclnx1ol A /etc/hosts file®] WH-&o] t}e&3} Zolok
3}, 150.183.234.41 cdfroclnx1.kisti.re.kr cdfroclnx1

H}. Secure Shell and /etc/krb5.conf

[hyunwoo@hep] ssh -vvv cdfroclnx1.kisti.re.kr

The error message

debugl: Authentications that can continue:
keyboard-interactive

debugl: Next authentication method: keyboard—interactive
debugl: Authentications that can continue:
keyboard-interactive

debugl: No more authentication methods to try.

Permission denied (keyboard-interactive).

/etc/krbb.conf on cdfroclnx1.kisti.re.kr should include
(Dkisti.re.kr = FNAL.GOV
wrong krbb5.conf on cdfroclnxl.kisti.re.kr causes

the absence of gssapi handshaking

/etc/krb5.conf on hep.kisti.re.kr should include
(Dkisti.re.kr = FNAL.GOV

wrong krbb.conf on hep.kisti.re.kr causes

"Server not found in Kerberos database" error
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A}. Secure shell and sshd_config file

Kerberized version of /etc/ssh/sshd_config
cdfroclnx1.kisti.re.kr should look like (or include)

following;

> RSAAuthentication no
> PubkeyAuthentication no

> PasswordAuthentication no

ChallengeResponseAuthentication no
KerberosAuthentication yes

KerberosOrLocalPasswd no

AV VAR VERVAN

KerberosTicketCleanup yes

> GSSAPIAuthentication yes
> GSSAPICleanupCredentials yes

> UsePAM no

After modifying this /etc/ssh/sshd_config,

you have to do /etc/rc.d/init.d/sshd restart as root
o)A hep.kisti.re.kr (client machine)o| A cdfroclnxl

kerberized ssh connections & 4 U

on
the

_22_




4. Port Forwarding for secure X channel

7}. Overview

ok 3 A& cdfroclnxl kistirekr & AW 23} sl FAHS B
oFE=RY. 1 vS A= bOcontrol S 2ZHEH o=
port—forwarding< cdfroclnx1olA 7}53HA 3= FAolt},
"= DOE/FNAL ®<SF AA wiZol, <|FeA CDF online
cluster®= Z7%0& 3 AHAA= AdBEES T3 + 3k
12 =% CDF online clusterel4 remote control room
(KISTDZ concon¢]l&}= X applicatione Kkerberized secure
channel &34 Hulof 3t} o]d uwj 2ro]= Zo] secure
shellol| 4] A|&3}= port forwarding®]t}.
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Y. Final and Successful State
o] 8t connection® ©|F]X]7] Hol, ABA FHZ FTEE

B tay g2

[cdfroclnx] ~1$ netstat —an ——tcp
Proto RQ SQ Local Address Foreign Address  State

tcp 0O 0.0.0.0:6000 0.0.0.0:x LISTEN
tcp 00O 22 L LISTEN
tcp 00 216000 ) LISTEN

ssh connection©| ©¢]Fo] %It}

[hep] ssh -f -1.6001:127.0.0.1:6000 cdfroclnxl sleep 1h
[cdfroclnx]l ~]1$ netstat —an —-tcp

<< new lines >>
tcp O 0O :::150.183.234.41:22 :::150.183.234.211:41 ESTAB

tcp 0 0 ::1:6010 Dk LISTEN
tcp 0 0 127.0.0.1:6010 0.0.0.0:* LISTEN

[cdfroclnx1]$ xhost + 127.0.0.1
[hep ~1$ xclock —-display 127.0.0.1:1
[cdfroclnx]l ~]$ netstat —an ——tcp

<< newer lines >>
tcp 00 127.0.0.1:6000 127.0.0.1:32800 ESTAB
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t}. Port Forwarding and The Ports 6000 and 6010
[hepl$ ssh -f -1.6001:127.0.0.1:6000 cdfroclnx1 sleep 1h

[cdfroclnx] ~1$ netstat —an ——tcp
Proto R-Q S-Q Local Address Foreign Address State

tcp 00 11122 ek LISTEN
tcp 0 0 ::150.183.234.41:22 :::150.183.234.211:41 EST
tcp 0 0 ::1:6010 Dl LISTEN
tcp 0 0 127.0.0.1:6010 0.0.0.0:* LISTEN

You can see port 6010 1s opened
even though port 6000 was requested.

[hep ~1$ xclock —-display 127.0.0.1:1
X connection to 127.0.0.1:1.0 broken (explicit kill or

server shutdown)

[hep ~1$ in the other terminal, I see,
debugl: Connection to port 6001 forwarding to 127.0.0.1

port 6000 requested
channel 3 : open failed: connect failed: Connection refused
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So I changed the command slightly (6000 -> 6010)

[hepl$ ssh -f -1.6001:127.0.0.1:6010 cdfroclnxl sleep hl

[cdfroclnx1]$ netstat —an ——tcp
Proto RQ SQ Local Foreign State
tcp 00 222 Lok LISTEN

tcp 0 0 :::150.183.234.41:22 :::131.225.240.65:51 ESTAB
tcp 0 0 ::1:6010 Lk LISTEN
tcp 0 0 127.0.0.1:6010 0.0.0.0:* LISTEN

Here 6010 1s opened and waiting for the incoming
connection but when I do

[hyunwoo@hep ~1$ xclock —display 127.0.0.1:1

X connection to 127.0.0.1:1.0 broken (explicit Kkill or
server shutdown)

[hyunwoo@hep ~1$ in the original terminal, 1 see,
debugl: Connection to 6001 forwarding to 127.0.0.1 6010
requested.

debugl: channel 3: new [direct—tcpip]

debugl: client_request_x11: request from 127.0.0.1 32769
debugl: channel 4: new [x11]

debugZ: X11 connection uses different authentication
protocol.

X11 connection rejected because of wrong authentication.

==> There were several places to look at
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2}. X authentication 1 : xhost
Xsecurity®} ##HE unix man pageolA TS e ARE oA
= T UG

An X server can use several types of access control.

Mechanisms provided in Release 6 are:
Host Access Simple host-based access control.
MIT-MAGIC-COOKIE-1  Shared plain—text "cookies".
XDM-AUTHORIZATION-1 Secure DES based
private—keys.
SUN-DES-1 Based on Sun's secure rpc system.
MIT-KERBEROS-5 Kerberos Version 5 user-to—user.

xhost krb:hyunwoo@FNAL.GOV
xhost: not compiled for Kerberos 5
xhost: bad hostname "krb:hyunwoo@FNAL.GOV"

[ even tried to recompile xhost to enable krb: option for

xhost
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v}, X authentication 2 : xauth with .Xauthority
: MIT-MAGIC-COOKIE-1 issue
xauth®t #H 3 unix man pageolA &y o HARE
T AUATh
==== [ssues in /etc/ssh/sshd_config file ====
Then looked at /etc/ssh/sshd_config
in relation to X forwarding
> X11UseLocalhost yes unnecessary
> XAuthLocation /usr/X11R6/bin/xauth unnecessary

> GssapiKeyExchange yes necessary??

e
o

Then tried to figure out why xclock —display 127.0.0.1:1
does not work when I do xhost +127.0.0.1

Then tried to perform this connection within a single

machine

[cdfroclnx1]$ ssh -f -1.6001:127.0.0.1:6010 cdfroclnx1
sleep hl

[cdfroclnx1]$ netstat —an ——tcp

Proto RQ SQ Local Foreign State

tcp O O 22 L LISTEN

tcp O O 150.183.234.41:32 150.183.234.41:22 ESTAB
tcp O O :::150.183.234.41:22 :::150.183.234.41:32 ESTAB

tcp O 0O :1:6001 e LISTEN
tcp O 0O ::1:6010 DIk LISTEN
tcp O 0 127.0.0.1:6001 0.0.0.0: LISTEN
tcp O 0 127.0.0.1:6010 0.0.0.0:x LISTEN
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But when I do

[cdfroclnx1]$ xclock —display 127.0.0.1:1
X connection to 127.0.0.1:1.0 broken (explicit kill or

server shutdown)

[cdfroclnx1]$ in the other terminal, I see,

debugl: Connection to 6001 forwarding to 127.0.0.1 6010
requested.

debug2: XI11 connection uses different authentication
protocol.

X11 connection rejected because of wrong authentication.

v}, The display :0 issue in relation with xauth(%£.)

o|F A =Ed AR XE 601002+ =A3] <HEE A
U Aol & ofdstEx] LE 600002 dZ2S dfof s
Aoty AG7H A =

[hep 1$ ssh —f -1.L6001:127.0.0.1:6000 server sleep 1hZ+
connection® ©|Fo{ X A| ¢k},

TP HYE o R -16001:127.0.0.1:6010& A gttt

71 o]+ -L6001:127.0.0.1:6000% %= & cdfroclnxlol A
X E 60100] €57] wio]t}. xauth commandE ©]&3lo]  dot
Xauthority file o £°]%+= mit-magic-cookieE A3/d3ste] RSk

.

{0

O
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[cdfroclnx] 1$ xauth generate :0 .(dot) works

[cdfroclnx1 ]$ xauth generate :1/2/10 .(dot)
xauth: (argv):1: unable to open display ":1/2/10".

[cdfroclnx] 1$ xauth list
cdfroclnx1.kisti.re.kr/unix:0
MIT-MAGIC-COOKIE-1 7715521

T

S oA7IA O%F AT, 1,2 = 108 oty E=x] Ao] H=
712

[hep ]$ ssh —f -L6001:127.0.0.1:6000 cdfroclnx1 sleep 1h

[cdfroclnx] ]$ xauth list
cdfroclnx1./unix:0 MIT-MAGIC-COOKIE-1 7715521

cdfroclnx1./unix:10 MIT-MAGIC-COOKIE-1 bfc4dd

oAsts, LE 6000= dojgetal 845 =, 6010 33
wjA F717F el wa, 6000 @t T Aol 9

U

=

A]

A== A Zoh = display 02 A3 ¢ E display =&
ARL display 02 %

[ noticed that X server
has been started with —nolisten tcp option which means

prohibiting 1ncoming connection from connecting to the

port 6000
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[cdfroclnxl ~]$ ps —-deaf | grep X
root /usr/X11R6/bin/X :0 —audit O —auth /var/gdm/:0.Xauth

—nolisten tcp vt7

34 AL the option -nolisten tcp & X ZF-F flof= Aolt}.
o= A s}7] YA = Jete/X11/gdm/gdm.conf 3} ol A
DisallowTCP £ false® #ts 7}A| Al 3}al reboot the machine

In SLF, xinit 1s used to start X server instead of xdm
/etc/X11/xdm
Jetc/X11/xinit

X server is started in SLF LTS by /usr/X11R6/bin/startx
which invokes the following line
xinit xterm $clientargs —— X :0 $serverargs

man xinit

What matters is $serverargs which can be modified and
controlled by the following file :

/etc/X11/gdm/gdm.conf

(DisallowTCP has to be set to false)
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A}. Successful port—-forwarding ssh tunnel in a kerberized
connection

[hepl$ ssh -f -1.6001:127.0.0.1:6000 cdfroclnxl sleep 1h

a socket 127.0.0.1:6001 is created in hep(client) listening
to the incoming connection

a ssh soekct 150.183.234.211:12345

to sshd socket 150.183.234.41:22(sshd)

In [cdfroclnx1] another socket 127.0.0.1:6000 is created
listening to the incoming connection 127.0.0.1:12345
which will be created by 150.183.234.41:22(sshd)

when xclock —display 127.0.0.1:1 1s executed
in hep.kisti.re.kr
—display 127.0.0.1:1 1s needed because 127.0.0.1:6001 1s

waiting for incoming X connection bound for :1

127.0.0.1 between 6001 and 6000 in ssh command means
local machine in cdfroclnx] the destination

in ssh -f -L.6001:127.0.0.1:6000
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IV. Remote CO Shift 3 ¥

o

o 7]4]+= Remote shifte} @R o2 7Fx] AF4 AMdS
geth, #eEE Al ~AE, AA o AFY agla 34
Trainings°| At

|
i

1 Practical Issues

7}. Schedule

remote CO shiftE A17] A=, o= 15U ol H=n|A
T4 CDF9] Dee Hahnoll Al deh& sk, o] shift7} remote =
odeof g

Dee Hahn< shifter’7} 872713 trainings 25 73 A& g
Q13to] remote shift 73] 7FsoF-& & A ¢dHFrt

Y. Remote CO shift prerequisites

(1) shifter must know DAQ operation of CDF control room
(2) shifter must have done the reqular FNAL training at
least once shifter must have done at least one CO,ACE or

SciCO 1n last 2 years

t}. Specific training for Remote CO shift

ARHA 2l CO shifts AdlA=

CO Home Training Slides by Charles PlagerE Z+%3kc}

And furthermore, read carefully the following sections

please

_33_



2. Duties for FNAL & KISTI XA}
7}. KISTI & #AY=A}

- KISTI RCRE] BE =9l AT EYoi7t AR 2H5shs
2=l

- ShiftE A8 2% remote shifter’} prerequisites®} training
= BT vl AS glg

- Aol ee] Ao o= = CDF FgxE g KISTI=
o) A

=]
7}+e] remote shifte Hal & A.

o

3

. FNAL & #Ad=
Pisa: L. Ristori

Tsukuba: M. Kurata
Kisti: Yuchul YANG

- Dee Hahnol Al KISTI remote shifter7} F7AA S <da]ar
83l  training(radiation worker, controlled access and
supervised access)s WSS LT

- FNAL = AAx}+= FNAL Ao A3slodoF 31, remote
CO shift Foll TAst= LAl dgst7] &l dgs TS T4
7} Hof dojof ghrh
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3. KISTI Remote Control Room= A|Z&}st= AX}F

7}. Always remember, if you can not start RCOS in time
dial 1-630-840-2080

L}, Be at the KC2R2 at least half an hour before the shift
Make sure you know the location of KISTI and RCR
Contact KC2R2 Contacts(Z7]4d, H&-F
for location and passphrase of KISTI and kc2r?2

t}. How to turn on all three servers
- cdfroclnx1.kisti.re.kr : Kerberized machine

- cdfroclnx?2.kisti.re.kr cdfroclnx3.kisti.re.kr

2}, Start Polycom PVX and connect to CDF control room
If the CDF control room doesn't answer, phone it
— [P address of CDF Polycom : 131.225.232.34

v}, If anything goes wrong in the startup procedure,

follow the emergency procedure.
4. KISTI Remote Control Room< w}53g 3= A=}

7}. Close concon and the PVX application, then log off PCs.
. Lock the KISTI RCR if necessary.
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5. KISTI Remote Control Room A]ZA] FNALZ| A9 A
2+ =}

7}. Make sure that the names and the phone numbers of
the remote site and of the local backup shifter are available
on the SciCo desktop

t}. About 30 minutes before the shift begins,
the outgoing SciCo must make sure that Polycom system

1s on to allow the video—connection from KISTI RCR.

t}. Once the video—connection is established and the
remote shifter confirms everything i1s OK, SciCo must
launch the concon for KISTI under the name of cdfdag

account on bOcontrol22 .fnal. gov

bOcontrol:> ~cdfdag/consumer_scripts/startStartConCon.tcsh
kisti

&}, If no video—-connection is established within 11:55 PM
Chicago time, nor a call from remote site (KISTID) is

received, outgoing SciCo should contact the backup shifter.

vl If anything else goes wrong in the startup procedure,

follow the emergency procedure
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6. KISTI Remote Control Room v}52]A] FNALZ| A <]
w52 d 2}

7F. SciCo or the incoming CO must check the remote
shifter closes concon before leaving the shift.

In case, SciCo must kill it from cdfdaq account
1. SciCo or the incoming CO shifter must hung-up the

video connection
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7. Main Differences between regular CO and remote CO

7F. Almost all CO operations are now web-based.
It's slow.

t}. Monitor and Display control by concon

t}. High Voltage Check for the check list

3 A =4+, remote sitedlA HVE checkd f-d3k WHLS CDF
control room® SciColt ACEC A F-&3&l+= AHo|t},

o}, HistoDisplayMain

& 2] 2 4]+, HistoDisplayMaing remote siteZ5-E A|o]7} ot=
=

nl. DBANA

All calibration and reference plots can be accessed from
Web.

[f DBANA needs to be launched, SciCo or ACE must do it

at the CDF contorl room
v}, Calibration check results on the CDF control room white

board.
Ask Scico or ACE to write the results.
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8. Specific Instructions for Remote CO 3] W
- KISTI Side

7}. Acquire the username and password for the following
machines

- cdfroclnx{1,2,3}.kisti.re.kr

- username = hepkisti

- password = hepkisti

t}. How to initiate video connection to FNAL via Polycom
- FNAL Polycom IP address 131.225.232.34
— In abnormal situation, dial 1-630-840-2080

- how to manipulate the KISTI polycom machine..

T}. ConCon account at cdfroclnx]1.kisti.re.kr
- new account at cdfroclnxl.kisti.re.kr = kokrreco
(korea kerberos remote co)

2}. In case of network or phone problems, call x0707
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9. Specific Instructions for Remote CO <3} W
- FNAL Side

(b SciCo

— Check that the polycom V500 standalone system is
properly operation and communicate
with the remote CO shifter in video—connection

- Manage the emergency conditions when connection

with the remote site breaks,

(1}) SciCo and or Aces
- Help the remote CO shifter about the checklist
infos which cannot remotely accessed

(High Voltage status, run mode and what not..)

— Start the script on bOcontrol22 node

~cdfdag/consumer_scripts/startStartConCon.tcsh kisti

- Manage Consumer/Monitors with prompt commands
if button actions on the ConCon remote window do not

work
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10. Emergency Procedures

7}. If the remote shifter realizes that he/she will not be
able to connect 5 minutes before the shift begins, he or

she must immediately call the CDF control room.

). If the remote shifter doesn't show up by 11:55 PM and
he or she doesn't answer the phone leaving SciCo must call
the backup shifter.

(Backup shifter must be within 15 minutes from the CDF

control room

t}. Network problem (This could be serious)

(1) In case of network outage longer than 10 minutes,
remote CO and SciCo must communicate by telephone and
decide how to monitor situation.

(2) If the network breakdown exceeds half an hour, SciCo
must call the backup shifter. According to the available
information, SciCo decides which CO must continue

operation.

2}, Vidoe-connection specific problems (Keep the remote
CO shift)

(1) Remote CO and SciCo must communicate via e-log or
telephone.

(2) Restart PVX application.

(3) Restart the machines hosting the video—-conferencing
tools and restart PVX.
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10.5 Failures of HW components specific for remote CO
shift

(1) Unless all the desktops in the remote shift fail at the
same time, keep the remote shift

(2) In case of failure of Ploycom, SciCo must continue
using ACE1 laptop system or communicate via e-log and
telephone.

(3) In case of failure of remote linux systems, remote
shifter must use Windows to open all the required

browsers. SciCo and ACE will be asked to control concon.
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=
dAA S shifts 4
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- F T -
http:://www-cdfonline.fnal.gov/ops/cohelp/cohelp.html
http://www-cdfonline.fnal.gov/ops/scicohelp/scicohelp.html

http://www-cdfonline.fnal.gov/ops/ace2help/soloacehelp.html
Consumer Operator Home Training by Charles Plager
http://www-cdfonline.fnal.gov/ops/opshelp/Personnel_Shifts.ht

ml
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