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M ZslA st
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OpenFlow Switch NetworkOl| A H|0|E| & HZ & A 5= NOX= Chfst 2Halol M&
&5t7] /I5t0d strtel = U IE JHX| 1 UL mEtM FTFEX] NOXS| Z| 3

9] Aol Mol M& d2 Y due|FS Fe & ot

NOX
Receiving
T event
posting
\ event T T T
NOX-CORE
A L A
! I I
i I I
OF message OF message OF message
(from OF switch)(from OF switch) (from OF switch)

NOX+ OF A X|2FH Ctdst OF messageE2 TR0 HER T EEZX| 74, SEU 2IRE EE2SS
ZH g 5= Ak NOX7} 8h stutsttel dete HEHEZ 7H 0, AEXHE = NOX| 2R3t 7|sES
St ohe| Z4X|E o|o|stct, J2|10 A X2} HAEIHES AZHEY} MEE = 0|HE §
HL{ZICH &2 O|HIE = NOX-COREO||M =4l =
=2 OpenFlow messaged| 2| &M o =2 WM E[= Ct42| core O|HIES0| EXfsSILI, Bt HEXHET}
1 b

Gl
HMolst wWMA|F|= HEHE X 9| o] 8l E (application event)?

MBEEZHE
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bl E'gl‘ﬁfl;gtchef REGISTER_COMPONENT macro2 =& sllof stct.
= DJ gtvov;t% estats “configure”2t “install’ load timedl| =& &[04, O|HIE L} Ol
i 8 ?E‘?,@h _management EMERE S2517] Qo AL =t
;Jggflgsznuog Ea HEUES i AEUES} 22 Cl2Ea]of metaxm
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HEIHAEE= O|HIEE SsliM E= AFXNCE HEHEZ S48 = Ut HEZHEES AH™ HIs
‘resolve” methodS AF&stel,
2) Python ZAXHE gt=7
PythnonZtS 2 THS0{Zl AEXZHE = C++ HEHE| d|sl| &M ZHEsiCE Python AEZHE = CHSe| #+=&
X3 et MEIH o 2 C++0i| M H configure() & F7tall = =t
from nox.lib.core import
class foo(Component):
def _init_ (self, ctxt):
Component.__init__ (self, ctxt)
def 1n>tall(gclf)
pass—
def getinterface(self):
return str(foo)
def getFactory():
class Factory:
def instance(self, ctxt):
return foo(ctxt)
return Factory()
gial python API= nox/lib/core.py, uti.pyoll EX{st, Ctg HEZHEESO Cfst HES 7| M=
Component.resolve(...) method AF= &t}
(@) OlHE
UM AGE WX O|HIE(Event)S2 NOXE TSAIF|= A& S §ict. 0|24 "I ES0f= OpenFlowH| Al
XN25E AYHo2 WHEEcore O|HIESO| U1, AEHEESO| J|E O|HIESS J|EIe2 N4FECR
MM El application O|HIES0| _US = ULt O|H ZoM= O|HIESS| SR/ O|HE U O[HE HEH S5
2ol cHsto] M et
1)olHES EF

[> core O|HIE 2| Z7F
v Datapath_join_event : {22 A 2{X[7} OF 2hof| Z-X[ & f
E8s g Ut

NOX &4 o| =

2dstod, OFPT_FEATURES_REPLYH|A|X|
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struct Datapath_join_event
: public Event,

public Ofp_msg_event
{

Datapath_join_event(const ofp_switch_features *osf, std::auto_ptr<Buffer> buf);
// only for use within python
Datapath_join_event() : Event(static_get_name(){}

static const Event_name static_get_name(){return "Datapath_join_event";}

datapathid datapath_id; /= ]
uint32_t n_buffers; ikl Hoxx |

uint8_t n_tables; /**** OFPT_FEATURES_REPLY 2| H|A|X| L& ****/
uint32_t capabilities; Ve sk |
uint32_t actions; Yook s
std::vector<Ports> ports; /*** ok |

Datapath_join_event(const Datapath_join_event&);

v Datapath_leave_event : AH22 A | X|7} OF Y E H'E ulf Ldstod, o] O|HE = OF A X|2F NOXZH
secure channelO| closeZ! | MM =ICt, Datapath_leaveO|HIE MM F = 9} Datapath_leave_event ||

&2 chs 2ok 2ot

bool Conn::close() {
if(lclosing){

closing = true;
datapathid dp_id = oconn->get_datapath_id();
Datapath_leave_event * dple = new Datapath_leave_event(dp_id);
connection_map.erase(dp_id);
post_event(dple);
main_loop->remove_pollable(this);
if(lpoll_cnt){

delete this;

NOX &4 of| =2 5



KISTI

struct Datapath_leave_event
: public Event

Datapath_leave_event(datapathid datapath_id)
Event(static_get_name()), datapath_id(datapath_id_){}
// only for use within python
Datapath_leave_event() : Event(static_get_name()){}
static const Event_name static_get_name(){ return "Datapath_leave_event";}

datapathid datapath_id;

private:
Datapath_leave_event(const Datapath_leave_event&);
Datapath_leave_event& operator=(const Datapath_leave_event&);

v Packet_in_event : NOXol| {22 1{Zl0| =2l =|QAS , & OF A X 2FEf OFTP_PACKET_IN HIA|X|
H

7t A E A2 | Packet in O|HI E = 2HMSiC]

struct Packet_in_event
: public Event, public Ofp_msg_event

{
Packet_in_event(datapathid datapath_id_, uint16_t in_port_, std::auto_ptr<Buffer> buf_, size_t total_len_,

uint32_t buffer_id_, uint8_t r_ea;on_)
: Event(static_get_name()), Ofp_msg_event((ofp_header*) NULL, buf_), datapath_id(datapath_id_),

in_port(in_port_), total_len(total_len_), buffer_id(buffer_id_), reason(reason_) {}

Packet_in_event(datapathid datapath_id_, uint16_t in_port_, boost::shared_ptr<Buffer> buf_, size_t total_len_,
uint32_t buffer_id_, uint8_t reason_)
: Event(static_get_name()), Ofp_msg_event((ofp_header*) NULL, buf_), datapath_id(datapath_id_),

in_port(in_port_), total_len(total_len_), buffer_id(buffer_id_), reason(reason_) {}

Packet_in_event(datapathid datapath_id_, const ofp_packet_in *opi, std::auto_ptr<Buffer> buf_)

: Event(static_get_name()), Ofp_msg_event(&opi->header, buf_), datapath_id(datapath_id_),

in_port(ntohs(opi->in_port)), total_len(ntohs(opi->total_len)), buffer_id(ntohl(opi->buffer_id)),
reason(opi->reason) {}

virtual ~Packet_in_event() { }

const boost::shared_ptr<Buffer>& get_buffer() const { return buf; }

static const Event_name static_get_name() { return "Packet_in_event"; }
datapathid datapath_id;

uint16_t in_port;

size_t total_len;

uint32_t buffer_id;

uint8_t reason;

Packet_in_event(const Packet_in_event&);
Packet_in_event& operator=(const Packet_in_event&);

NOX &4 of| =2 6
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v Port_status_event : EZ E 2| e 5|2} 1t (dis/enabled, speed, port name)=l O|HIE 2 A OF A X| 2

£ E| OFPT_PORT_STATUSH|A|X| & A5l S m M e = o|H Eo|C|,

struct Port_status_event

: public Event, public Ofp_msg_event
{ Port_status_event(datapathid datapath_id

_IU_,

uint8_t reason_, constPort& port_)
: Event(static_get_name()), reason(reason_), port(port_), datapath_id(datapath_id_){}
Port_status_event(datapathid datapath_id_, const ofp_port_status *ops, std::auto_ptr<Buffer> buf)

:Event(static_get_name()),Ofp_msg_event(&ops->header,buf), reason(ops->reason), port(&ops-
>desc), datapath_id(datapath_id_){}

// only for use within python
Port_status_event() : Event(static_get_name(){}

static const Event_name static_get_name(){return "Port_status_event";}

uint8_t reason; /***  OFPT_PORT_STATUS HA|X| LHE =/
Port port; /***  OFPT_PORT_STATUS HA|X| LHE  **/
datapathid datapath_id;

Port_status_event(const Port_status_event&);

Port_status_event& operator=(const Port_status_event&);

D> Application O|HIE

v Link_event: A2 237} &A

i
£
T
>
=
ol

2F M SH= O| I E 2 A Discovery H{Z 2| #H| 0| M oA At}

struct Link_event

: public Event, boost::noncopyable

{ enum Action{ ADD, REMOVE }
Link_event(datapathid dpsrc_, datapathid dpdst_, uint16_t sport_, uint16_t dport_, Action action_);
// -- only for use within python

Link_event();

datapathid dpsrc;
datapathid dpdst;
uint16_t sport;
uint16_t dport;

Action action;

NOX &4 of| =2 7
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v flow_in_event : routing 0{Z2|7{|0|M 0] A&lE uf, packet_in_eventZ S0 IIAULHSS

2 ¢|5}0f flow_in_event= AN

struct Flow_in_event
: public Event

M

2% 2t9E

{

Flow_in_event(const timeval& received_,
const Packet_in_event& pi,
const Flow& flow_);

Flow_in_event()
: Event(static_get_name() { }

~Flow_in_event() {}
static const Event_name static_get_name() {

return "Flow_in_event";

}

struct DestinationInfo {

AuthedLocation authed_location;
bool allowed;
std::vector<uint32_t> waypoints;
hash_set<uint32_t> rules;

b
typedef std::vector<DestinationInfo> DestinationList;

// 'active' == true if flow can still be "acted" upon else it has been
// consumed by some part of the system.

bool active;

bool fn_applied; //if a function consumed the flow
timeval received;
datapathid datapath_id;
Flow flow;
boost::shared_ptr<Buffer> buf;
size_t total_len;

uint32_t buffer_id;

uint8_t reason;
boost::shared_ptr<Host> src_host;
AuthedLocation src_location;

boost::shared_ptr<std::vector<uint32_t> > src_addr_groups;

bool dst_authed;
boost::shared_ptr<Host> dst_host;
DestinationList dst_locations;

boost::shared_ptr<std::vector<uint32_t> > dst_addr_groups;
boost::shared_ptr<Location> route_source;
std::vector<boost::shared_ptr<Location> > route_destinations;
uint32_t routed_to;

Flow_in_event(const Flow_in_event&);
Flow_in_event& operator=(const Flow_in_event&);

}; // class Flow_in_event

NOX &4 of| =2 8
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D> C++0llA{2| O|HIE SHEE S5 WY

Disposition handler(const Event&e)
{
return CONTINUE;

}

void install()

{

register_handler<Packet_in_event>(boost::bind(handler, this, _1));

Zt Az A Eof| A= Component::register_handler H|Z~=E5 0| 23510 L S5t11X} St= O|HIEof| Cist SHER S
EE235ict. 2E sHE2{0ol|A = Disposition(src/include/event.nholl X 2|) &g 2|E1stA =lof U=, st o]l
EZ |2 2|A U (next listenenZ ELH2{™ CONTINUEE, event chaing HFE T2 3517| QM= STOPS &t
gtstct.

> Pythonof|A 2] 0] M= S5

tCt. sre/nox/lib/core.pyOll A 2| &[0 U+ register_handler

rir
5
T
rlo
@]
+
+
B
40
>
ofr

Pythond|M HEE{E S5
£ 0| 35l0{ O|HIE HE

def handler(self) :
return CONTINUE

def install(self) :
self.register_handler(Packet_in_event.static_get_name(), handler)

olZ2|7o|M2 ofE ofE2|FHo|ME0| ot =+ UEE o|HESES MYstol ZAEd £ ot C++2t
g 2|

PythonolM O|HMIES S ZAESHE Y2 242} otefiet Zrot. 1 2, Eto|n{ef 22510 post methodE 0| &

o

Sh= 47 AUt

post(new Flow_in_event(flow, *src, *dst, src_dl_authed, src_nw_authed, dst_dI_authed, dst_nw_authed, pi));

e = Link_event(...)

self.post(e)

NOX &4 of| =2 9
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Ol

2 Al NOX HIEYZ APl 52 Afstct

(1) Filtering input traffic : register_handler_on_match method

2 olAacsE NOXOA A=l EzfZls & A Esfzmlg ezl 57| Qs o|=2stct. 2|1 oA
Packet_expr 2} &t7H| &% =|0{0} 5}= O], Packet_expr2 OH& E|0{ofst= miZl =5 Holst= st st
202 o]l HERE 7|2 HEB 2l =2 Disposition &2 dHetstX| ob=ct

H>

=

o)) TCP mfzlotE 2t

// only call on TCP packets

Packet_expr expr;

uint32_t val = ethernet::IP;

expr.set_field(Packet_expr::DL_TYPE, &val);

val = ip_::proto::TCP;

expr.set_field(Packet_expr::NW_PROTO, &val);

register_handler_on_match(100, expr, boost::bind(&Example::tcp_packet_handler, this, _1));

(2) Managing switch flow tables : send_openflow_command method

olZzZ[A0|M2 ALx|o ZEEF AEZE FIVAME2EZM UHERIHS ZeEds 2a2|stch NOX=

= -
OpenFlow Z2EZ0|| 2faf X[ == BE 7|58 &5t AUt LEHH o= ofejet 2ot

m

int send_openflow_command(const datapathid&, const ofp_header*, bool block) const;

(8) Sending packets : send_openflow_packet

njo
>
o
m_?k
4>
> ;9
il
=
[T
=
3
@
0
@]
o
rir

o Z2[A0|ME2 otzfe| methodE2 0/23510 HIE I ol HZE
buffer_id& 2t0}S0{ OF A2|X|7} LHol| buffer_id2 ME =0 A= HZAS Hlo|HujALo| MESt-F HHS
= o AFS et F HA method= 01E2(70|40] U ERZ &oll 22/ = =]

ghot methodO| &2 & X2t MERt= o2to|eof et 7|s0| ct222 FEst0] ASe = UAZS ofiok &

1o M

// Instruct a switch to send a packet it has buffered
int send_openflow_packet(const datapathid&, uint32_t buffer_id, uint16_t out_port, uint16_t in_port, bool block)

const;

// Send a packet in a Buffer object out on the network
int send_openflow_packet(const datapathid&, const Buffer&, uint16_t out_port, uint16_t in_port, bool block) const;

(4) Accessing switch table and port statistics

A Qx| EJ| ME L= statistics 2T HAIXSES BEHozM £=FI= 4= i},

NOX &4 of| =2 10
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4. F2 ofS2/AloldHAEZHE) 24

(1) Discovery
1) Discovery O{Z2[Z|0| M 7HR

Discovery= OpenFlow UE T 2| 1AM H{sl= E*X|3P04 HERIT EEEX[E RF5I1 “Link Event"E A
dst= ofZ2|7o|olct OF &of| EXYst= 2 x|S0 CHsl LLDP m{Zl 2| HAM/atA/sHM S B+ CtE

oS 24 2l 30] cht Discovery Aets =35t}

ﬂJI

[Z12l] Discovery O{Z2|A|0| M 2| W E 23 Discovery HIFt-ZE

s

» Controller

Discovery 01 Z&|7|0] 42 ¢[2| O ZoM E= At Zo| oS0 22 Z2MAZ HESZ HZEH 2 A3 s

ct.

D NOX= AZ =l OF A Qx|S0 H| packet_out HIA|X|Z 0|235}0{ LLDP mfZl& M&5tcl.

oY)

@ AALX|E E5l0{ LLDP mfZl S B2 B A X|= packet_in HA|X| £ 0| 235}0 LLDP m{Zl-S NOXOoi| CA|
X

@ 0|2{&t LLDP T A S packet_in HA|X| & Safi B2 NOX= A%t B ARIX|7F A = 0] USS LA ECh

@ FIIHMo 2 NOX= AZ = 230 olis LA ZtAojct 2153 9| Z S 241511, LLDPZ} packet_in HIA|X|
C

— =21 o = o o
2 Sol2X| efo, s YA SIS S U ot

2) Discovery O{Z2|A|0| M 2| 7|5 &4

2 o Z2|7|0| M2 installjofl ZHM =0 U= O|HESS MeE|22ZE2 M OpenFlow HE 2| #H5HE dhAdstod
HES3 & E &e|stct. Discovery 0 Z2|AH|0|Mo|A X 2|sl= O|HESE Chg Eet 2t £3| LLDP Ij
212 gol=0]7| f15t0] register_for_packet_match()2t= BTE AESSHRICE (register_for_packet_match()&

core.pyoll ol E0f US))

NOX =4 of| =2 N
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o—
Jef installself):
self register_for_datapath_join ( lambda dp,stats : d‘i"'-rr' dp_join(self, dp, stats) )
f'.dp_"ﬂ leelf dpl )

self register_for_dat ‘t:'l’_*:rt[ lambda dp QIS :
self reqister_for_port_status( lambda dp, reason, port : discovery.port_status_change(self, dp, reason, port) )

# reqister handler for all LLDP packets
match = {DL_DST : array_to_octstr(arr.a'-,-.err-sn:i'B','v‘OP_MUl TICAST))\
o OL_TYPE: ethernet,LLDP_TYPE}
self reqister_for_packet_match(lambda
dp, mport reason,len,bid packet] :

v lldp_input_handler(self dp,inport,reason len,bid, packet),
‘x‘ff match‘l
self.start_lidp_timer_thread()
r i} 1
% Discovery 0| ZE|A|0| Mol M XM2|st= O|HES
> F2 AAEHA HSE

| AE

v self.dps: OF =0t} M == datapathidE 2 s
v self.lldp_packets: OF = =0f ZXi5t= 2t ZEDO|C| A
v self.adjacency_list: linktuple EH9 2 &3 2|AE M E R X|, timestamp2t T 2+

3t A7 TR
i M == |ldp packets 2| AE FX|

[> Discovery 01 Z 2| 70| 2| core functions

v add_link() :  Link_event.ADD actio n% 2t Link_eventE 2HAIAZ

v delete_links() : deletemedl| U= I =0l CH3H adjacency_listol| A AHA[SEL, Link_event. REMOVE

action2 Zt11, Link_eventE ZHAHA| 2.

Vv create_discovery_packet() : lldp packetS AA 3=

40
o
m
nok
>

> Discovery 0{ Z 2| 0| M 2] O|HIE Xz2| FEl

v Datapath_join Ol E (dp_join() : datapath join A|, ZEOIC} {22 LLDP zfZl S MM E
(create_discovery_packet &)
v Datapath_leave 0|l E (dp_leave(self, dp)) : datapath leave A|, & &

S E). self.dps, self.lldp_packets, self.adjacency._listol|A] dp2t 2t = A
v LLDP packet_in Ol E (Ildp_input_handler()) : LLDP ZfZl 2| =AlA| £ & =|= packet_in =2 g . U E
HI Y3 =2 AAHA B2l adjacency_listoll M ZE. FZ 8t LLDP packet_in 21 & o2t 22 A

=2 AM| e (delete_links

£ HA. self.adjacency_listoll £2XH5FX| 2= linktupleS add_link()2 F7}st11, timestampE & H|0| E &

# print 'LLDP packet in from',longlong_to_octstr{chassid),’ port',str{portid)
linktuple = (dp_id, inport, chassid, portid)]

if linktuple not in self.adjacency_list:
self.add_link{linktuple)

{g .warn('new link detected ("+longlong_to_octstr(linktuple[o])+' p:"\
+str(linktuple[1]) +' - = "+\ 0
longlong_to_octstr(linktuple[z])+\
" pi'+ste(linktuple[2])+")")

# add to adjaceny list or update timestamp
self.adjacency_list[{dp_id, inport, chassid, portid)] = time time()
0 0

it

NOX &4 of| =2 12
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Vv port_status_change O|#l E (port_status_change(), nox5.07tX| = Z & =|0] UX| L2 L) ZESO| F
WM E = 4 LLDP ZjZl 2| AEE ¥H|0|Eg. dpe sHEE E 2| datapath IDO| sl

> Discovery 012 2| #|0]M 2| Discovery FEI

Discovery 01 Z2|7|0|42 o|HE X2| 2lof| Y& #7|otct LLDP 1zl S
X

22| stk start_lidp_timer_thread()7+ 7| & 2l U E9 3 A AEl 2t2| &t S 2HEFstct

v start_lidp_timer_thread() : LLDP_SEND_PERIODO}tCE LLDP i{Zl S E L= 2% send_lldp

build_lldp_generators oftH A &i5t= T,

v send_lidp() : timeout(LLDP_SEND_PERIOD) Z7|0}C} timeroll A & E|+= generator &=, 22|5t= WIE

I Mol 2E ZEEO OisH BHE5tD, 2t SEA| LLDP tfZlS M & & LLDP m 2 chassis ID, outgoing

AAX/ZE MEE Z 8 --> self.send_openflow_packet Z&

def send_lldp (packets):

for dp in packets:
# if they've left, ignore
if not dp in self.dps:
continue
try:
for port in packets[dp]:
#print 'Sending packet out of ‘,longlong_to_octstr{dp), ' port ',str{port)
self.send_openflow_packet(dp, packets[dp][port].tostring(), port)
yield dp
except Exception, &:
# catch exception while yielding
lg .error('Caught exception while yielding'+str{e))

v build_lldp_generator: g(2tollA send_lldpE Z=&g. 1 2o, start_lldp_timer_threadollAl F 742

post_callback ZtZ+ A A (build_lldp_generator, discovery.timeout_links)

v timeout_links(): TIMEOUT_CHECK_PERIOD F7| & self.adjacency_listoll A+ linktupleS 2| ZH(AIZHE
215101 LINK_TIMEOUTZ HO{M linktuple&2 deleteme EIAE0| S&3E2 =, adjacency_liste| 2
link_tupleoi| CHSt =t olo] Z 2= delete_links() Z= 5101 A& A|ZHLINK_TIMEOUT)0| & SEO| gie &
o CHSt ALK E S=&lstot

rn e

L

NOX &4 of| =2 13
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(2) Topology

1) Topology O Z2|#H|0| M 7HR
Topology= OpenFlow WE®|Z 2| =& ®A| ¥ Be2|st= o{E2|7|o|Mo|ct.

Topology2| meta.xml2 Ct= 2t 20| Me|=[of UACt.

<?xml version="1.0" encoding="UTF-8"?>

<components:components xmins:components="http://www.noxrepo.or: mponents.x
<component>

<name>topology</name>

<library>topology</library>

<dependency>

<name>discovery</name>

</dependency>

</component>

</components:components>

meta.xmlo|AM B 24X ™, Topology 01 Z2|#|0|M-2 discovery {Z 2|70 M0f| 2| & o|Ct.

2) Topology H{Z2|#|0|M 7|5 &4

rH[

= o Z2|Ao|Mof st &2 *% netapps/topology C|2 E2| LHof| U= topology.ccE ELCHZE #@EIA ct.
o{Zz[70|M2 configure()oll ZHAM =0 A= OHIEESS XMEIF2EM OpenFlow HE R 32| #SIE vty
01 topology & & & 22| Stet. Topology HEE[Z|0| M0 XM2|st= O|HIEE2 Ctg Eof ZC.

void

35t

Topology::configure(const Configurations®)

{
register_handler<Link_event> (boost::bind(&Topology::handle_link_event, this, _1));
register_handler<Datapath_join_event> (boost::bind(&Topology::handle_datapath_join, this, _1));
register_handler<Datapath_leave_event> (boost::bind(&Topology::handle_Datapath_leave, this, _1));
register_handler<Port_status_event> (boost::bind(&Topology::handle_port_status, this, _1));

Topology HEZ2|A0|Mo|ME= 7[2X 2l O|HIE 2|0 “Datapath_leave_event’2t “Link_event’?} S X 2|8tc}.
O| mf, “Link_event’= 2| E&A|0f| U= ‘discovery' HEZEZ|AO| M2 FE WM =11 “Datapath_leave_event”=
OF switch&} controller?t secure channelO| close& (Conn::close() A4 M EICt 2112 configure()ol| A AFE3sHE
U register_handler()= & {EZ2|AH 0| Hol|AM 25t O|HE HEE S5F517| !lo ALS =AU

[> Topology O Z2|#H|0| M LHof| At == F=HE

NOX &4 of| =2 14
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v LinkPorts : & AQ|X|ZF AZE|0] Q= ZE H
» struct LinkPorts{uint16_t src; uint16_t dst;}
v LinkSet
» std::list<LinkPorts>
v PortVector
» std::vector<Port>
v PortMap : Zt porte| (12 M 75
» hash_map<uint16_t, std::pair<uint16_t, uint32_t>
v DatapathLinkMap : datapath 12 X &
» hash_map<datapathid, LinkSet>
v DplInfo : datapath 7+4 M &
» struct DpInfo{PortVector ports; PortMap internal; DatapathLinkMap outlinks; bool active;}
v NetworkLinkMap : datapathid2t s 2t datapathid2| MM EE o=, £3| Topology 0 Z2| 7|0 Mol A H
A2 AL 5= topology2] X2

» hash_map<datapathid, Dplnfo>

[> Topology 0{Z2[7|0| M 2| O|HIE XMz| FE
a. Disposition Topology::handle_datapath_join(const Event & g)

datapathZ} Z= 215t A| = (A OF switch2| &%), topology T+Z= |0l SHE} datapathid2} datapath & (Dplnfo) 2]
ol x|

Aoz pMelEct FeE S22 ohaot 2ot

Disposition

Topology::handle_datapath_join(const Event & e) {
/D OJHIE Fz=A FHAE v/
const Datapath_join_event& dj = assert_cast<const Datapath_join_event&> (e);
/* @ S Xl topology TEZ=A| ol SHEt datapathid7t EX5H= X| &l v/
NetworkLinkMap::iterator nim_iter = topology.find(dj.datapath_id);
/* @ sl datapathid”} EX5HA| e2=EHH topology TZ= | of| insert */
nim_iter = topology.insert(std::make_pair(dj.datapath_id, Dplnfo())).first;
/* @) datapath & 2 (Dpinfo) A&, Dpinfo x| LH 2| active2} ports B & */
nim_iter->second.active = true;

nim_iter->second.ports=dj.ports;

T E= ZHXH, Datapath_join O|HIE 7} St [0 hash_map SHENE ZH= nim_iter7| CHE1F 240

TM =0 topology =X A|of] Atel =},

datapathid active = true; ports = dj.ports; internal=?; outlinks="?;

NOX &4 of| =2 15
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b. Disposition Topology::handle_datapath_leave(const Event & e)

Datapath_leave O|H E & g2 0 Topology 0 Z 2|70 0| A= 'datapathid' 2 Z A=l topology2| stte| 24
£ AMH|EhCt. Datapath_leave O|#HIE O] CHE Topology O E2|70| M2 XMe| REI2 Ctx Fef 20| FE =0

UEF.

Disposition
Topology::handle_datapath_leave(const Event & e){
/@ OIHE Fx=A HAE Y/
const Datapath_join_event& dj = assert_cast<const Datapath_join_event&> (e);
/* @ topology TZ= A ollAM SIS datapathid &7| */
NetworkLinkMap::iterator nim_iter =topology.find(dl.datapath_id);
/* @ topology TZ= | LHol| 32} datapathidZ} ZXHEHX| of 20 of| 22t Ad,
=Xl ch2nt ZHo] topology *ZEAMO|A st AEZ| ALH| */
if(l(nlm_iter->second.internal.empty()&& nim_iter->second.outlinks.empty()))
{1+ | ZALE : internalZt outlinks7 F =X E tholl= SHE datapathid 2 E 2| E topology = #|of| A ALK 2Fs]
L2 *+/
nim_iter->second.active = false;
nml_iter->second.ports.clear();
} else{
topology.erase(nlm_iter);

c. Disposition Topology::handle_port_status(const Event & €)

Port_status O|HIEE Topology O{Z2|7|0|40| 2to™  Port_status HA|X| LH2| “reason' Z=of et

Topology A1 o] H{51 S wtodsict & W22 cf21h 2o}

Disposition
Topology::handle_port_status(const Event& €)
{
/@ OIHE FEA HAE Y/
const Port_status_event& ps = assert_cast<const Port_status event&>(e);
/* @ "reason" = =0f 2 topology 01 Z2|AH|0| M| 32 Mo
if(os.reason == OFPPR_DELETE){
delete_port(ps.datapath_id, ps.port);
telse{
add_port(ps.datapath_id, ps.port, ps.reason = OFPPR_ADD)

NOX &4 of| =2 16
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d.Disposition Topology:::handle_link_event(const Event & €)

Link AZX™EQl Link O|HIEE 2tom™  Topology HEZ2|A|0|ME2 topology(le.dpsrc)->second->outlinks,

topology(le.dpdst)->second->internal L& & Z4 415104, s datapathidol| CHSH HZHEE

zha|etet.

Disposition
Topology::handle_link_event(const Event & e)
{
const Link_event& le = assert_cast<const Link_event&>(e);
if(e.action == Link_event::ADD)
{
add_link(le);
}else if(le.action == Link_event::REMOVE){
remove_link(le);
}elsef
lg.err("unknown link action %u", le.action);
}
return CONTINUE;

NOX &4 o| =
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routing_moduleZ} sprouting Z Z =

KISTI
(8) Routing
) Routing 01 Z2|7[0]4 7H2
Ldn2|ES 0[25l0] RAUE =
gtct. of Hgﬂlﬂlolﬁ%

Routing {Z2[#|0|M2 shortest pat

oA

St

Switcholl 22 AEZ|E FIHAA F
of, 7|Et CtE HEHE =[eict.
[ZE] meta.xml LiZ 2| &£

E2 THEYO

AA—

<component>
<name>routing</name>
<library>sprouting</library>
<dependency>
<name>routing_module</name>
</dependency>
<dependency>
<name>authenticator</name>
</dependency>
<dependency>
<name>configuration</name>
</dependency>
</component>
<component>
<name>routing_module</name>
<library>routing_module</library>

<dependency>
<name>topology</name>
</dependency>
<dependency>
<name>nat_enforcer</name>
</dependency>
= FE2IE HdxHEo|ct

</component>
gso| floll Z2&5== 7E
“Link_event”& *2|sto] & 32| #H3tol| a2t

|EStAH 7

M
2
ZToo OﬂEEl:o AM

2) routing_module2| 7| &
2|5t
2 configure()oll ZHAM =| 04 i
Eo| Fof et 7tX| 11

routing_module2 =t 22 E X
HEZgAo|ME2 OPEHEOHA‘l X i
ZCH Q2 E AS Yool 2= de2 5t E B ZAEHE
EME M8 Ect
[E] routing_moduledi| A X 2|5t= O|HIE

)

void

Routing_module::configure(const container::Configuration®)

resolve(topology)
resolve(nat);

{

register_handler<Link_event> (boost::bind(&Routing_module::handle_link_change, this

}

NOX &4 o| =
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TR FEAHS

v 712 A
FEAY FHes F4
struct Link datapathid dst destination dp of link starting at current dp
uint16_t outport outport of current dp link connected to
uint16_t inport inport of destination dp link connected to
struct Routeld datapathid src Source dp of a route
datapathid dst Destination dp of a route
struct Route Routeld id Start/End datapath
std::list<Link> path links connecting datapaths

V2 TFEA
» typedef boost::shared_ptr<Route> RoutePtr
» typedef std::list<RoutePtr> RouteList
» typedef hash_set<RoutePtr, routehash, routeg> RouteSet
» typedef hash_map<Routeld, RoutePtr, ridhash, rideg> RouteMap;

» RouteMap shortest;

> routing 01 Z2[#[0| 4 2] O|HIE 2| FEl

v handle_link_change: link AEje| B3} Alof| z[ct HAZE update &. &, Link_event:REMOVEA|2}

Link_event::ADDO1| ttt2} All-pairs shortest path 2 12|E&S F8 st LIS +=8 & (eg. cleanup, fixup, add

1 2ol|, All-pairs shortest path 22| ("A New Approach to Dynamic All Pairs Shortest Paths" by C.
Demetrescu)g |8t 012 7}X| function=0| & =[0f UL}

> routing O Z2|#H|0|M 2| API(E} AXZHAEZRE|{S Q&S =

rir
ook

A=
T5)

v get_route() : FHZl RoutelD 'id'E 211, 5 datapaths AFO|2] AZE 'route' 2 AH. = ALO|of| AEI} &
A5t 'true', OFL ™ 'false'. CHEE2| B, 2= check_routeZ2 ELHMAM Z2o| REAHS HAEL(EA
YH 22 TEZ #HLIZF=X]?)

v setup_route() : 'route', ‘inport’, 'outport'Oﬂ 2t flow'E 2t E st=dl 2ot A/ AdERSS 843
&t A EZ|ES flow_timeout' Foll R = 5HX| ¢A| &, ‘actions'0| non-empty0| ™, flowE 2t ESI=C Al
=|= OFPAT_OUTPUT action®|0f|, Z+ datapathofl &-=% OpenFlow actions&S M A|slo} & &, action[i]l=
it datapatholl 2| X|5l= actions2| & gH. dpotct (&, ==0ich send_openflow_command(dp,

!
&ofm->header, false)& T=&15}01 ofp_flow_modE =3l Flow setup & teardown= &l &t

v'setup_flow() : setup_route?}t 22 LS Flst= O, 2| CHato| setup_routew route™ A ¢l Bt = &

= dp st el. set_openflow, check_openflow, set_actiongg& TAXNS=Z &5l

send_openflow_command(dp, &ofm->header, false) =& &t.

NOX &4 of| =2 19
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v check_route() : FO{Zl 'route', 'inport’, 'outport'ofl CHsH S0 EH 22 ZEZ CHA| B X L7 =X & HAL
&t. (inport == outport)

> routing O Z2|#|0|M 2] OF message T4 & g5

v init_openflow() : ofp_flow_mod *ofmea =7|&} A|Z. (eg. ofm->header.type = OFPT_FLOW_MOD, ofm-
>command = htons(OFPFC_ADD) S5)

v set_openflow() : lowZE BH0}S0{ ofp_match& matchS E7|SHA| 4. setup_flowe} setup_routedl|M &= E

v'set_openflow_actions() : ofm->actions= T}2t0|E{ £ 5109 set_actions =& &

v'modify_match() : const Buffer& actions& 2t0}=01 ofp_match& matchE action typeo| et E7|SHAIZ.
o 2 23t} 277 setup_routed| M EEE.

vset_action() : NAT H&0]| = A-=X|of e}, nx_action_snat& snat &= ofp_action_output& outputS =71

AN
SN, &= 0| BollM 758 FF35H7] 02l =,

vsend_packet() : Z=, Packet_outg st7| 28t &=%. TopologyZitE 2t U+ K. check _openflow,

set_actonSS TXIHMo=2 335t1, send_openflow_packet(dp, bid, ofm->actions, actions_len, inport,

-

=)
false) T =&l &t.

3) Sprouting

SamPle Routing ZIZAEZ4, Flow_in_eventsE 8f2 ™ routing_module2| =& o} Szt 2ctHA=ZE
MH™sict 227t EX6IX| gtg A2, WIS EREINAES D, HE27F EX KT jZlo] 242 ZEZ w}
oLz s e 2227t drop=l= HElZ MES d=2 8 Z2Ysich 2 ofE2l7o]Me] B, ofzl configure()

ol M 2+ Z % & Bootstrap_complete_event2t Flow_in_eventol| CHS} X{2| FEIS 7}X| 10 UL},

void
SPRouting::configure(const container::Configuration®)

{

0

resolve(routing);

resolve(tstorage);

register_handler<Bootstrap_complete_event> (boost::bind(&SPRouting::handle_bootstrap, this, _1));
register_handler<Flow_in_event> (boost::bind(&SPRouting::handle_flow_in, this, _1));

v configure() : resolve F+E 0/&35}0§ Routing_module(routing)oll CHst HES &1
Bootstrap_complete_event2} Flow_in_eventof| CHet O|HIE $H=2{ 2l handle_bootstrap, handle_flow_in2
=

on
ok

[> sprouting 01 & 2| 70|44 2] O|HE HMz| FEl

NOX &4 of| =2 20
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v handle_flow_in() : Flow_in_eventol| CH3H route_flowE =Z. &, Flow_in O|#Hl E = packet_in O|HIE A|0f,

authenticator A X Eof| 2|5 MM E.

v route_flow() : set_route & F, routing->setup_route = routex 0| Sl|E E 22| datapath_id7} x|
5™, on_routeE trueZ M. on_route?} trued A<, routing->send_packetS E 5l packet_out H|A|X| &

2|(OFPP_TABLE). on_route?| false &%, routing->send_packet2 =3l flooding Al Z(OFPP_FLOOD).

v set_route() : inport, outportE AAM 311, routing->get_routes Ell Z2E ¥ 11, routing->check_route=
E5ll 2o FEAMHS ZBAFE. 2L}, breakoll Z&, while Yt 2 L2 A< firouted_toE
Flow_in_event::BROADCASTEDZ AMXM&. FIIHM2o=Z, fiflow.dl_dst.is_broadcast()oll 2t routing-

>setup_flow EE+ routing->send_packet X 2|

> sprouting € Flow_util ZZH E 2} &4 o|235t= FEl

=

v install() : resolve 5 0|

HE2est HEZ()ES SEE. Ul 7FK| QS (rewrite_headers, http_proxy._redirect,
http_proxy_undo_redirect, allow_no_nat)7} EXist=0|, 2+ 27 o{iH st HS 2lo|st=X| M &s| et of
2 7|2H o2 alow_no_natZ 22 JIX| 427127

5101 Flow_util(flow_utiloll CHEE $HE-S 2110, register_handlerof| A2} FAtStH

rir
ook

v validate_args(): argsoll CHSH It2|0|E o] & HAtst T
v validate_redirect_args() : args= /280l "SRC", "NO_NAT"E 4+15t11, CHA] validate_argsE &5

v generate_rewrite() : argsE 2tO}=09, validate_argsE ZA}LEL. validate_argsE Sl ¥ 0l eth, ip, tport &
2 0|235t0{ Teto|EE E=&H(?)5L, boost::bindE £ 3l &SPRouting::rewrite_and_route2} ¢4 &t

v rewrite_and_route() : flow_ing T2t0|E £ route_flow £Z. route_no_natol|l M ===,

EX

v route_no_nat() : rewrite_and_route

NOX &4 of| =2 21
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