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1.2 ESEE]S
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EEN & ow =
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DNS/

Gateway
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(38 1] HAEHE FH T84

S/W 0|8 SP IdP ocC Mz HA
Shibboleth SP Y Shibboleth SP 2.5.3
OpenSSL v v v OpenSSI-1.0.1"

— 3 —

OpenConext VM v OpenConext-vm 74.4
Apache v v v Apache 2.2.15
PHP \ \ \Y PHP 5.3.3"
CentOS Vmware 00| X| v v v CentOS 6.2 VMware 0|o|X|
JAVA v v v OpenJDK 1.7.0_65"
VMWare Workstation

% % v VMWare Workstation 9.0.2
E= VMWare Player

(B 1] 82X W 55

% * B OpenConext VM S/We) 2sg]o) ) 4xs)+ 2229 E2

| 1.4 RN

[ 1.4.1 | HIW AL

H/W Atef
Memory 16.0GB Dual-Channel DDR3 @ 802MHz
Processor Intel Core i7 2700K @ 3.50GHz
Hard Disk 119GB SAMSUNG SSD

931GB Western Digital WDC

NIC Intel(R) 82579V Gigabit Network Connection
0s Windows 7 Professional K SP1 (64-bit)
Motherboard ASUSTeK COMPUTER INC. P8Z77-V (LGA1155)
Graphics 1023MB NVIDIA GeForce GTX 560
Optical Drives HL-DT-ST BDDVDRW CH10LS28
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a2 HIW AR

H/W AeF
Memory 2 G m SP ﬂ%’kl % ;I %6‘
Processor 1
Hard Disk 60 GB m Apache SSL 28 &X|
Network Adapter NAT
os Cont0S 6.2 (kermel v2.6.52) SSL &53tE Q8lA = OpenSSLIt mod_sslO] EQ3SICt SSL AX| HHHE2 Ofmbk| MAX| Al &H|

X L A0, 7|F0]| ofmtX|7F HA|E JEjo|H He2 FIMoz HAjg 4 Tk

I 3] JHATHAL HW AR
(5 31 ZRSmitl W At * A28 4399F ) A9 root 229 F 4A¥ TYY

1. SSL AI%x| &ol

- O}z 20| mod_ssl.c TFYO| QY=K| SHOIBICE,

# httpd -1

# apachectl -1

2. OFIX| AX| A SSL A%

Of

- Ao Al SM8E orglet #o| €8 = EX[Bct

r

# ./configure --prefix=/home/apache2.2 \
—-enable-module=so \

--enable-so \

--enable-mods-shared=ssl \
--with-ssl=/usr/local/ssl \

—--enable-ssl=shared

# make

# make install

configure TS = openss|O| O|AX| Of2{HA|X|7} &&= AL0|= of2ijet Z0| openssl-devel

HeEs dX £ HOY IF4RE ChA| s



/* yum OF MX| x/ # openssl req -new -key server.key -out server.csr
# yum install -y openssl-devel
4. 74217 |0|M L= H|A

/* AAR HF HR| */

- W7o =Tt EBE 42 OHIFX| T+& AlOiC YD E £20=2 AT E MM =7t HA
# wget -c http://www.openssl.org/source/openssl-x.y.z.tar.gz
’ ) } ’ ; ! ’ g mae 8ol ozt SojErt

# tar xvfz openssl-x.y.z.tar.gz
# ./configure shared
# cp server.key server.key.org

make .
E # openssl rsa —-in server.key.org -out server.key

# make install

5. QM M4
3. SSL BEE A7} MA[sle HS
- Jfelzlet AIEQEMERE QISME AN

- 7|E0] ormtX|7t dX|E ZFREHH ot FHO= SSL RES F7h AX[BLt

# openssl x509 -req -days 365 -in server.csr -signkey server.key -out server.crt
# yum install mod ssl

6. JQI7|9F QIZA AX|
/* openssl AX| HQA| */
# yum install openssl - JH217|2t AIEME Of2f X0 =AFSICE

# cp server.key /etc/ssl/certs/

- modules/mod_ssl.o ItU0| HSHLE MME|UE=X] 2relstit

# cp server.crt /etc/ssl/private/
# 1s /usr/1lib64/httpd/modules/

PEEN Apachedl 21532 4%
BIF) ¢ *PIBE 215A (Self-signed Cerfificate) & i3] 4%

1. openssl AX| =0l

Otmpx| oz 28 ot €73

- $QE 2ABAMet 7|9 SIX|E otmbx| G2 ZEmtAo| Z|xetct
# rpm -ga openssl
# vi /etc/httpd/conf/httpd.conf
2. 74Q17| 4

# openssl genrsa -des3 -out server.key 2048

3. IEMEXM MM



ruut@sp-demua:iet:}httpd,’cunf
File Edit View Search Terminal Help

MameVirtualHost *:443

e fete/ssl/certs/server.crt
1le fetc/ssl/private/server.key
fvar fmm/https

AllowDverride AlL

tRoot fvar/www/https
ame sp-demo2.openconext.org

1837,9 99%

al

[22l 2] SSLO| httpd.conf MH

OtmbX| SSL &¥mry 43
# vi /httpd/conf.d/ssl.conf

ssl.conf

SSLCertificateFile /etc/ssl/certs/server.crt

SSLCertificateKeyFile /etc/ssl/private/server.key
ORIZFX| THA|Z

# service httpd restart

IEER shibboleth sp
[ 2.2.1 LUV

- Shibboleth SP= JAVA, PHP S CiOts 00|12 x|t 2 EIMOIAES PHP GIS3le it
of sk 7|&3taE PHPS AX|siCh

- Apache & PHP 2#0| 7tsot BAMH HX||0] RLO{OF SHCh

IEEEN shibboleth sP &%|

Shibboleth

SPE EX|ots LE= A ZHX Yol A=H = EAMOM= yum FHOE O]
goiM EXst=

oz rulru

1. Repository =7t

- Shibboleth SP 2AE CIRZE Y2 £ QYT E RepositoryS F7teHCt

# cd /etc/yum.repos.d

# vi shibboleth.repo

shibboleth.repo

[security shibboleth]

name=Shibboleth (RHEL_6)

type=rpm-md
baseurl=http://download.opensuse.org/repositories/security:/shibboleth/RHEL 6/

gpgcheck=1

gpgkey=http://download.opensuse.org/repositories/security:/shibboleth/RHEL_ 6/repo
data/repomd.xml.key

enabled=1

2. Shibboleth RPM A X|

2NN =40 w2t 32-bit OS M = 64-bit OS HHEEZ AX|ICL

32-bit OS Q1 HL

# yum install shibboleth
64-bit OS Q1 AL

# yum install shibboleth.86_64

HU2 ZRIY AAS CIRECWOL HE UXE ZS 0fFf A0S Fmsict

- Of2§ ALO|EOfA| Shibboleth SP AAREO| XAHMS BHQIst0 CHRZE BH=CL
https://shibboleth.net/downloads/service-provider/latest/

-0l & AAACE 0|2 MX|St= IH 2 Ofe AIO|EE EOTHCE



https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPLinuxSourceBuild

3 4 2 2 o

- 83H2z AXE1 HIATE EX7E Gls E9 Ofzf AOIEO| H<=3HH Shibboleth status

H|O|X|7F XML HEHZ EA|EIC

https://sp-demo2.openconext.org/Shibboleth.sso/Status

Mozilla Firefox

hﬁps?]fs;}}e.ﬁ.ssofstatus x | riix feide logo.jpg (JPEG L. % | dh
€ | @ hiips:jsp-demo2 openconext.org/Shibholeth ssofStatus v & | |[Bv Google @ YHBa 3+ #®

This XML file does not appear to have any style information associated with it. The document
free is shown below.

—<StatusHandler time="2014-12-05T04:33:49Z">

C="2.5.3" Shibboleth="2.5.3"/>
<NonWindows sysname="Linux" nodename="sp-demoZ2.openconext.org"
release="26.32-431,29.2.¢16.x86 64" version="#1 SMP Tue Sep 9 21:36:05 UTC 2014"
machine="x86_64"/>
—<SessionCache>
<0K/>
</SessionCache>
<Application id="default" entitylD="https://sp-demo2.openconext.org/shibboleth"/>
<MetadataProvider source="https://engine.demo.openconext.org/authentication
/idp/metadata” lastUpdate="2014-12-05T03:27:57Z" reloadInterval="7200"/>
—<Handlers>
<Handler type="ArtifactResolutionService" Location="/Artifact/SOAP"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"/>

<Version Xerces-C="3.1.1" XML-Tooling-C="1.5.3" XML-Security-C="1.7.2" OpenSAML-

ar I I

Find in page ~ | = | Highlight Al Match Case

[22 3] Shibboleth Status H|O|X]|
- 403 AT AR 2F7F LM ofzfet o] RAOAXIE Sl &QI7tssict.

Pt =

# vi /var/log/httpd/native.log

_11_

tom@lr.H:alhost:;‘varfwwwihtt_psfshib

File Edit View Search Terminal Help

Svar/cache/shibboleth/

2014-12-02 ©5:30:52 INFD Shibboleth.SessionCache : cleanup
every 900 secs; timeout after 900 secs

2014-12-02 ©5:38:52 INFO Shibboleth.SessionCache : cleanup
every 900 secs; timeout after 900 secs

2014-12-02 05:30:52 INFO Shibboleth.SessionCache : cleanup
every 900 secs; timeout after 900 secs

2014-12-02 ©5:30:52 INFD Shibboleth.SessionCache : cleanup
every 900 secs; timeoult after 990 secs

2014-12-02 ©5:30:52 INFO Shibboleth.SessionCache : cleanup
every 9060 secs; timeout after 980 secs

2014-12-02 ©5:30:52 INFO Shibboleth.SessionCache : cleanup
every 908 secs; timeout after 200 secs

blocked from invalid address (192.168.149.101)

blocked from invalid address (192.168.149.181)

blocked from invalid address (192.168.149.101)

2014-12-02 06:03:05 WARN Shibboleth.Apache [7482] shib handler: handler reguest
2014-12-02 06:05:39 WARN Shibboleth.Apache [7486] shib handler: handler reguest

2814-12-02 06:10:08 WARN Shibboleth.Apache [7483] shib handler: handler request

12

thread started...run

thread started...run

thread started...run

thread started...run

thread started...run

thread started...run

(12 4] H8E(X| @2 IP AL of2f 22

HM&she source IP7} AHHEl 42 ofefet 20| source IPE 3183t E MM Of ST},

# vi /etc/shibboleth/shibboleth2.xml

<Handler type="Status" Location="/Status" acl="127.0.0.1 add.your.ip.address"/>

imate" metada
/Metadata” s

service that generates "a
MetadataGenerator

porting se
'Status"” L

ssion diagnostic service. -->
ler type=*Session” Location="/Session” showATtribu

- JSON feed of discovery info

‘DiscoveryFeed"

" /DiscoFeed” /=

! /Status” acl="127.0.0.1 192.168.149.181 ::1"/>

Values="false"/>

i

55,13 A47% (-]

4. Shibboleth G2 M7=

Shibboleth HI22 IjLS3stCt.

# /etc/init.d/shibd restart

_12_



CEXETEIRYR

- SSLE &34} IdP, = 07|AM= OpenConext 22 &= request/response HIA|X| Sl metadata

o M3 Al AFEE 2BM A 7|E Wit

# openssl req -newkey rsa:4096 -new

-keyout shib.key
# chmod 644 /etc/shibboleth/shib.key

EEE] sp 1=%2 u%

-x509

SP 7|12 FEE orfmel thE g=0f 7| sttt

# vi /etc/shibboleth/shibboleth2.xml

1. entitylD A7

shibboleth2.xml

<ApplicationDefaults entityID=https://sp-demo2.openconext.org/shibboleth

REMOTE USER="eppn persistent-id targeted-id">

2. 7] A 25N HE &3

- AEE 712t BN HEE Z|XHBlC
shibboleth2.xml

<CredentialResolver type="File" key="shib.key" certificate="shib.crt"/>

3. OpenConext metadata A7

- Shibboleth SP7} OpenConext metadata

T

-days 365 -nodes -text

URLS 7|xy3iC}.

-out shib.crt

shibboleth2.xml

<MetadataProvider type="XML"
uri="https://engine.demo.openconext.org/authentication/idp/metadata"
backingFilePath="metadata-openconext.xml"
reloadInterval="7200">

<MetadataFilter type="RequireValidUntil" maxValidityInterval="172800"/>

</MetadataProvider>

4. OpenConext SSO(Single Sign On) A%

- SSO FEE AFsirt.

shibboleth2.xml
<SSO entityID="https://engine.demo.openconext.org/authentication/idp/metadata">

SAML2</SS0>

5. Shibboleth H& I+

- Shibboleth H2& XjTLSSHCt.

# /etc/init.d/shibd restart

root@sp-demoBs:/etc/shibboleth

File Edit Vview Search Terminal Help

2014-12-03 04:27:57 INFO OpenSAML.MetadataProvider XML : [feloading remote resource... =]
2014-12-83 ©4:27:57 INFO OpenSAML.MetadataProvider.XML : loaded XML resource [https:/
/engine.demo.openconext.org/authentication/idp/metadata) =
2014-12-83 04:27:57 INFO DpenSAML.Metadata : applying metadata filter (Requirevalidun|

til)
779,58 88% [ |

[32 6] OpenConext IdP metadata 2= H& A| 2OHA|

_14_



File Edit View Search Terminal Help httpd.conf

i1

yID="https://sp-demo2.openconext.org/shibboleth"
10TE_ eppn persistent-id targeted-id"=
<Sessions lifet 28800" timeoul="3600" relaySta :
checkAddress="false" handlers false" cookieProps="http"> AuthType shibboleth

<ApplicationDefaults enti <Location /secure>
RE¥

E USE

<550 entityID="https://engine.dsno.openconext.org/authentication/idp/metadata">SAML2</550> ShibRequestSetting requireSession 1
<!-- SAML and local-only logout. --—= require valid-user
<Logout=SAML2 Local</Logout>
- ) : - ) </Location>
<l-- Extension service that generates "approximate" metadata based on SP cenfiguration. -->

<Handler type="MetadataGenerator” Locaticr="/Metadata" sig

ng="false"/>

<!-- Status reporting service, -->
<Handler type="Status" Location="/Status” acl="127.8.0.1 192.168.149.101 ::1"/>

root@sp-demo! te ( enconext.org) .
<1-- Session diagnostic service. ——> File Edit View Search Terminal Help

<Handler type="Session" L

tion="/Session" showAttributevalues="false"/>

£3
&1 50N Faag: o discovery diforuatiar > # Alias /simplesanl /var/simplesamlphp/www 1
b e et el oo ] e b ErrorLog logs/dummy-host.example. com-error log
e="DiscoveryFeed" Location="/DiscoFeed"/> 4 e
# CustomLog logs/dummy-host.example.com-access log common |
#=/VirtualHost>

tion="/about.html" ‘
tyleSheet="/shibboleth-sp/main.css" /=

i,

NameVirty
aVirt L
r type="X¥ML" uri="https://engine.demo.openconext.org/authentication/idp/metadata"
ilePath="metadata-openconext.xml" reloadinterval="7200">

T type="RequireValiduntil® maxValidityInterval="172888"/>

Jfetc/ssl/certs/
rekeyFile fetc/ssl/private/server.key

</Metadatal

var/www/https =
<!-- Map to extract attributes from SAML assertions. --> e AlL F
<AttributeExtractor t) "¥ML" validate="true" reloadChanges="false" path="attribute-map.xml"/=> /I
<AHU5(:R?AHLL ﬁa:e;y 1.3’”3') .thrln::;e?l: t sfwlief:iurmg 580, --> <location fsecures
<AttributeResolve ype="Query" subjectMatch="true"/> AuthType shibboleth
<!-- Default filtering policy for recognized attributes, lets other data pass. --» EhleequestSettlng requireSession 1
<AttributeFilter type="XML" validate=

“true" path="attribute-policy.xml"/> require vatid-user

<!-- Gimple file-based resolver for using a single keypa
1 <CredentialResolver type="File" key="shib.key" cert

. T tRoot Svarfwwe/https
="shib crt"/>

Docu
5 ame sp-demo2.openconext.org

</Applicationbefaults> i
50,1 42%

!

"/ete/httpd/conf/httpd. cont 1843L, 352082C 1037,2-9 Bot [=

| .
[8 7] shibboleth2.xml 2H Ak [2&! 8] httpd.conf0| federation A{H|AJ} ZQ3t SP H|O|X| A MH

T+ 2o
m Apache 2. OFIFX| = XHA|ZH

1. httpd 4% # service httpd restart

- OMIHK] MHIA0| QIZ federation AH|2 (Shibboleth SP - OpenConext VM ¢1=)7} XL

=
3. SP Ho|X| M&
R 328 HE3Ct o~ &

=H=

- federation MH|AZ} A™HEl SP I|O|X| & H&SICL
# vi /etc/init.d/conf.d/httpd.conf

http://sp-demo2.openconext.org/secure/

- Shibboleth SP7} SPHOM HE3XOZ MHE|0| OpenConext?t HSE|Lt OFXl SP7} OpenConext

- 15 - - 16 -



)| ope
= m OpenConext VM
SURFconext - Error - Unknown application..

[e] ]
Error - Unknown application.. NL m “?AI‘%

Thisl application is not available using SURFconext Please nofify the provider of this service and provide them
with the following information

=, SURFconext-Emor-... x | 4

€& @l '::; fengine.demo.openconext.org/aut

1. OpenConext VM MX| QFAtst

EntitylD: htpsu/sp-demo2, Bpenconext org/shizholeth
Destination hitps:/lenaine dem: i o5 - E_I:'_H—ﬁ 7|‘§'D‘|IA_|2E CentOS 6 EE RedHat EL 6 Olé! }é‘xl
Timestamp: 2014-12-03T02:32:41+01:00

i

Unique Request |d: 5472683578213

- JDK 14 oA MX| H1

User Agent: Mozila/5.0 (X11: Linux xB6_B4; rv:31.0) Gecko/20100101 Firefox/31.0
Ip Address: 192.168.148.101 a -

— * JVAHOE 925} 588) 445lo) oels) ) sava 33 Ao Shsehok Yob.
tthis does not Solve your problem, please visit the SURFcorext sUppart page of cantact the SURFcanext heipdesk FEr = : - = =
it e root®@idp-demol:/etc/sysconfig/network-scripts it
=< (30 hack File Edit View Search Terminal Help

[root@idp-demol network-scripts]# vi /fetc/sysconfig/selinux
B [root@idp-demol network-scripts]# which java
fusr/bin/java
[root@idp-demol network-scripts]# java
Usage: java [-options] class [args...]
21 = (to execute a class)
(18 9] OpenConext Hs2HH or java [-options] -jar jarfile [args...]
(to execute a jar file)
where options include:

||

ial

-d32 use a 32-bit data model if available
-d64 use @ 64-bit data model if available
-server to select the "server" WM

The default VM is server.

-cp <class search path of directories and zip/jar files>
-classpath =class search path of directories and zip/jar files>
A : separated list of directories, JAR archives,

and ZIP archives to search for class files. Ej_
-D<names=<values>
set a system property v

[A% 10] java HHO| A M
m OpenConext VM LIZEE X &X|
1 GXmY CheRc

- Off YOS At83) OpenConext VM HATAS CHREE o ot

njo

SR|BHCE

P}

# curl https://codeload.github.com/OpenConext/OpenConext-vm/tar.gz/v74.4 | tar zx

2. OpenConext VM &&=

- 17 - - 18 -



- occonfigsh MY Q=2 ofgjel 20| 2ARB| £1, AJYE o] FAUEES x|

OpenConext-vm-75/scripts/oc_config.sh IS 7tAtH A0 SHA MASiC

# install -d /etc/openconext

# cp OpenConext-vm-75/scripts/oc_config.sh /etc/openconext/.

- o AX|IFoME 7[2EE S /RIS
% host rene-2 >]¥8.2.2 [conponentriane] . deno. cpenonext.arg 2 2 4. 9033 Yk 235 2] ) A APl 933+
ERE=PN|

- 4K ASYES Mustol UKIS NIt

# bash OpenConext-vm-74.4/scripts/install_openconext.sh

¥ 22 3 F 30 BE X 2= ) 92} sy S ) A

% Github OpenConext VM %) )}-7%3 (https: //github. con/OpenConexct,/OpenConext-—w/) o) 429 304 HE 28993 J3sjoiglon 4
A A2 A) 2R AR 285304

ocalhost:/hometom/Desktop
EHe Edit Miew Search Terminal Help
<ources.xml gffdupersource ld: grouperEntities
sources,xml jdbc source id: applications: GrouperldbcConnectionProvider
Type helpl) for instructions
hibernatesubject: id=‘gadget' type='person’ name='gadget

true

hibernatesubject: id="engine' type='person’ name=‘engine’
true

hibernatesubject: id="apl’ Type="person’ name='apl

true

Jopt/wwwigrouper-shell

= #
# Installing Grouper Done (89:13:52)
54

# Installing EngineBlock... (89:13:52)
Lid L

Warning: This development build of composer is over 3@ days old. It is recommended to update it
by running “./binscomposer.phar self-update™ to get the latest version.
Loading composer repositories with package infarmation
Installing dependencies (including require-dev) from lock file
- Installing apache/shindig (1894333)
checking out php2ies43s3

[AZ 11] OpenConext VM MX| 3}H

N
-+
oln
ok
ro

_19_

- HEIRXE AlAS|A OpenConext EIAO|E

1
jor
o
Ok

n

hitpi//sp-de.../simplesaml/ x | OpenConext x| &

€ & demo openconext.org ~ ¢&| B Goo @ v B 3 A =

i Most Visited~ «* Centos [ Wiki || Documentation {IForums [ }system-config-servi...
Welcome to OpenConext 0

You have completed the OpenConext seiup. Import the Certi Aut into your browser for an optimal Conext-perience.

OpenConext Services

Profile

View and edit your profile

ToBE ol Mujina SP

Mujina Service Provider

Mujina IdP
Mujina Identity Provider -1

OpenConext Administrafion

[ vensoe

Service Registry

s and management extel

al group provider

[AZ 12] OpenConext VM 15 23

5.2t HEHE 4

- MOIE Uf & Oilme SPERH Iakls MHANE SESEE 21215t2{TH OpenConextof| 7|
HXMoz MK (build-in) Mujina IAPREE 915 HXIE HXNOSICE Mujina IdPE MESSED Of

=2 ="
2 1F ZEE o8dl =2l BiCh

User : admin

Password : secret

32 R
m Connection

1. Service Registry 219l

- Mujina IdP(admin/secret)2 21 QIBHC}

_20_



2. SP Connection M

- 'Connection’ E40j|A| 'Create connection' 22| = Connection IDE QI &SHCt

OpenConext ® | & JANUS ® | New Tab

o viceregistry. dema.openconext.org/simplesamijmodile

https://sp-demo2.openconext.org/shibboleth

ost Visited~ +*Centos +*Wiki {]Documentation [ IForums

- 'SAML 2.0 SP'2 Mexsic),

i st

EEE] sp Metadata

Edit
1. SP metadata A7

& | Lietuvitg kalba | Hr

Dashboard

Connection | Identity Provider (idP) ~ Metagata ~ ARP  Manipulation  Validate  impont  Expont  Histary

- Ot2lf Shibboleth SP metadata URL FAZEE SP metadataS CH2EH=C}

= Connection - Revision 2 - 2014-12-03 03:50

Connection

(2}
https://sp-demo2.openconext.org/Shibboleth.sso/Metadata

Metadata
URL:

Revision
No revision note
note
Parent
revision,
State:

Type

OpenConext x | & JANUS x | New Tab
& @ htps:/serviceregistry. dema openconext.org/sin srlfmodule

[22! 14] SP Connection A4 3IH 2
[ Most visitedv  «* Centos «*Wiki { ]Documentation [|Forums

2. SP metadata =%

- 19| P4 = metadata Ei2 22610 metadatas =tQISHCL

. ‘ % metadata>} comection 4 A A2 PJHFx) ¥od WMLEFE) import3} =) metadataFd Aoj2=}. °] 35
Dashboard for urn:collab:person:example.com:admin
"Inport from URL' 3S5°) SP metadata URL F2-F Y2 SP metadata-d ¢1o] Fojokite}.

User Connections | Inbox Admin

Create connection

https://sp-demo2.openconext.org/Shibboleth.sso/Metadata

Create

Enter new connection |D: | [samL20sP ¢ |

Create entity from URL  [Pur ihe met

Create entity from XML [index="
<mikAssertionConsumerService
Binding="um oasis names; (c:SAML: 2.0-bindings: PADS" Lacation="nttps://sp-
tiemo2 openconext.org/Shibboleth sso/SAMLZ/ECE" index="2"/>
</M’SPS SODescrplor>
</md:EntityDescriptor>

Search

Click on a service provider or identlty provider to administer connections

All SAML Service Providers (SP) - 20 All SAML Identity Providers (IdP) - 5

Demo SP - 16 Felde Public Open IdP - 11

[22] 13] SP Connection AN 3}H 1
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OpenConext x | & JANUS x | New Tab x|+ |
€ | @ hitpsy/serviceregistry.demo.openconextorg/simplesamiimodule, phpfanus/editent v ¢ | [ ¢ W ea & A=
[ Most Visitedw  «*Centos «*Wiki [ }Documentation [ |Forums

Dashboard
Edit jon - httpsifisp-demo2 i (Revision 5)
Connection  Ideniity Provider (l0P) | Metadata | ARP | Manipuation | Validate | import | Expor | History
Metadata
Entry Value
AssertionConsumerSenvice:0:Binding [um:oasis:names:tc:SAML:2 0:bindings:HTTR-POST | & 3
contacts:0:contactType [technical ¢
contacts: 1:contactType | technical
contacts: Z:contactType | technical
description:en [shib-sp J
EN
description:al
[shib-sp J
logo:0-height E |
logo:D:ur [nttps:2.png |
logo:O:width [120 |
namezen [shibbotetn sp )
EN
name:nl
sp
Name|DFormat | urn:oasis:names:te:SAML:2 0: ic =
redirect.sign [

| AssertionConsumerService:0:Location & ||

[A& 15] SP metadata import 2= AI{ A| ServiceRegistry 3IH

File Edit View Search Terminal Help

Dec 3 B 3: 02 L 16194 : > QUEUED TIMESTAMP: 2014-12-83T05:36:02+081:00| EB[no SEESili
on] [547e933235d41] [Message INFO] Handling incoming request: POST /authentication/sp/consume-asser|
tioff |
Dec 3 05:36:02 demo ] <|6194]: EB[ht3b7hs1bpke21luvkc56n41h06] [547e93326dbd1l] [Message INF
0] END OF LOG HESSAGE QUEUE

Dec 3 B5:36:82 mo ]! LR EREED [ht3b7hs1bpke2luvkc58n41h86] [547e93326dbd1l] [Message INF

0] FLUSHING 3 LOG MESSAGES IN SESSIDN QUEUE (error caught)
Dec 3.85:36:02 L 6194|: > QUEUED TIMESTAHP 2814-12-03T65:36:02+01:00| EB[ht3b7hsl
bpkeZluvchBn41hBE][34759?3233@1] [ﬁessage ERR] ‘argument supplied for foreach() [/opt/wn
/OpenConext- englneblock/hblarwEf)q:meBlccijor‘cofFroxysarver php:639]
Dec 3 85 11 6194 QUEUED TIMESTAMP: 2014-12-83705:36:02+01:80| EB[ht3b7hsl
hpkezluukcsanuhaﬁl[547&933"35“1][DUMP ‘trace’ (1/1)]!CHUNKSTART> #£8 /opt/www/OpenConext-enginebl
ock/Library/EngineBlock/Corto/ProxyServer.php(639): EngineBlock Application_ErrorHandler->error(2,
'[fIEiEC argumen. .. ", '/opt/www/OpenCo,..', 639, Array)\n#l /fopt/www/OpenConext-engineblock/libra
ry/EngineBlock/Corto/ProxyServer.php(626): EngineBlock Corto ProxyServer->getDefaultAssertionConsu
er(Array)\n#2 /opt/www/OpenConext-engineblock/library/EngineBlock/Corto/ProxyServer.php(598): Eng
ineBlock Corto ProxyServer-»getRequestAssertionConsumer(Object{EngineBlock Saml2 AuthnRequestAnnot
ationDecorator))\n#3 /opt/www/OpenConext-engineblock/library/EngineBlock/Corto/ProxyServer.php(467
): EngineBlock Corto ProxyServer->_ createBaseResponse(Object{EngineBlock _Saml2 AuthnRequestAnnotat
[ionDecorator))}\n#4 /opt/www/OpenConext-engineblock/library/EngineBlock/Corto/Module/Service/Assert
HionConsumer.php(58): EngineBlock Corto ProxyServer->createEnhancedRespon

1853200 99% i

[A3 16] SP metadata import ZE AIf A| OpenConext 02 21
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simpleSAMLphp - Mozilla Firefox

x | & simpleSAMLphp x | § JANUS

jemo.openconext.org/simplesami/module. php/janu

[ Most Visitedw  «* Centos  «* Wiki [ Documentation [} Forums

simpleSAMLphp

i1 | Dansk | Deutsch | Sverns
Hivatskl | Magysr |

Applying the following updates

Metadata

X | % SURFconext- Eno... x | New Tab

'\~ | [Bv coogie #Brs & oA

Not apply this
change

Entry

AssertionConsumerService:2index

4

AssertionConsumerService:2:Location

hitps //5p-0Emo2 opencenext orgiShibboleth 550
ISAML2/ECP

AssertionConsumerService:2:Binding

urm:oasis names to: SAML:Z 0:bindings:PACS

AssertionConsumerService:L:index

3

AssertionConsumerService:L:Location

hitps://sp-tiemaZ opencanext.org/Shibboleth SSoISAMLZ
Artitact

AssertionConsumerService:1:Binding

urn:oasis:names:tc: SAML:2.0:bindings: HTTP-Artifact

AssertionConsumerService:0:index

1

AssertionConsumerService:0:Location

hitps://sp-dema2 openconexL org/Shibbalein.sso
ISAML2/POST

[A& 17] SP metadata import Z}H

OpenCanext x | & JANUS x | & JANUS

€ & hitps://servicere

Most Visited~  &* Centos

Dashboard

Edit

no.openconext.org/simptesarm|/module

w*wiki [ }Documentation {7}

rsk | |D

- hitps:lisp-demo2.

JANUS - ll!:!zilta Firef:!x

x I"\: SURFconext - Emo... x | New Tab = | L

v ¢| B Goog M & B ¥ @

ais | ltaliano | N
silelra | Tiirkge

Connection

Entry

RiBNC

identity Provider (idR) Metadata | ARF  Manjpulaion  Validate  Import  Export  History

glshil (Revision 7)

sBinding |

ML:2. HTTP-POST (¢ |

AsserionConsumerSenvice:0rindex L | ]
AsseninConsumerSenvice:iLocation  [tpssp-o o SAML2IPOST ]
ertionC: 1Rindng | um: (C:SAML2.0:bingings:HTTP-Antifact. < | =
ertionG Lindex B ] ®
sertionCy TLocation  [nitps:fspdemoz. sso/SAML2IATfact ] ®
ftionc -Binding | um: 1C:SAML2.0:bindings:PAOS s t
AssertionConsumerService: Zindex fa | s
AssertlonConsumerService:2-Locatlon  [ntips://sp-temo2.openconext org/ Shibboleth. ss0/SAML2IECP ] @

[Ag 18] SP

metadata HEA| 3}H
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2. name M&E AH

- Metadata B0f|A] ‘nameien’ I ‘namenl'@F2 ‘Shibboleth SP'2 7|X{5t1 save PIC} O|FFE

Dashboard®| SP list0| name(en)2 2 HA|=ICt
AN s MHIA HOIX| =t

Xl 3=«
1 of2ler #o| sP @HOIX| E=E Al M3 HAl=E E HO|X|(indexphp)E Z-gTtCh.

1. Identity Provider M7
# vi /var/www/https/secure/index.php
- Identity Provider BHO|A 7| 2X 2l X (Allow All)'S MEHSIY 2= IIPE |8} (A AX|

HAE 7MY SX)
e 71285 | ndoxo

JANUS - Mozilla Firefox <html>

OpenConext x | & JANUS x | <} JANUS x | “a SURFconext-E... % | Mew Tab x | a

€ @ hiips:/fserviceregistry.demo.openconext.org/simplesamimodule - Google NIRRT <head><title>Shibboleth test</title></head>
[SIMost Visitedv 4 Centos +*Wiki [}Documentation ] Forums <body><pre><?php print r($ SERVER); ?></pre></body>

</html>
o= S4FE = ofgf oo dFE HEO|Ch

# vi /etc/shibboleth/attribute-map.xml
Dashboard

Edit

Comnectlon | Identlty Provider (IP) | Metadata | ARP  Manipulation  Validate  lmport | Export m SP —_ OpenConext —_ M uj | na Id P E %

Histary

1 Allow al R
[ Allow none 1. SP E_—'T
Identity Provider (IdP) Whitelist

Mark only those identity providers which are allowed 1o acces your sevice.

- sp-demo2.openconext.org0i| H&5HCt

http://sp-demo2.openconext.org/secure/
[A3 19] Identity Provider A&

I . Muji a9l
2. Manipulation M7% 2. Mujina IdP =

_ . . - Mujina IdPOj| OF2{ AMRX} HE=Z 2719l 3ic}.

- Manipulation Bit+= SPO| WSl ALRXFO| Attribute HEE UL S8 28/AR/A71 2 ujiina IdPOj| Of2H AFEXF 22 201 oitt
A= 7IS0ICE (HX XM= 7|24 |X)

User : admin

3. 7|E|’ /éﬂgl Password : secret

- 7|Ef 2782 OpenConext HX|AIO|E Dm2S EZot] HES| AFsich (M XM 72
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SURFconext - Mozilla Firefox & SURFconext - Shibboleth SP requests your information - Mozilla Firefox
<} Metadata parser % | ®u SURFconext ® | 4 =y, SURFconext - Shibbo... x | &
€ | 4 htipsifengine.demo.openconext.org/ bcar ~ ¢ | |[Bv Google #aBe ¥ A = € @ hitps gine.demo openconext.org/atithe on/s| > & | | 3 MY B ¥+ A& =
[ MostVisited~  #*Centos [} Wi {iDocumentation { |Forums [ system-config-servi... N o

[FIMast Visited~  «% Centos [ |wiki ocumentation

| system-config-servi

Login via your institution HELP NL _— STl [
Selact your insiiition and cantinue 1o lagin (o Sp-demal Request for information transfer —
To be able to use Shibboleth SF. we mustshare the-following information provided by the OpenConaxt
o Mujina IDP:
ST CONEXT
IpenCanest el Full Name John Dos
Firsl name John
arch foran institutiar
Surname Doe
Display Name admin
ST B
E mailaddress |doe @exaniple. com
o iiae Organization example.com Il
Institution user (D |.doe@examiple.com
Member of arganiz ation urn:onliab-org:surl il
g _ SURFeonext siatus quest
SURFconext | Tentis of Sen
No. I don't wanl o v
[3gl 21] OpenConext H&3H
SURFeD =
SUR | =
i i H A A S
operconext x/ Muinatognrage x| % (32 23] ALKt & 239l Al attribute H& R 50 30

€ al

mjina-idp 0 openconext.org/iogin jsp

[EiMost Visited~ «*Centos «* Wiki [ | Documentation

4, Of2§let Z0| SPO| A{H|AH|O|X|7} BA|=ICE

} .V. I o [;)(:) o Shibboleth test - Mozilla Firefox
[V I I W L - - o
| I } 1ol H H H I } “ (] I | Shibbaleth test x Eg_e feldazling_ _Rg_UPEG L | ]
Ao I — = I VA
] € @ htips f=mo2 openconext.org/sec ~ % A + a =
[ i - g i i
Tdentity Frovider ‘:‘"EV

[HTTPST == on
Login with Username and Password [S5L TLS SHI] => sp-demo2.openconext.org
[Shib-Application-ID] == default
R, [Shib-Session-ID] => 754b30272737443418528d78da011e84
User: |ﬂdmin ‘ [5hib-Identity-Provider] => https://engine.demo.openconext.org/authentication/idp/metadata
—————— [Shib-Authentication-Instant] =» 2014-12-83704:35:437
‘ [shib-Authentication-Method] => urn:oasis:names:tc:SAML:IZ, :classes:Password
= [Shib-AuthnContext-Class] => urn:odsis:names:tc:SAML:2.8 lasses:Password
| Login | [Shib-Session-Index] => SB82996465cd204acdfb5ee763321cald2eacaBbafif
[persistent-id]l = https://engine.demo.openconext.org/authentication/idp/metadatalhttps: //sp-demo2. openconex
[HTTP_HOST] => sp-demoZ2.openconext.oryg L
[HTTF USER AGENT] => Mozilla/5.0 (X11; Linux x86 64; rv:31.8) Gecko/20100101 Firefox/31.8
[HTTP_ACCEPT] => text/html, application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
[HTTP_ACCEPT_LANGUAGE] => en-US,en;q=0.5
[HTTP ACCEPT ENCODING] => gzip, deflate
[HTTP COOKIE] == shibsession 64656661756c7468747470733a22173702d64656d6T322e6170656,636T606578742e6F72672F7
[HTTP_CONNECTION] == keep-alive
[HTTP_CACHE CONTROL] => max-age=8
.. [PATH] => /sbin:/usr/sbin:/bin:/usr/bin
[O2! 22] Mu_jlna IdP 219l [SERVER SIGNATURE] =>

Apache/2.2.15 (Cent05) Server at sp-demo2.openconext.org Port 443

Password:

i I I E3]

3. Al._gxl.jl. ;S-J ilﬂ Al ol.EH_(Zl. 7El-o| IdP éoﬂ I'IQEn_I Al._g_xl. @E% SP I1|-3-01| %9% R?SJO-'.E [SERVEI.{SDI-.TWARE} = Apache/2.2.15 (Cent0s} =

SHHO| EA|=ICE Find in page ~ |~ | Highlightall Match case x

[O2 24] OpenConext A5 AU 215 H& T SP BA| 3tH
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N ss. % XM AN MRl &

* Setting up an SSL secured Webserver with CentOS
http://wiki.centos.org/HowTos/Https

+ CentOS 64 SSL 1% M
http://starkapin.tistory.com/501

© 2lE2 JHAMTE SsL ASA 4 THolE
http://jmnote.com/wiki/%EC%82%ACHEC%84%A4_SSL_%EC%ID%BB%ECK%A6%ID%EC%84

%9C_%EC%83%9D%EC%34%B1

BEEY shibboleth SP &1%| &tx

* OpenConext Shibboleth SP Installation
https://wiki.surfnet.nl/display/OpenConext/OpenConext+SP+-+Shibboleth

+ Shibboleth NativeSPLinuxRPM Installation

https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPLinuxRPMInstall

m OpenConext &X| &%

* OpenConext wiki AlO|E.
https://wiki.surfnet.nl/display/OpenConext/Installing+an+OpenConext+%28VM%29+instance+
for+development

* OpenConext Github Project AlO|E.

https://github.com/OpenConext/OpenConext-vm/
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