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H1E He|&

0| A= EGI Federated Cloud0f C{st 4742} Federate CloudQ| resource provider 2 %t0{s}
7] Qs Eaoh A|AFel FH|Q AT ELQ0] X0 2o dHE 7|ESHRALE ECGl = fFE W HA
NGI(National Grid Initiatives)?t S &L =X A 7|2(European International Research
Organizations | EIROs)E 2|6t0] Q1A= L ARFE XU 35 &2 ¢let HE2| 7|+
2 g2t 2828 £ QT EGLeus 20104 238 80| Z=AE[RASLt, 0| O|F0|| DataGrid
Project(2001), EGEE(Enabling Grid form E-sciencE, 2004)0 0|0{ EGI-InSPIRE(Integrated

Sustainable Pan-European Infrastructure for Researchers in Europe, 2010 5€~)E Z=ZXIstn U

c}.

EGI Federated Cloud:= EGIO| %t0jdlm Q= 7|ZHS0| ZIX} 2EslD Q= Zz2C MH|AZ
ARSI S HMA AEAES MR HI5H7| fIot SFEez FLSHALCL HEE 7[&0] 7|
B2 laaS S2tRE MH[AE E7 vendord|| lock-ing #X|St1, CHYSE resource providerE gt

5t04, 7|EQ| Grid Qlmetet: XAAYA ST X[gstn ULt
20144 58 EGI Community Forum 20140{|A HAl MHAZ MBE|UO D, S| 1274=7f 197
7| 20| Eojstn YoM, KISTIE HRHAECEZM %X 2 FedCloud HE Q&) 28t QUCt

—

= 12 countries provide certified
resources

— Czech Republic, Germany, Grescs,
Hungary, italy, Macedonia, Poland,
Slovakia, Spain, Sweden, Turkey,
United Kingdom

= 2 countries currently integrating
— Croatia, Finland

= 5countries interested

— Bulgaria, France, Israel®, The
Netherlands, Switzerland

= Worldwide interest
— South Africa”* (SAGrid)
— South Korea™ (KISTI)

Lo
— United States™ (NIST, NSF Centres)
~

* Not shawn an map

T,

12l 1 EGI Federated Cloud &0 =27}t 7|&
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MI2Z EGI Federated Cloud 7H

H1d™ 7|

European Grid Infrastructure (0|3} EGDQ| Xt HMEHE2 A o A 2IE0 Ao, &Rt
So| HYD A4t U GlojE HorMel SBEOE XYUsY| g AT MHIAE MBstD YUCHI
olg{et MHIAE2 JZ|E O/F90 AZEQOE &85 I AT HEO| NGI(National
Grid Infrastructures, =27} J2|E QlZmghEL SR E AH|A(cloud services)E A=9o| K|

o MSstn A, B2 FFASO0| A=l SERE MH|AE ZF7izh 7 == oA
% 7|2 st ULk O QT MU grid computing 0] ZHIHE S7|8 H]
d0|Ct. Grid computing 2 Zt A71A0 Y=

AHE3E7| flet 270 ZE5RUL
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EGI Federated Cloud0j CH?t 3M[O|X| HE=2O| position paper = EGI Cloud position paper 2014
(Interoperability is the key to freedom in the Cloud) [2] OA Q40 2 UL}
[1] http://www.egi.eu/services/catalogue/ (EGI service catalogue)

[2] https://documents.egi.eu/public/ShowDocument?docid=2120

H2E XS 72

EGI Federated Cloud Q2= 2014 5& 0| production @2 MAE|0 FAOZ EGIQ| AH|A
O| SLtZt E|QULCE XHHe| # 2= 2,000 CPU corelt 15TB 9| storage 2 A K0 QUL 2025E 7}
X| 10M core®} 1EB(exabyte)O|&to| storage 2 ZE X|&dt= 40| S HO|LC|

201413 112 SIX| EGI Federated Cloudo| XtQl e CHS O} ZCh (XAl Sigre [11S &

)

[1] https://wiki.egi.eu/wiki/Fedcloud-tf:ResourceProviders
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H 3 EGI Federated Cloud Resource Provider (Fully integrated)

Resources
Affiliation CC Host Site CMF RAM  Storage  Certified
100 Percent | ;¢ 100IT OpenStack = 120 | 128 16 ified
IT Ltd pen tac certifie
UNIZAR/BIFI | ES BIFI OpenStack 720 740 2014-02-14
BSC ES BSC-Cloud Emotive -
Cyf("a?”gf) (N pL | CYPRONET-CLO T Openstack | 200 400 20 | 2014-05-08
FCTSG ES CESGA OpenNebula 296 592 2014-03-06
cesNeT | cz | CESNETMetaCl ' opennebula | 240 | 960 44 | 2014-02-24
FZ Jalich | DE FZ) OpenStack | 144 794 33 (planed)
GWDG DE GoeGrid OpenNebula 192 768 40 2014-03-13
CSIC/IFCA ES IFCA-LCG2 OpenStack 2288 7616 2014-03-06
GRNET | GR MG-OLOKeanos | gy pnery 20 40 04 | 2014-05-13
II SAS SK [ISAS-FedCloud OpenStack 96 288 16 2014-04-03
INFN-CATANIA- .
INEN-Catani IT NEBULA OpenNebula 120 ’ certified
a IT INFNg%’:gQNIA' OpenStack certified
KTH SE KTH-CLOUD OpenNebula 192 384 6 2014-02-27
INFN-Bari | 1 | PREMAINFN-B ' openstack | 300 | 600 50 certified
INFN-Padov INFN-PADOVA- | OpenStack/ e
3 IT STACK Havana 48 96 5 2014-06-03
MTA SZTAK Hy SZTAKI OpenNebula = 128 | 128 6 certified
TUBRAK UL qr | TRFCLULAKBL - gpenstack | 224 672 10 certified
UKIM MK MK'Oé'SIIDNKICL OpenNebula | 216 432 17 certified
CETA-CIEM OpenStack
AT ES CETA-GRID Havana 112 224 2
CZ DE ES GR HU IT
MK PL SE SK TR UK 5656 | 14362 | 2714
1274 =
H 4 EGI Federated Cloud Resource Provider (Integrating RPs)
Affiliation CC | Main Contact Deputies CMF Comment
IN2P3-CC FR G|IIesES/IATHI Mattieu Puel OpenStack
Sangwan Kim, T 64 cores with
KISTI KR Soocvvggok H aesang Huh, Jae- | OpenStack | 256 GB RAM a
9 Hyuck Kwak nd 6TB HDD
NCG'IN?IRPID'PT /| PT | Mario David JoaoMPaipt?r,]sJoao Openstack
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H 5 EGI Federated Cloud Resource Provider (Interested RPs)

Affiliation CC | Main Contact Deputies CMF Comment
IICT-BAS BG Eman(;g(l)IVAtana Todor Gurov OpenStack
INFN - Napoli | IT Silvio Pardi OpenStack
Elisabetta Ronch | Davide Salomoni,
INFN - CNAF | IT ieri Andrea Cristofori | OPenstack
INFN - Torino | IT | Andrea Guarise OpenStack
Rafael MayoI Ga
. rcia, Manuel Aur
CIEMAT ES | Rubio Montero elio Rodriguez P OpenNebula
ascual
. | Maurice Bouwhui
SURFsara NL Jnon Mgsschelel s, Machiel Janse | OpenNebula
n
CRNS/IPHC ~ FR | Jerome Pansane OpenStack
ISRGrid/IUCC IL Yossi Baruch
DESY pE | Patrick rl:urhman Paul Millar dCache Storage only
. Frazer Barnsley,
STFC/RAL UK Ian Collier Alan Kyffin
STFjl/RS%en?earW UK Jens Jensen Castor Storage only
IFAE / PIC ES | Victor Mendez
SAGrid ZA | Bruce Becker
Luis Alves, UIf T
CSC FI Jura Tarus igerstedt, Kalle H | OpenStack Status: Testing
apponen
Status: deployin
SRCE HR | Emir Imamagic Luko Gjenero OpenStack | g OpenStack clu
ster
GridPP UK | Adam Huffman OpenStack
OpenNebula
i : 60 cores, 192GB
Polythecnic Unive . OpenNEbula y
rsity of Valencia, | ES Ignacio Blanque & OpenStac o RAé\/I K
I3M r K penStac
40 cores, 36 GB
RAM
In OST: 40 cor
es, 36 GBs de R
AM.
CRNS/IN2P3-LAL | FR | Michel Jouvin = ™Mohammed Ara | cyop g ap

J
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3% 9y 18

FedCloud Task ForceQ| &z2 Q| 129 Z LIFHOANH QL
1. Work Group Scenario 1: VM Management
m Scenario Leader : Boris Parak (CESNET)
= 2E 15 FA
- Trust level and auditing of the VM
- Different VMs needed based on underlying infrastructure such as 64 vs 32bits OR VT
enabled plus Xen vs KVM

Contextualization (how users should login to this vm, how his public key transfer and

active to login as root to this vm)

Which libraries/versions/compilers will be installed by default?
- gl2] gelE VM o|O|X|of ~ZEQ|of ZX|
- 2X|E O|O[X|E MBI MAESH|

VMO||A{ persistent local storage Of Z23}7|

2. Work Group Scenario 2: Data Management
m Scenario Leader : Matteo Turilli (Oxford e-Research Centre(OeRC))
= AZ a5 FH
- WeNMR use cases :Using VMs prepared with Gromacs and some other software to run MD
simulations for educational purpose, possibly on multi-core VMs
- stoxy(STOrage proXY) - CDMI compliant server [1]
- dCache[2] CDMI interface

3. Work Group Scenario 3: Information Systems
m Scenario Leader : David Wallom (Oxford e-Research Centre(OeRC))
= 97 18 FH
YEALHOM OHR0 X BEO /e 31 ZCh

What is the name of the resource?

What type of interface can I use to manage instances on the resource?

What is the endpoint I should contact to interact with the cloud management interface?

(E.g. the url of the web-service/portal)

What are the AuthN and AuthZ rules that operate on your cloud?

What instances are already installed on the resource and am I allowed to upload my own

instances?

If I am able to upload instances what format of instances does the resource accept?

Is there a data interface available and if so what is it?
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What is the overall size of the resource?

Are instance templates defined that limit the choice of instance scales I am able to run?

What type of virtual network can I establish on the resource?

Does the resource support cloud scalability through managed bursting to another external

provider?

4. Work Group Scenario 4: Accounting
m Scenario Leader : Alison Packer (Science & Technology Facilities Council | STFC)
= 2E 3= FH

Resource accounting2 QI8{AM HO|Z|0{of & HE:

- the elements to be accounted for and how accounting data may be gathered. (This
relates to the statement “Resource providers agree and follow the same rules for
accounting the resource usage”.)

- how accounting data will be published

- what is required from this data (for VM users, Resource Providers, VO Managers, others?)

- Accounting Records [3]

5. Work Group Scenario 5: Monitoring

m Scenario Leader : Emir Imamagic (University of Zagreb University Computing Centre | SRCE)

= 97 18 FH

- Monitoring in this context is the monitoring of the availability and reliability of the cloud
resources provided by the resource providers. What will be tested is the possibility for an
hypothetical user to instantiate at least one predefined virtual machine within a given
period of time. It consists of an "external® monitoring, no data will be collected from inside
the VMs or underlying virtualization systems. Monitoring the capabilities of the cloud
resource providers in terms of how many resources are available is beyond the scope of
this Scenario, at least in its initial phase. Possible evolution of the FedCloud monitoring will
be evaluated when the basic monitoring will be in place.

- Given the experience accumulated with the NAGIOS [4] system within the EMI and EGI
projects the monitoring framework will be based on NAGIOS. This has also the advantage
to ease the integration of the FedCloud monitoring framework in the SAM monitoring
sytem used by the EGI project to monitor the production infrastructure.

- Integration with EGI operational tools (GOCDB)

The following service types can be added to GOCDB:
eu.egi.cloud.accounting (required)

eu.egi.cloud.information.bdii (required)
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eu.egi.cloud.storage-management.cdmi
eu.egi.cloud.vm-management.occi (required)

eu.egi.cloud.vm-metadata.marketplace

6. Work Group Scenario 6: Notification

m Scenario Leader : Peter Solagna (EGLeu)

= 97 1F FH
The scenario enables:

- Resource providers to notify interested parties about changes in the user's VM state of a

proposed state change in the VMM.

- End user to build automated VM management and reactive workflows in user space.
Such notification system must enable automatic notification consumers and so there is the
need to identify the standards to be used:

- Standard for the payload in the notification messages

- Standard for the messages transport
If such standards are available in the federated cloud infrastructure, the users will be able to

implement monitoring/management tools for their workflows.

7. Work Group Scenario 7: Federated AAI

m Scenario Leader : Paul Millar (Deutsches Elektronen-Synchrotron | DESY)

= 2 3= FH

- We have already defined that user authentication should be based on X.509 Ccertificates
rather than usernames and passwords or other credential material. Nevertheless, depending on
the type of federation intended, this may not even be a real requirement. Any service should
rely on an identity provider that is in charge of the type of credentials used for authentication.

For the technical implementations of this scenario, please go to Federated AAI
Implementation [5].

A quick overview of AAI support in technologies and providers, as well as the specific

settings for FCTF can be found at Federated AAI Integration Status.

8. Work Group Scenario 8: VM Image Management

m Scenario Leader : Marios Chatziangelou (Institute of Accelerating Systems | IASA)

= 97 18 FH

- VM image management open issues:

Provide a mechanism so that a user can upload transparently his own image to the Fedcloud

testbed, with a unique global ID.
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Provide a common place to add an endorsement to a pertinent VM so that it can be trusted

by the resource providers.

9. Work Group Scenario 9: Brokering

m Scenario Leader : Ivadn Diaz (JR2)

= g 18 FA

- This workgroup deals with the issues around cloud brokering. With 10+ resource providers
lined up to be federated into the EGI cloud testbed, users need effective ways to access cloud
resources. The goal is for a user to have a choice between a unified, abstracted view of the
cloud testbed as a whole and the opportunity to target specific providers for their needs. As a

consequence, this workgroup is concerned with both brokers and OCCI clients.

10. Work Group Scenario 10: Contextualisation

m Scenario Leader : Enol Fernandez (Instituto de Fisica de Cantabria | IFCA)

= 9y 18 37
- VM contextualization open issues, namely being able to pass user-defined data to the VM.

Contextualization is the process of installing, configuring and preparing software upon boot
time on a pre-defined virtual machine image (e.g. setting the hostname, IP addresses, SSH
aithorized keys, starting services, installing applications, etc.). We have identified as a
requirement to contextualize images the possibility of passing user provided data to the VM
when they are instantiated. Hence there are two things to be defined:

a. how to pass data upon VM creation (the exact type and format of the data should not be
relevant, it should be up to the user)

b. how to retrieve those data from the running VM

For passing the data we have proposed the use of a new OCCI mixin that has an attribute
to hold the data to pass to the image. The second part, related to retrieving the data, is more
dependent of the back-end implementation. There are different methods in the systems in
place in FedCloud, but tools like cloud-init [6] handle those possible differences in a

transparent way for the users.

[1] https://github.com/stoxy/stoxy

[2] http://www.dcache.org/

[3] https://code.grnet.gr/documents/18

[4] http://www.nagios.org/

[5] https://wiki.egi.eu/wiki/Federated_AAI_Implementation
[6] https://launchpad.net/cloud-init
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4™ Federated Cloud 7|=

2HE g2 ASSH|f6IME R 7HA

OH
Ofm
A

{0l QIHTO| A7t gof E|0{oF ot

- VM management interface: OCCI

- Data management interface: CDMI

- Virtual Organisation Management & AAL VOMS

- VM Image management

" MHIAE 9o 2EH O]~

- Information discovery: BDII

- Central service registry: GOCDB

- Monitoring: SAM

- Accounting

- Image metadata publishing & repository

AMIBH L2 2 Technology Architecture [1] & & =Xx
[1] https://wiki.egi.eu/wiki/Fedcloud-tf:-Technology:Architecture

EGI & 7 dsle AT EQ0 HAMEL open standard®} interoperability 2 @& 4 ULt 3
st SIHE EFSE 7|E2 A MSAtLE AHXE ZEst 22 HOXAS0A 2529 7|3E A
3o FCf

=

EGI= CH22ol EESS 2oL 2=Z AsS flot 2 7Arge 282 Zetstn Qtt
OCCI [1] :laaS 22tR=0 2ot 2e|5k7| 2l M. OCA XM= laaSo 2t =gt = Z40] Of
LBez =Hy7tsottt.

CDMI [2] : 22tRE 2EZ[X|E ¢et AHMH O], HEHOIE 22| HOolH 2 Z2EZF0 ot
A

GLUE2 [3] , CLUE+: information model Of CHZF QA|l. H20|= 2= X2Q Cfst 2oz H
olx[ALLt, SERE A0 Cit HFo= WX =2F

SAML [4] : authentication 2} authorization O 2t5H Hk

UR2 [5] : GLUE29t OFEZEX|Z grid AHAO| CEH =

accounting record Of CH3F ™O| MX|E ETstD U

)

Hoz Mg HWEEHA2L ZERE XA

OVF [6] : virtual machine image2t 7|=2XQl deployment, contextualization BIE10| CHSt HEE

KESH= BN virtual appliancesE ZH2|st7| 93t =g .
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a A
o ) EGI Federated laaS Cloud Infrastructure
E d O d O (
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o
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= :
\ / EGI Core Infrastructure Platform j

&l 2 EGI Federated Cloud Infrastructure Platform architecture and standards

[1] http://occi-wg.org/about/specification/

[2] http://www.snia.org/cdmi

[3] http://www.ogf.org/documents/GFD.147.pdf

[4] https://www.0oasis-open.org/committees/tc_home.php?wg_abbrev=security
[5] https://www.ogf.org/documents/GFD.98.pdf

[6] http://www.dmtf.org/standards/ovf

1. GLUE Specification v2.0 2 2f

GFD.147 2AM[1]= grid community Al At2E|= GLUE information model & 7|

[1] http://www.ogf.org/documents/GFD.147.pdf (2009)
I

C}.

Main Entities - Inheritance

<=abstract>>

.
- . il
<<abstract>> has

<<abstract=>
Manager

<=abstract>>
Policy —-m
=<=abstract>>
Resource

I:‘w,.m I
Share |

J2l 3 GLUE's Main Entities - Inheritance (UML diagram)

_10_
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H 6 GLUE Specification - Main Entities

Entity Extension
Attribute Type Attribute Type
Creation Time DateTime LocalIlD LocallD_t
Validity UInt64 Key String
ID URI Value String
Name String
Otherlnfo String
Location Contact
Attribute Type Attribute Type
Address String Detail URI
Place String Type ContactType_t
Country String
PostCode String
Latitude Real32
Longitude Real32
Domain Service
Attribute Type Attribute Type
Description String Capability Capability_t
WWW URL Type ServiceType_t
QualityLevel QualityLevel_t
StatusInfo URL
Complexity String
Endpoint Share
Attribute Type Attribute Type
URL URL Descriptioin String
Capability Capability_t
Technology EndpointTechnology._t Manager
InterfaceName InterfaceName_t Attribute Type
InterfaceVersion String ProductName String
InterfaceExtension URI ProductVersion String
WSDL URL
SupportedProfile URI Resource
Semantics URL Attribute Type
Implementor String
ImplementationName String Activity
ImplementationVersion String Attribute Type
QualityLevel QualityLevel_t
HealthState EndpointHealthState_t Policy
HealthStatelnfo String Attribute Type
ServingState ServingState_t Scheme PolicyScheme_t
StartTime DateTime_t Rule String
IssuerCA DN_t
TrustedCA DN_t
DowntimeAnounce DateTime_t
DowntimeStart DateTime_t
DowntimeEnd DateTime_t

Downtimelnfo

String

_11_
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M52 A+EXt HwLIE|

U AFEAL HFLUEOf Ciet SEE= [L2]AM HE =

@

- CERN ATLAS [3] : ATLAS (A Toroidal LH
on-demand A2 XN&

- ENVRI [4] : Data access, catalog and dissemination (EISCAT 3D)

Apparatus) deAl J2|E XS X2ty Pl

- BioVel [5] : workflows for the processing of data in major areas of biodiversity research:
ecological niche modelling, ecosystem functioning, and taxonomy

- DIRAC : VMDIRAC portal as VM scheduler with 3rd party broker (with WeNMR)

- CHAIN-REDS [6] : WRF(weather research forecast) &M 0| RE, REAH EM T2 =)

- VERCE [7] : &M H|A(Science Gateway =)

- SCI-BUS [8] : Test/debug new releases of WS-PGRADE(Workflow)

JE&P.ERIT"‘%N% l Vel M BSIMI CLARIN
IS q
ODIRAC ©1° ENVR €0

-_T7
LiWatch  goowr &8 VERGE g oy

12l 4 EGI Federated Cloud User Communities

[1] https://wiki.egi.eu/wiki/Federated_Cloud_user_support
[2] https://wiki.egi.eu/wiki/Federated_Cloud_Communitie
[3] http://atlas.ch/

[4] http://envri.eu/

[5] http://www.biovel.eu/

[6] http://www.chain-project.eu/

[7] http://www.verce.eu/

[8] http://www.sci-bus.eu/

_12_
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HMI3Z Federated Cloud AIO|E 3=

H1E axe3d

1 K| AAH AR

KISTI AfO|EOf EX|SQl AH g2 oh3a ZCth

:I'I'

i

=

At

Controller

NEXTSERVER 1120 2Way 1U Rack Server

- 2 x Intel Xeon™ Processor E5-2660v2

- 96GB(6x 16GB) Reg. ECC DDR3 SDRAM

- 3TB 3.5 SATA 7200rpm DISK x lea
Intel(R) Xeon(R) CPU E5-2660 v2 @ 2.20GHz
10 cores x 2 sockets = 20 cores

Compute

Dell(TM) PowerEdge(TM) R815 Rack Mount Server

- 4 x AMD Opteron 6378 2.4GHz 16C Turbo CORE 16M L2/16M L3
1600Mhz Max Mem 115W

- 256GB Reg. ECC DDR3 SDRAM, 1333MHz

- 6 x 1TB 7.2K RPM, 6Gbps Near Line SAS 2.59/X| Hard Drive

AMD Opteron(tm) Processor 6378

cpu MHz : 24 GHz

16 cores x 4 sockets = 64 cores

YH| M AR (M2 i)

2!l 5 Federated Cloud Resources in KISTI

_13_




EGI Federated Cloud == Jl&= 21M

|22 OpenStack

1. Mx|=H|
OpenStack AX| 7}0|E= Ct2 FAE (t0SICL

http://docs.openstack.org/havana/install-quide/install/yum/content/

openstack-install-guide-yum-havana.pdf

Controller l-E2 AF2% AH|= DNSO| S22 i},

# nslookup fccont.kisti.re.kr
Name: fccont.kisti.re.kr
Address: 150.183.250.170

HA LELE Jetc/hosts SE28}0] Z=C}.

# vi /etc/hosts

150.183.250.170 fccont.kisti.re.kr
150.183.250.171 fccompl.kisti.re.kr
150.183.250.172 fccomp2.kisti.re.kr

LE7h HEYS EMS 93 iptables FAS MESHCL.

# vi /etc/sysconfig/iptables

# TRUSTED NETWORK

-A INPUT -s 150.183.250.0/24 —j ACCEPT
TWQ

selinux 842 disabled 2 $tLC}.

# setenforce 0
# vi /etc/selinux/config

A4 EN A= KVM hypervisor 7t AX| Z[0] UO{OF SHC}.

[root@fccompl ~1$ Ismod | grep kvm
kvm_amd 40665 0
kvm 333172 1 kvm_amd

_14_
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2. OpenStack Controller Node A X|

1) 2X =HI

JI2He R XY WI|XE ERISHC)

yum -y install tree wget mlocate bind-utils ntsysv man telnet
yum -y groupinstall "Development Tools"
yum -y install [ ibxml2-devel openssl-devel Irzsz tree mlocate

yum -y update

mo|M S QIS

=/ -

# python -V
Python 2.6.6

ANZtS712HE 218 ntp MH|AE EX[SICE ERA| /etc/ntp.conf Of ER MH| F&E FIhSHC.

# yum -y install ntp
# service ntpd start

MySQL HIO|E{H|O[£ M X

# yum -y install mysqgl mysqgl-server  MySQL-python
# chkconfig ——level 2345 mysqgld on

# service mysqld start

# /usr/bin/mysqladmin -u root password '##HHHHHH

# alias db="mysql -u root —pHi#itHH'

# mysqgl_secure_instal lation

OpenStack packages MX|E 3 yum repository A X|

Repository URL : http://repos.fedorapeople.org/repos/openstack/openstack-havana/epel-6/

# yum -y install http://repos.fedorapeople.org/repos/openstack/openstack-havana/rdo-release
—-havana-6.noarch.rpm

EPEL SHE 2| ZX|E{2| MK

# yum -y install http://dl.fedoraproject.org/pub/epel/6/x86_64/epel-release-6-8.noarch.rpm

OpenStack Ij7|X| AX]|

# yum -y install openstack-utils
# yum -y install openstack-selinux

OpenStack AMH|AQA AIR2Els ZE= Cr24F 2Lt

_15_
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Service TCP port
gpid 5672
keystone-all 35357
keystone-all 5000
glance-registry 9191
glance-api 9292
nova-novncproxy 6080
nova-Xxvpvncproxy 6081
nova-objectstore 3333
nova-api-metadata 8775
cinder-api 8776

(2) Messaging Server A X|

# yum -y install gpid-cpp-server memcached

# sed ——in-place 's/auth=yes/auth=no/' /etc/qgpidd.conf
# service gpidd start

# chkconfig gpidd on

MA|X| MH|A ZE™MHE

MH|A $E
gpid 5672

(3) Installing and Configuring the Identity Service

‘# yum -y install openstack-keystone python-keystoneclient

keystone python Ij7|X| MHX| Z=Z:

‘cd /usr/lib/python2.6/site-packages/keystone

AP Xt keystone O ZFJHEICH

# id keystone
uid=163(keystone) gid=163(keystone) groups=163(keystone)

7|Z HIOIHH|O|A7F AT AbX

rok

bt

‘# openstack-db ——drop —-service keystone

HIO[EH[O| A~ HIOl= 48

# openstack-db ——init -—-service keystone ——password keystone --rootpw 12345678
Verified connectivity to MySQL.

Creating 'keystone' database.

Initializing the keystone database, please wait...

Complete!

# echo "show tables from keystone" | mysql —u root —p######## keystone
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HolEHo]~ 2 27

openstack-config ——set /etc/keystone/keystone.conf #
sql connection mysql://keystone:keystone@127.0.0.1/keystone

# openss| rand -hex 10

9ddf8555a62b3b11c0c0

# export ADMIN_TOKEN=9ddf8555a62b3b11c0c0

# openstack-config --set /etc/keystone/keystone.conf DEFAULT admin_token $ADMIN_TOKEN

keystone 2 PKI token 2 AI3I2 2 PKI key?} certificate £ 24 SHC

# Is -la /etc/keystone/*

# Is —la /etc/keystone/ssl/

# keystone-manage pki_setup -—-keystone-user keystone ——keystone-group keystone
# |s —-la /etc/keystone/ssl/certs/x

# |Is —la /etc/keystone/ssl/private/*

# chown -R keystone:keystone /etc/keystone/*

QI= MO subject QF HRE Ol

# openss| x509 -in /etc/keystone/ssl/certs/ca.pem -subject —-dates -noout
subject= /C=US/ST=Unset/L=Unset/0=Unset/CN=www.example.com

notBefore=Apr 9 03:13:45 2014 GMT

notAfter=Apr 6 03:13:45 2024 GMT

Identity AMH|AZ A|ZFSICE

# service openstack-keystone start
# chkconfig openstack—-keystone on

keystone MH|A ZE HE

MH|A ZE
keystone-all 35357
keystone-all 5000

keystone 2 2IntY Z=z

‘# less /var/log/keystone/keystone. log

4) AFEXHuser), H|lY E(tenants), E(role) M

# echo $ADMIN_TOKEN
# export OS_SERVICE_TOKEN=$ADMIN_TOKEN
# export OS_SERVICE_ENDPOINT=http://fccont.kisti.re.kr:35357/v2.0
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#H2XE QAT HEHE 49, CHE MHIAE 9IS HEHE 44

# keystone tenant-create ——name=admin --description="Admin Tenant"
# keystone tenant-create -—name=service --description="Service Tenant"
# keystone tenant-create -—name=fedcloud --description="FedCloud Tenant"

oto|E| 448

# keystone user—create ——name=admin ——pass=admin ——emai |=sangwan@kisti.re.kr
# keystone user-create --name=sangwan --pass=sangwan -—email=sangwan@kisti.re.kr
E|RQS QB admin AT A (policyjson E1)

# keystone role-create ——name=admin
# keystone role-create ——name=_member_

B2 AEXOA F=ItsoF g

# keystone user-role-add —--user=admin —--tenant=admin --role=admin

# keystone user-role-add —--user=sangwan --tenant=fedcloud --role=_member_
# keystone user-role-add -—user=admin —-—tenant=fedcloud —-role=admin

# keystone user-role-list ——user=admin —-tenant=admin

| id | name | user_id | tenant_id |

| ec178cf928e14fd29aed86abe0978261 | admin | 3c97866a483e44fc9a5fal35aabebf45d | 8165163a12074a2ea3809dbc63al1822

# keystone user-role-list —-user=sangwan --tenant=fedcloud

| id | name | user_id | tenant_id |

| 9fe2ff9ee438401894a90878d3e92bab | _member_ | ad52cb62816a498a8eb5070b253c298a | 43a25673743144ch97e25917d98197b9 |

Defining Services and API endpoints

identity MH|A MM

# keystone service-create --name=keystone ——type=identity ——description="ldentity Service
"| tee a

# export IDENTITY_SERVICE_ID="grep ' id ' a | ank '{ print $4 }"°
# echo  IDENTITY_SERVICE_ID=$IDENTITY_SERVICE_ID

# keystone endpoint-create W

——service—id=$IDENTITY_SERVICE_ID
——publicurl=http://fccont.kisti.re.kr:5000/v2.0 W
——internalurl=http://fccont.kisti.re.kr:5000/v2.0 W

——adminur I=http://fccont.kisti.re.kr:35357/v2.0 | tee a

Verifying the Identity Service Installation
identity MH|AE HAZSI7| QslA OS_SERVICE_TOKEN and OS_SERVICE_ENDPOINT A2
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SR Bt
# unset OS_SERVICE_TOKEN OS_SERVICE_ENDPOINT

LHH Ol username 7[8tO| QIS O|SHL

# keystone ——os-username=admin ——os-password=admin ——os-auth-ur I=http://fccont.kisti.re.kr:
35357/v2.0  token-get

# keystone —--o0s-username=sangwan —-—-os-password=sangwan —--os-auth-ur|=http://fccont.kisti.r
e.kr:35357/v2.0  token-get

A7t EB AL OHS o3

The request you have made requires authentication. (HTTP 401)
FO{7 HHE QoM Q1F0| E|=X| =l

# keystone ——os-username=admin -—os-password=admin -—os-tenant-name=admin
—--os-auth-ur I=http://fccont.kisti.re.kr:35357/v2.0  token-get

# keystone ——os-username=sangwan —-o0s—password=sangwan —--os—tenant-name=fedcloud
--os-auth-ur I=http://fccont.kisti.re.kr:35357/v2.0  token-get

tot

328 T

r

# vi ~/openrc.sh

expor t OS_USERNAME=admin

export O0S_PASSWORD=admin

export OS_TENANT_NAME=admin

export OS_AUTH_URL=http://fccont .kisti.re.kr:35357/v2.0
# source ~/openrc.sh

# keystone  token-get

(5) Image Service A7
At http://docs.openstack.org/havana/install-guide/install/yum/content/ch_glance.html
O[O|X| MH|AE Chg HEHEZ FHEICH

glance-api : APl S&& EtZh image discovery, retrival, and storage
glance-registry: O|DO|X|2| HIEFHOIEIS ME, Ma|. HEIHO|E S size, type, S5O &
database : O|O|X| HE}GH|O|H S X%

- storage reposotory for image file :

O[O x| MH|A EX|

# yum -y install openstack-glance

HOlEHO]~ 2
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# openstack-config --set /etc/glance/glance-api.conf W
DEFAULT sql_connection mysql://glance:glance@127.0.0.1/glance
# openstack-config --set /etc/glance/glance-registry.conf W
DEFAULT sql_connection mysql://glance:glance@127.0.0.1/glance

create database and tables

# openstack-db —-init —-—service glance ——password glance --rootpw 12345678

create a glance user (password is glance)

keystone user—create —--name=glance ——pass=glance ——email=sangwan@kisti.re.kr
keystone user-role-add --user=glance -—tenant=service —--role=admin

glance MA™IQ! (glance-api.conf)

# openstack-config --set /etc/glance/glance-api.conf keystone_authtoken W
auth_uri http://fccont.kisti.re.kr:5000

# openstack-config --set /etc/glance/glance-api.conf keystone_authtoken W
auth_host fccont.kisti.re.kr

# openstack-config --set /etc/glance/glance-api.conf keystone_authtoken W
admin_tenant_name service

# openstack-config --set /etc/glance/glance-api.conf keystone_authtoken W
admin_user glance

# openstack-config --set /etc/glance/glance-api.conf keystone_authtoken W
admin_password glance

# openstack-config --set /etc/glance/glance-api.conf paste_deploy W
flavor keystone

glance A0}t (glance-registry.conf)

# openstack-config —-set /etc/glance/glance-registry.conf keystone_authtoken W
auth_uri http://fccont.kisti.re.kr:5000

# openstack-config --set /etc/glance/glance-registry.conf keystone_authtoken W
auth_host fccont.kisti.re.kr

# openstack-config --set /etc/glance/glance-registry.conf keystone_authtoken W
admin_tenant_name service

# openstack-config --set /etc/glance/glance-registry.conf keystone_authtoken W
admin_user glance

# openstack-config --set /etc/glance/glance-registry.conf keystone_authtoken W
admin_password glance

# openstack-config ——set /etc/glance/glance-registry.conf paste_deploy W
flavor keystone

# cp /usr/share/glance/glance-api-dist-paste.ini /etc/glance/glance-api-paste.ini
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‘# cp /usr/share/glance/glance-registry-dist-paste.ini /etc/glance/glance-registry-paste.ini

O|0|X| MH|AZ identity MH|AQ S2

keystone service-create ——-name=glance --type=image --description="Glance Image Service"
tee a
export SERVICE_ID="grep ' id ' a | awk '{ print $4 }"
echo  SERVICE_ID=$SERVICE_ID
keystone endpoint-create
—--service-id=$SERVICE_ID W

——publicurl=http://fccont.kisti.re.kr:9292 W
——internalur|=http://fccont.kisti.re.kr:9292 #

——adminur I=http://fccont.kisti.re.kr:9292

H O = — F

sheepdog I{7|X| AX| (Distributed Object Storage System for KVM/QEMU)

‘# rom —qi sheepdog

O|O]X| MH|A A|ZHS}7|

service openstack-glance-api restart
service openstack-glance-registry restart
chkconfig openstack-glance-api on
chkconfig openstack-glance-registry on

HF H H HF

O[O|X] MH|&~ ZEFH

MH|A ZE
glance-registry 9191
glance-api 9292

O[0X| 2AmMY A#Z

# chown glance.glance /var/log/glance/*.log
# less /var/log/glance/registry.log
# less /var/log/glance/api. log

(6) Verifying the Image Service Installation
HE O|OX| H2=E

# mkdir /tmp/images

( cd /tmp/images/ ; wget http://download.cirros-cloud.net/0.3.1/cirros-0.3.1-x86_64-disk.im
g )

# file /tmp/images/cirros-0.3.1-x86_64-disk.img

cirros—0.3.1-x86_64-disk.img: Qemu Image, Format: Qcow , Version: 2
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o|o|x| 4443}

# glance image-create ——-name="Cirr0S 0.3.1" ——disk-format=qgcow2 W

--container-format=bare --is-public=true < /tmp/images/cirros-0.3.1-x86_64-disk.img

| Property | Value |
| checksum | d972013792949d0d3ba628fbe8685bce I
| container_format | bare |
| created_at | 2014-04-09T04:08:33 |
| deleted | False |
| deleted_at | None |
| disk_format | gcow? |
| id | 30035163-a17d-4747-8969-1951360d5¢ce3 |
| is_public | True |
| min_disk | 0 |
| min_ram | 0 |
| name | Cirr0S 0.3.1

| owner | c42a3b24b4fed6178deb9730d4cc8fc9

| protected | False |
| size | 13147648 |
| status | active |
| updated_at | 2014-04-09T04:08:34 |

# glance image-|list
| 1D | Name | Disk Format | Container Format | Size | Status |
| 30035163-a17d-4747-8969-195f360d5ce3 | Cirr0S 0.3.1 | gcow? | bare | 13147648 | active |

(7) OpenStack Compute Service (nova)

&1 http://docs.openstack.org/havana/install-guide/install/yum/content/compute-service.html

Compute interacts with the Identity Service for authentication, Image Service for images, and

the Dashboard for the user and administrative interface.

nova MH|AE= ChE1 22 #8842 O|R0K UL,

API

nova-api AMH|A : end user ©| compute API S &E0| & OpenStack Compute API, Amazon
EC2 APIQ} ZtEZ|XIE |3 Admin APIZ F+AM.

nova-api-metadata A{H|A : instance2 2 E metadata 280 & LHIXOZ nova-network
MK|IA| multi-host ZE AT+ AMRE

Compute core

nova-compute T ZA|A : hypervisor APIE O|23}0 7tA Al CIAEAZ A|EStD SF25=

daemon.

_22_



EGI Federated Cloud == Jl&= 21M

nova-scheduler T2 M|A: queueA ZHATHA QIAEA QHS FSI0 O compute server
host Off Hd¥HAXE ZF.

nova-conductor 2 & : nova-compute 2} database AlO|Q| ZAH X} Hgt

Networing for VMs

- nova-network O|2: HEQZ A @™E XN2|g. (bridging interfaces A LE= iptables 1%
#H3E)

nova-dhcpbridge A3 EE : IP F£A leasesE FAESID GHO|EHH|O|A0 7|=THC}E (dnsmasq
dhcp-script 7| 52 0|&8%lL})

Console interface

- nova-consoleauth H&

nova-novncproxy 0|2
nova-console 0|2

nova-xvpnvncproxy O|=

- nova-cert 42

= Image management (EC2 scenario)
- nova-objectstore O &

- euca2ools EE}0|AE :

» Command-line clients and other interfaces
- nova Ec|0|HE

- nova-manage SZi0|AHE

= Other components

- The queue

- SQL database

Install Compute controller services

# yum install -y openstack-nova python-novaclient

database setting

# openstack-config ——set /etc/nova/nova.conf database connection mysql://nova:nova@127.0.
0.1/nova

configure Compute to use Qpid message broker

# openstack-config ——set /etc/nova/nova.conf #
DEFAULT rpc_backend nova.openstack.common.rpc.impl_gpid
# openstack-config ——set /etc/nova/nova.conf DEFAULT gpid_hostname fccont.kisti.re.kr

Create database and tables

# openstack-db —-init -—service nova ——-password nova --rootpw #i##iHHHH

Set the my_ip, vncserver_listen, and vncserver_proxyclient_address configuration options to the
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internal IP address of the controller node:

# openstack-config --set /etc/nova/nova.conf DEFAULT my_ip 10.1.1.1
# openstack-config ——set /etc/nova/nova.conf DEFAULT vncserver_listen 10.1.1.1 0.0.0.0
# openstack-config ——set /etc/nova/nova.conf DEFAULT vncserver_proxyclient_address 10.1.1.1

Create a nova user that Compute uses to authenticate with the Identity Service. Use the

service tenant and give the user the admin role:

# keystone user-create

# keystone user-role-add
# openstack-config ——set
# openstack-config —-set
# openstack-config —-set
# openstack-config —-set
# openstack-config --set
# openstack-config --set
# openstack-config --set
# openstack-config ——set

ME| & g

HH B H HF

--name=nova --pass=nova --emai |=sangwan@kisti.re.kr
—--user=nova -—tenant=service —-role=admin
DEFAULT auth_strategy keystone

/etc/nova/nova.
/etc/nova/nova.
/etc/nova/nova.
/etc/nova/nova.
/etc/nova/nova.
/etc/nova/nova.
/etc/nova/nova.
/etc/nova/nova.

—-service-id=$SERVICE_ID #
——publicurl=http://fccont.kisti.re.

——internalurl=http://fccont .kisti.re.
——adminur I=http://fccont.kisti.re.

MH|A A|EESET|

conf
conf
conf
conf
conf
conf
conf
conf

keystone_authtoken
keystone_authtoken
keystone_authtoken
keystone_authtoken
keystone_authtoken
keystone_authtoken
DEFAULT api_paste

auth_host fccont.kisti.re.kr
auth_protocol http

auth_port 35357

admin_user nova
admin_tenant_name service
admin_password nova

config /etc/nova/api-paste.ini

keystone service-create ——name=nova --type=compute --description="Nova Compute service" | tee a
export SERVICE_ID="grep ' id 'a | awk '{ print $4 }"°
echo  SERVICE_ID=$SERVICE_ID
keystone endpoint-create W

Kr:8774/v2/%W( tenant_id)s W
kr:8774/v2/%W( tenant_id)s W
kr:8774/v2/%( tenant_id#)s

# service openstack-nova-api restart
# service openstack-nova-metadata—api restart
# service openstack-nova-cert restart
# service openstack-nova-cells restart
# service openstack-nova-conductor restart
# service openstack-nova-network restart
# service openstack-nova-scheduler restart
# service openstack-nova-xvpvncproxy restart
# service openstack-nova-novncproxy restart
# service openstack-nova-console restart
# service openstack-nova-consoleauth restart
nova AH|A ZE
MH| A ITrE
nova-novncproxy 6080
nova-Xvpvncproxy 6081
nova-objectstore 3333
nova-api 87738774
nova-api-metadata 8775

_24_



EGI Federated Cloud == Jl&= 21M

3. OpenStack Compute Node AX]

(1) compute node AX|
mysql S2t0|1E 2t0|E2{2| HX|

# yum -y install mysgl  MySQL-python

Enable the OpenStack packages for the distribution

# yum -y install http://repos.fedorapeople.org/repos/openstack/openstack-havana/rdo-release
—-havana-6.noarch.rpm

# yum -y install http://dl.fedoraproject.org/pub/epel/6/x86_64/epel-release-6-8.noarch.rpm
# yum -y install openstack-utils

compute MH|A AX|

# yum install -y openstack—-nova—-compute

/etc/nova/nova.conf =M

# openstack-config ——set /etc/nova/nova.conf database connection mysql://nova:nova@fccont .k
isti.re.kr/nova

# openstack-config ——set /etc/nova/nova.conf DEFAULT auth_strategy keystone

# openstack-config ——set /etc/nova/nova.conf keystone_authtoken auth_host fccont.kisti.re.
kr

# openstack-config -—-set /etc/nova/nova.conf keystone_authtoken auth_protocol http

# openstack-config --set /etc/nova/nova.conf keystone_authtoken auth_port 35357

# openstack-config --set /etc/nova/nova.conf keystone_authtoken admin_user nova

# openstack-config --set /etc/nova/nova.conf keystone_authtoken admin_tenant_name service
# openstack-config ——set /etc/nova/nova.conf keystone_authtoken admin_password nova

Qpid message broker A7

# openstack-config ——set /etc/nova/nova.conf #
DEFAULT rpc_backend nova.openstack.common.rpc.impl_gpid
# openstack-config ——set /etc/nova/nova.conf DEFAULT gpid_hostname fccont.kisti.re.kr

Configure Compute to provide remote console access to instances.

# openstack-config --set /etc/nova/nova.conf DEFAULT my_ip 10.1.1.2
# openstack-config --set /etc/nova/nova.conf DEFAULT vnc_enabled True
# openstack-config --set /etc/nova/nova.conf DEFAULT vncserver_listen 0.0.0.0
# openstack-config ——set /etc/nova/nova.conf DEFAULT vncserver_proxyclient_address 10.1.1.2
# openstack-config --set /etc/nova/nova.conf W
DEFAULT novncproxy_base_ur | http://fccont.kisti.re.kr:6080/vnc_auto.html

Specify the host that runs the Image Service.

# openstack-config -—set /etc/nova/nova.conf DEFAULT glance_host fccont.kisti.re.kr
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‘# openstack-config ——set /etc/nova/nova.conf DEFAULT api_paste_config /etc/nova/api-paste.ini

# vi /etc/nova/api-paste.ini

[filter:authtoken]

paste.filter_factory = keystoneclient.middleware.auth_token:filter_factory
auth_host = fccont.kisti.re.kr

auth_port = 35357

auth_protocol = http

admin_tenant_name = service

admin_user = nova

admin_password = nova

Start the Compute service and configure it to start when the system boots.

service libvirtd start

service messagebus start

chkconfig libvirtd on

chkconfig messagebus on

service openstack-nova-compute start
chkconfig openstack-nova-compute on

H H O HF H HF H

Enable Networking

# yum install -y openstack—-nova-network

# openstack-config ——set /etc/nova/nova.conf DEFAULT network_manager nova.network.manager .F
latDHCPManager

# openstack-config --set /etc/nova/nova.conf DEFAULT W

firewall_driver nova.virt.libvirt.firewall.IptablesFirewal|Driver
openstack-config ——set /etc/nova/nova.conf DEFAULT network_size 254
openstack-config --set /etc/nova/nova.conf DEFAULT allow_same_net_traffic False
openstack-config ——set /etc/nova/nova.conf DEFAULT multi_host True
openstack-config —-set /etc/nova/nova.conf DEFAULT send_arp_for_ha True
openstack-config ——set /etc/nova/nova.conf DEFAULT share_dhcp_address True
openstack-config --set /etc/nova/nova.conf DEFAULT force_dhcp_release True
openstack-config ——set /etc/nova/nova.conf DEFAULT flat_interface em2
openstack-config --set /etc/nova/nova.conf DEFAULT flat_network_bridge br100
openstack-config --set /etc/nova/nova.conf DEFAULT public_interface em1

FH oFH HF H H H H FH H

# vi /etc/nova/nova.conf
[database]
connection = mysql://nova:nova@fccont.kisti.re.kr/nova
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Provide a local metadata service that is reachable from instances on this compute node.

Perform this step only on compute nodes that do not run the nova-api service.

# yum install -y openstack-nova-api
# service openstack—-nova-metadata-api restart
# chkconfig openstack-nova—-metadata—-api on

Start the network service and configure it to start when the system boots

# service openstack-nova-network restart
# chkconfig openstack-nova-network on

nova AlH|A ZE

MH|A TE

nova-api-metadata 8775
# service openstack-nova-api restart
# service openstack-nova-metadata—api restart
# service openstack—-nova-cert restart
# service openstack-nova-cells restart
# service openstack-nova-conductor restart
# service openstack-nova—-network restart
# service openstack-nova-scheduler restart

EOnY 4=

# vi /var/log/nova/compute. |og
# vi /var/log/nova/metadata-api. log
# vi /var/log/nova/network. log

4. Network M7H

HEYa 4y

# nova network-create vmnet —-—fixed-range-v4=10.1.2.0/24 --bridge=br100 --multi-host=T
# nova network-1list

ID Label | Cidr

d4eb558c-71f1-47b4-ad78-cd947644de5c | vmnet | 10.1.2.0/24

+ — + — +

AHSt ™ ofZat 20| ofH F

‘# nova net-delete  d4eb558c-71f1-47bd4-ad78-cd947644de5¢c
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vpn_private_address
vpn_pub|ic_address
vpn_public_port

# nova network-show vmnet

| Property | Value |
| bridge | br100 |
| bridge_interface | -

| broadcast | 10.1.2.255 |
| cidr | 10.1.2.0/24 |
| cidr_v6 | - |
| created at | 2014-07-04T707:20:07.000000 |
| deleted | 0 |
| deleted_at | -

| dhcp_start | 10.1.2.2 |
| dns1 | 8.8.4.4 |
| dns2 | - |
| gateway | 10.1.2.1 |
| gateway_v6 | - |
| host | - |
| id | ccf834ad-3817-4916-b6c0-799fe88915¢0 |
| injected | False |
| label | vmnet |
| multi_host | True

| netmask | 255.255.255.0 |
| netmask_v6 | - |
| priority | - |
| project_id | -

| rxtx_base | - |
| updated_at | - |
| vian | - |
| | |
| | |
| | |

DAE JHE HY|

# nova host-list

| host_name | service | zone

| fccont.kisti.re.kr | conductor | internal |
| fccont.kisti.re.kr | cert | internal |
| fccont.kisti.re.kr | cells | internal |
| fccont.kisti.re.kr | scheduler | internal |
| fccont.kisti.re.kr | consoleauth | internal |
| fccont.kisti.re.kr | console | internal

| fccont.kisti.re.kr | network | internal

| fccompl.kisti.re.kr | compute | nova |
| fccompl.kisti.re.kr | network | internal

nova hypervisor—1|ist

_28_




EGI Federated Cloud == Jl&= 21M

Hypervisor hostname

fccompl.kisti.re.kr

# nova hypervisor—show 1

| Property | Value |
| cpu_info_arch | x86_64

| cpu_info_features | ["omi1", "perfctr_nb", "perfctr_core", "topoext", "nodeid_msr
"o "tee", "lwp", "wdt", "skinit", "ibs", "osvw", "cr8legacy", "extapic", "cmp_legacy", "fxs
r_opt", "mmxext", "osxsave", "monitor", "ht", "vme"] |

| cpu_info_model | Opteron_G5

| cpu_info_topology_cores | 64

| cpu_info_topology_sockets | 1

| cpu_info_topology_threads | 1

| cpu_info_vendor | AMD

| current_workload | 0 |
| disk_available_least | 35 |
| free_disk_gb | 49 |
| free_ram_mb | 257787 |
| hypervisor_hostname | fccompl.kisti.re.kr |
| hypervisor_type | QEMU |
| hypervisor_version | 12001 |
| id | 1

| local_gb | 49 |
| local_gb_used | 0

| memory_mb | 258299 |
| memory_mb_used | 512 |
| running_vms | 0 |
| service_host | fccompl.kisti.re.kr |
| service_id | 5 |
| vcpus | 64 |
| vcpus_used | 0 |
5. OIAEIA AlSHS] 7|

ssh key H443}7|

# ssh-keygen -t rsa
# nova keypair-add ——pub_key ~/.ssh/id_rsa.pub  mykey

# nova keypair-list

Name Fingerprint

!
T
!

+

33:64:41:29:61:d9:31:84:63:35:86:11:37:01:77:84 |

|
mykey |
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flavor =3|517| (FHAHAl QIAEAOl CPUZIZ4, RAM A7|E HO|)

# nova flavor-1list

| ID | Name | Memory_MB | Disk | Ephemeral | Swap | VCPUs | RXTX_Factor | Is_Public |

[ 1 | ml.tiny | 512 | 1 | 0 | | 1 | 1.0 | True I

| 2 | mi.small | 2048 |20 |0 | | 1 | 1.0 | True I

| 3 | ml.medium | 4096 |40 |0 | | 2 | 1.0 | True I

| 4 | mi.large | 8192 | 80 |0 | | 4 | 1.0 | True I

| 5 | ml.xlarge | 16384 | 160 | 0 | | 8 | 1.0 | True I
QIAEHAONM AMEE O|O|X| ID F5}7|

# nova image-list | tee a

| ID | Name | Status | Server |

| e0ded5b7-b533-4a2c-a77a-63c101f77583 | Cirr0S 0.3.1 | ACTIVE |

#

#

export ID="grep Cirr0S a | awk '{ print $2 }"°
echo $ID

QIAE AR SSHRt pingE 8HA| security group 122 A7

# nova secgroup-add-rule default tcp 22 22 0.0.0.0/0

# nova secgroup-add-rule default icmp -1 -1 0.0.0.0/0

| IP Protocol | From Port | To Port | IP Range | Source Group |
| tcp | 22 | 22 | 0.0.0.0/0 | |
| IP Protocol | From Port | To Port | IP Range | Source Group |
| icmp | -1 | -1 | 0.0.0.0/0 | |
# nova secgroup-1|ist

| Id | Name | Description |

| 1 | default | default

# nova secgroup-list-rules default

| IP Protocol | From Port | To Port | IP Range | Source Group |
| tcp | 22 | 22 | 0.0.0.0/0 | |
| icmp | -1 | -1 | 0.0.0.0/0 | |
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floating ip Hel CHY 957

nova-manage floating create ——pool nova ——ip_range 150.183.250.176/29

# nova-manage floating |ist

None 150.183.250.177 None nova eth0
None 150.183.250.178 None nova eth0
None 150.183.250.179 None nova eth0
None 150.183.250.180 None nova ethO
None 150.183.250.181 None nova ethO
None 150.183.250.182 None nova eth0

AI-X-" =13 [[H

= =

Ch=2ak 20| ottt

rir

nova-manage floating delete 150.183.250.176/29

Al nova boot --flavor flavorType --key_name keypairName --image ID newlnstanceName

;- - - — — — — — — + — 4 #* 3

export flavor=3

nova boot ——flavor $flavor ——key_name mykey --image $ID --security_group default test
Property | Value |
0S-DCF :diskConfig | MANUAL |
0S-EXT-AZ:availability_zone | nova

0S-EXT-SRV-ATTR:host | - |
0S-EXT-SRV-ATTR:hypervisor_hostname | - |
0S-EXT-SRV-ATTR: instance_name | instance-00000001 |
0S-EXT-STS:power_state | 0

0S-EXT-STS: task_state | scheduling

0S-EXT-STS:vm_state | building
0S-SRV-USG: launched_at | -
0S-SRV-USG: terminated_at

access|Pv4 | |
access|Pv6 | |
adminPass | YC2irZBXYHNg |
config_drive | |
created | 2014-07-04T07:22:557 |
flavor | m1.medium (3) |
host Id | |
id | e3705164-7fb7-41d2-a68c-6c0b396abal6 |
image | Cirr0S 0.3.1 (06a773b6-d904-4084-962f-32874dd2336a) |
key_name | mykey |
metadata | {} |
name | cirr0S |
os—-extended-volumes:volumes_attached | []

progress | 0 |
secur ity_groups | default |
status | BUILD |
tenant_id | e4c9balbi47d4cab8abbbd5e0c8c9524 |
updated | 2014-07-04T07:22:557 |

user_id | 7798cd020b3d04017bc611f6a0230a365 |

YDA QIABIA BAE
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# nova list

| 1D | Name | Status | Task State | Power State | Networks |

| 3a92cc6f-319f-4030-8e48-37¢6e5066305 | cirr0S | BUILD | spawning | NOSTATE | vmnet=10.1.1.2 |

| 3a92cc6f-319f-4030-8e48-37¢6e5066305 | cirr0S | ACTIVE | - | Running | vmnet=10.1.1.2 |
HA EEQAM virsh list 2 MME OIAHAE 30|

# virsh list
Id Name State

1 instance—-00000001 running

nova-manage AtSH

# nova-manage

usage: nova-manage [-h] [-—config-dir DIR] [-—config-file PATH] [--debug]
[--log-config PATH] [--log-date-format DATE_FORMAT]
[——log-dir LOG_DIR] [--log-file PATH] [--log-format FORMAT]
[--nodebug] [-—nouse-syslog] [--noverbose]
[--syslog-log-facility SYSLOG_LOG_FACILITY] [-—use-syslog]
[--verbose] [--version]

# nova-manage service list

Binary Host Zone Status State Updated_At

nova—-conductor  fccont.kisti.re.kr internal enabled =) 2014-09-01 06:05:23
nova-cer t fccont .kisti.re.kr internal enabled XXX 2014-08-28 10:33:39
nova-cel ls fccont .kisti.re.kr internal enabled XXX 2014-08-28 10:33:39
nova-scheduler  fccont.kisti.re.kr internal enabled =) 2014-09-01 06:05:24
nova-consoleauth fccont.kisti.re.kr internal enabled XXX 2014-08-28 10:33:40
nova-console fccont.kisti.re.kr internal enabled XXX 2014-08-28 10:33:40
nova—network fccont .kisti.re.kr internal enabled =) 2014-09-01 06:05:25
nova-compute fccompl.kisti.re.kr nova enabled =) 2014-09-01 06:05:24
nova—network fccompl.kisti.re.kr internal enabled =) 2014-09-01 06:05:25

SAE g|AE

# nova-manage host |ist

host zone
fccont .kisti.re.kr internal
fccompl.kisti.re.kr nova
fccomp2.Kisti.re.kr nova

VM QIAEAOl BL27 HY|

# nova console-log cirr0S

[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu

[ 0.000000] Linux version 3.2.0-37-virtual (buildd@allspice) (gcc version 4.6.3 (Ubuntu/Linaro 4.
6.3-1ubuntub) ') #58-Ubuntu SMP Thu Jan 24 15:48:03 UTC 2013 (Ubuntu 3.2.0-37.58-virtual 3.2.35)

[ 0.000000] Command |ine: LABEL=cirros-rootfs ro console=ttyl console=ttyS0
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[ 0.000000] KERNEL supported cpus:
[ 0.000000] Intel Genuinelntel

[ 0.000000]  AMD AuthenticAMD

[ 0.000000]  Centaur CentaurHauls

info: initramfs: up at 1.26
GROWROOT: CHANGED: partition=1 start=16065 old: size=64260 end=80325 new: size=83859300,end=83875365
info: initramfs loading root from /dev/vdal
info: /etc/init.d/rc.sysinit: up at 1.46
Starting logging: OK
Initializing random number generator... done.
Starting acpid: OK
cirros—ds 'local' up at 1.57
no results found for mode=local. up 1.60. searched: nocloud configdrive ec2
Starting network. ..
udhcpe (v1.20.1) started
Sending discover. ..
Sending select for 10.1.2.2...
Lease of 10.1.2.2 obtained, lease time 120
deleting routers
route: SIOCDELRT: No such process
adding dns 10.1.2.1
cirros-ds 'net' up at 1.74
checking http://169.254.169.254/2009-04-04/ instance-id
successful after 1/20 tries: up 1.75. iid=i-00000004
found datasource (ec2, net)
Starting dropbear sshd: generating rsa key... generating dsa key... OK
/run/cirros/datasource/data/user-data was not '#!' or executable
=== network info ===
if-info: lo,up,127.0.0.1,8,::1
if-info: ethO,up,10.1.2.2,24,fe80::f816:3eff:febe:5543
ip-route:default via 10.1.2.1 dev ethO
ip-route:10.1.2.0/24 dev eth0 src 10.1.2.2
=== datasource: ec2 net ===
instance-id: i-00000004
name: N/A
availability-zone: nova
local-hostname: cirros.novalocal
launch-index: 0
=== cirros: current=0.3.1 uptime=4.11 ===
l W
[ W
w_ // /0 0 W/ ]
http://cirros-cloud.net

login as 'cirros' user. default password: 'cubswin:)'. use 'sudo' for root.
cirros login:

ping O2 QAHAR HESI oA HAE

[fccompl] ping 10.1.2.2

PING 10.1.2.2 (10.1.2.2) 56(84) bytes of data.

64 bytes from 10.1.2.2: icmp_seg=1 tt1=64 time=0.175 ms

64 bytes from 10.1.2.2: icmp_seg=2 ttl=64 time=0.122 ms

~C

-—— 10.1.2.2 ping statistics ——

2 packets transmitted, 2 received, 0% packet loss, time 1966ms
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rtt min/avg/max/mdev = 0.122/0.148/0.175/0.029 ms

OIAEAZ ssh 291 &}7|

[root@fccompl ~1$ ssh -o StrictHostKeyChecking=no -1 cirros 10.1.2.2
cirros@10.1.2.2's password: cubswin:)

$ hostname

cirros

$ ifconfig ethO

eth0 Link encap:Ethernet HWaddr FA:16:3E:64:28:67

inet addr:10.1.2.2 Bcast:10.1.2.255 Mask:255.255.255.0
inet6 addr: fe80::f816:3eff:feb64:2867/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:271 errors:0 dropped:0 overruns:0 frame:0

TX packets:273 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:45166 (44.1 KiB) TX bytes:45653 (44.5 KiB)

QIAEA AR W

# nova delete 3a92cc6f-3191-4030-8e48-37¢c6e5066305

6. Block Storage Service (cinder) 4X]
F K
http://docs.openstack.org/havana/install-quide/install/yum/content/block-storage-service.html

EEAER|X| MH|AE= volume, volume snapshot, volume typeE 2|30t CFS 2HQA7F

C}.
- cinder-api.

- cinder-volume

- cinder-scheduler daemon

- Messaging queue

7| x| 2%

# yum install -y  openstack-cinder openstack-utils openstack-sel inux

MySQL HIO|EH|O[£ 27.

# openstack-config ——set /etc/cinder/cinder.conf W
database connection mysql://cinder:cinder@fccont.kisti.re.kr/cinder

ME|A dd

# openstack-db ——init —-—service cinder ——password cinder —-rootpw ######
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MER 48

# keystone user-create ——name=cinder —--pass=cinder --email=cinder@example.com
# keystone user-role-add --user=cinder —--tenant=service —--role=admin

9ol

=3l M
—-Oo

- =0O

# vi /etc/cinder/api-paste.ini

[filter:authtoken]
paste.filter_factory=keystoneclient.middleware.auth_token:filter_factory
auth_host=fccont.kisti.re.kr

auth_port = 35357

auth_protocol = http

auth_uri = http://fccont.kisti.re.kr:5000

admin_tenant_name=service

admin_user=cinder

admin_password=cinder

HA|X| E2FH(gpid) 8™

# openstack-config ——set /etc/cinder/cinder.conf DEFAULT rpc_backend cinder.openstack.comm
on.rpc.impl_gpid
# openstack-config ——set /etc/cinder/cinder.conf DEFAULT gpid_hostname fccont.kisti.re.kr

MHEIA S5 XY

# keystone service-create -—name=cinder --type=volume --description="Cinder Volume Service
| tee a

# export SERVICE_ID="grep ' id ' a | awk '{ print $4 }"°

# echo  SERVICE_ID=$SERVICE_ID

# keystone endpoint-create W
--service-id=$SERVICE_ID i
—-—publicurl=http://fccont . kisti.re.kr:8776/v1/%( tenant_id#)s W
——internalur I=http://fccont .kisti.re.kr:8776/v1/%W(tenant_idi)s W
——adminur I=http://fccont .kisti.re.kr:8776/v1/%#(tenant_id#)s | tee a

™2 AMH|A API S&

# keystone service-create ——name=cinderv2 —-type=volumev2 W
--description="Cinder Volume Service V2" | tee a

export IDENTITY_SERVICE_ID="grep ' id ' a | awk '{ print $4 }"°

echo  IDENTITY_SERVICE_ID=$IDENTITY_SERVICE_ID

endpoint A4

# keystone endpoint-create W
—-service-id=$SERVICE_ID #
——publicur l=http://fccont.kisti.re.kr:8776/v2/%( tenant_id#)s W

_35_



EGI Federated Cloud == Jl&= 21M

——internalurl=http://fccont .kisti.re.kr:8776/v2/%(tenant_id#)s W
——adminur I=http://fccont.kisti.re.kr:8776/v2/%( tenant_idi)s

cinder MH|A A|ZRf

service openstack-cinder-api start
service openstack-cinder-scheduler start
chkconfig openstack-cinder-api on
chkconfig openstack-cinder-scheduler on

HF H H HF

nova A70| =7}

# vi /etc/nova/nova.conf

cinder_catalog_info=volume:cinder:http://fccont.kisti.re.kr:8776/
‘WQ

7. Dashboard A X|
iy 7| x| MX]|

# yum install -y memcached  python-memcached mod_wsgi openstack-dashboard
# rom —gl  mod_wsgi
# rpm —gl openstack-dashboard

dashboard A&

# vi /etc/httpd/conf.d/openstack-dashboard.conf

WSGIDaemonProcess dashboard
WSGIProcessGroup dashboard
WSGISocketPrefix run/wsgi

WSGIScriptAlias /dashboard /usr/share/openstack-dashboard/openstack_dashboard/wsgi/django.w
sgi
Alias /static /usr/share/openstack-dashboard/static

<Directory /usr/share/openstack-dashboard/openstack_dashboard/wsgi>
<|fModule mod_deflate.c>
SetOutputFilter DEFLATE
<| fModule mod_headers.c>
# Make sure proxies don’ t deliver the wrong content
Header append Vary User—Agent env=!dont-vary
</1fModule>
</|fModule>

Order allow,deny
Allow from all
</Directory>

<Directory /usr/share/openstack-dashboard/static>

_36_



EGI Federated Cloud == Jl&= 21M

<|fModule mod_expires.c>
ExpiresActive On
ExpiresDefault "access 6 month"
</|fModule>
<|fModule mod_deflate.c>
SetOutputFilter DEFLATE
</|fModule>

Order allow,deny
Allow from all
</Directory>

memcached ZE 2}0I

# grep PORT /etc/sysconfig/memcached
PORT="11211"

local_settings =7

/etc/openstack-dashboard/local_settings =M% 0| httpdE XAl ofjof Tt

# vi /etc/openstack-dashboard/local_settings
(/usr/share/openstack-dashboard/openstack_dashboard/local/local_settings.py)

18

#DEBUG = False

DEBUG = True
1103
CACHES = {
"default': {
'BACKEND' : 'django.core.cache.backends. locmem.LocMemCache ',

'LOCATION': '127.0.0.1:11211"

}
# https://docs.djangoproject .con/en/dev/ ref/set t ings/#al lowed-hosts
ALLOVED_HOSTS = ['=']

1129

OPENSTACK_HOST = "127.0.0.1"

‘wg
MH[A XHA|EE

# service httpd restart
# service memcached restart
# chkconfig httpd on

# chkconfig memcached on

dashboard M=, HE|RME CIE A2 ™3I0

http://fccont.kisti.re.kr/dashboard/

_37_




dashboard &

openstack

zh2|xt

Al T

M

openstack

k2Rt

Al2ELTE

ofof#El

e

openstack

k2| Kt

A2 e
=

SOl HIOH

a|

Flavors

01orE|

7=

EGI Federated Cloud == Jl&= 21M
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H3™ vOMS

VOMS [1] MH|A+&= RFC 3820 0Off Z7|Ht2 X509 ZmEA|IE At Ueh], -rfc NS HME 2t

al A
olg| ArE 6HO|: SICH HE9| X509 QIZML{A O ZEA= HHEl keystone MHO| CIZSELZE A}
g8 + 7t Yt

2 EAMO0|A= OpenStack Havana H{Z19| KeystoneO| VOMS Q1&Z2 & = JYLE o= HHS
gesict DBO| $M2 Wegon, 9Rol 22119 HE2 MX|7} =t 122z o 359
oI5

Yy &7 0]80| 7tsStrt.
VOMS Q15 2 E2 Keystone O| http AMB{ 2| WSGI application @2 AW 0{0F StC}. hittp AH
O SSL 2 enable E|0{0f BtC}. XY Z A= Keystone V2 API 02t SEtSICY,
[1] http://en.wikipedia.org/wiki/VOMS

2P
Keystone VOMS Q& BREL2 GHII9| ZF=Jt&0l mj7|X|E& LTt £ keystone & WSGI
application @& http A0 A AlZS|OF St
= Keystone >= Havana.
m EUgridPMA CA certificates at the latest version.
» fetch-crl package.
= VOMS libraries.

= HTTP server with WSGI enabled.

(1) EUgridPMA CA certificates M X|

# cd /etc/yum.repos.d

# wget http://repository.egi.eu/sw/production/cas/1/current/repo-files/EGI-trustanchors.repo
# cat EGl-trustanchors.repo

# yum install -y ca-policy-egi-core

fetch-crl AX|

# yum install -y fetch-crl

# /usr/sbin/fetch-crl -h

# /sbin/chkconfig fetch-crl-cron on
# /sbin/service fetch-crl-cron start
# touch /etc/sysconfig/fetch-crl

# time /usr/sbin/fetch-crl

(2) VOMS zto|=g{z| AX|

# yum -y install voms

keystone A £+
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# vi /etc/keystone/keystone.conf

[paste_deploy]

# Name of the paste configuration file that defines the available pipelines

# config_file = /usr/share/keystone/keystone-dist-paste.ini

config_file = /etc/keystone/keystone-paste.ini

:Wq

# cp /usr/share/keystone/keystone-dist-paste.ini /etc/keystone/keystone-paste.ini

(3) OfmpX| EAH HX|et 27

Apache 0 WSGI 2} mod_ssl & AY3tC}.

# yum -y install mod_wsgi mod_ss| httpd php

OtmiX| MHE CtZ1at 0| dH3tCt
ZEMHMD = J7|E keystone It S5 m|st7| f|sf 5001, 35358 = BtLC}.
# cp /etc/httpd/conf/httpd.conf  /etc/httpd/conf/httpd.conf.orig

# vi /etc/httpd/conf/httpd.conf
WSGISocketPrefix  /var/log/httpd

Listen 5001
<VirtualHost _default_:5001>
LogLevel warn

ErrorlLog /var/log/httpd/5001_error.log
CustomLog  /var/log/httpd/5001_ss|_access.log combined

SSLEngine on

SSLCertificateFile /etc/ssl/certs/hostcert.pem
SSLCertificateKeyFile /etc/ssl/private/hostkey.pem
SSLCACertificatePath /etc/grid-security/certificates
SSLCARevocat ionPath /etc/grid-security/certificates

SSLVerifyClient optional

SSLVerifyDepth 10

SSLProtocol all -SSLv2

SSLCipherSuite ALL: TADH: IEXPORT: 1SSLv2:RC4+RSA:+H|GH:+MEDIUM: +LOW
SSLOptions +StdEnvVars +Expor tCer tData

WSGIDaemonProcess keystone user=keystone group=keystone processes=1 threads=1
WSGIScriptAlias / /usr/lib/cgi-bin/keystone/main
WSGIProcessGroup keystone

</VirtualHost>

Listen 35358
<VirtualHost _default_:35358>
LogLevel warn
ErrorLog /var/log/httpd/35358_error . log
CustomLog  /var/log/httpd/35358_ss!|_access. log combined

SSLEngine on
SSLCertificateFile /etc/ssl/certs/hostcert.pem
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SSLCertificateKeyFile /etc/ssl/private/hostkey.pem
SSLCACer tificatePath /etc/grid-security/certificates
SSLCARevocat ionPath /etc/grid-security/certificates

SSLVerifyClient optional

SSLVerifyDepth 10

SSLProtocol all -SSLv2

SSLCipherSuite ALL: 'ADH: EXPORT: 1SSLv2:RC4+RSA:+HIGH: +MED | UM: +LOW
SSLOptions +StdEnvVars +ExportCertData

WSGIDaemonProcess  keystoneapi user=keystone group=keystone processes=1 threads=1
WSGIScriptAlias / lusr/lib/cgi-bin/keystone/admin
WSGIProcessGroup keystoneapi

</VirtualHost>

SSLVerifyClient &M optional 2 37| OF0] VOMS ZEAJL Q= AHEE2  keystone

credential 2 QI=0| 7}53}Ct.

Keystone & WSGI application @2 A&sI7| Jof WSGLI A3 & EJ} ZQdiCt
0|42 keystone | ZX|E{2[0f ZEz|0of ULt
https://github.com/openstack/keystone/blob/stable/havana/httpd/keystone.py

of A3 EEE Mot Ltz 20| 385 U= Eot

# mkdir -p /usr/lib/cgi-bin/keystone/

# cd /usr/lib/cgi-bin/keystone/

# wget https://raw.githubusercontent.com/openstack/keystone/stable/havana/httpd/keystone.py
# In Jusr/lib/cgi-bin/keystone/keystone.py /usr/lib/cgi-bin/keystone/main

# In /usr/lib/cgi-bin/keystone/keystone.py /usr/lib/cgi-bin/keystone/admin

# yum install -y python-paste-deploy

/etc/grid-security Off QUBME ZALSH =Lt

MM

cd /etc/grid-security

chmod 644 hostcert.pem

chmod 644 hostkey.pem

cd /etc/ssl 5 In-s ../pki/tls/private

cp /etc/grid-security/hostcert.pem /etc/ssl/certs/hostcert.pem
cp /etc/grid-security/hostkey.pem /etc/ssl/private/hostkey.pem

HF OH FH O FHF HF FHF

httpd A{H{2 A|ZISHCE

# /etc/init.d/httpd restart

OtmtX| 20| A mod_ssl It} mod_wsgi °| S2t2 =HQIsiCt.

—

# tail -f /var/log/httpd/error_log
[Mon Apr 28 14:47:09 2014] [notice] Apache/2.2.15 (Unix) DAV/2 mod_ssl/2.2.15 OpenSSL/1.0.1
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\e—fips mod_wsgi/3.2 Python/2.6.6 configured —— resuming normal operations

WSGI Socket & =9I

# cd /var/log/ ; |l =.sock

SrWX————-— . 1 apache root 0 Jul 27 03:06 httpd.194515.1.1.sock
STWX—————— . 1 apache root 0 Jul 27 03:06 httpd.194515.1.2.sock
Srwx————-- . 1 apache root 0 Jul 27 03:06 httpd.194515.1.3.sock

OHm}X| MHOo| SHAMKO=Z OPENSSL ALLOW_PROXY CERTS & 1 2 MXsjjof siCt O|A
X509 TEA| QIZME OpenSSL Of| A QIAIEH 2 Q1A S| =L},

rlo

# vi /etc/init.d/httpd
export OPENSSL_ALLOW_PROXY_CERTS=1

‘wq
# /etc/init.d/httpd restart

curl I olgstol B Ol W

# export CURL_OPTION="--capath /etc/grid-security/certificates"

# cur | $CURL_OPTION —-i -X POST https://fccont.kisti.re.kr:35358/v2.0/tokens —-H "Content-Typ
e: application/json" -H "User—-Agent: python-keystoneclient" -d '{"auth": {"tenantName": "ad
min", "passwordCredentials": {"username": "admin", "password": "admin"}}}'

(4) SQL Token driver A%

# grep "driver =" /etc/keystone/keystone.conf | grep Token
# vi /etc/keystone/keystone.conf
[ token]

driver = keystone. token.backends.sql.Token

O e O HAIX|E AStH keystone.conf 0Off Z=7}5HCE

[DEFAULT]
debug = True
verbose = True

(5) VOMS module AX|
python-pip A X|

# yum install -y python-pip.noarch git swig
# yum install -y openssl-devel py thon-deve |
# yum -y groupinstall "Development Tools"

Keystone VOMS module A X|
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# pip uninstall keystone-voms

# cd /root

# git clone git://github.com/IFCA/keystone-voms.git -b stable/havana
# yum install -y python-m2ext

# pip install . 2>&1 | tee i.log

Successful ly installed python-keystone-voms
Cleaning up...

X =l

# pip list | grep keystone
keystone (2013.2.3)

py thon-keystone-voms (2013.2)
python-keystoneclient (0.7.1)

2XE=

/usr/1ib/python2.6/site-packages/keystone_voms
/usr/1ib/python2.6/site-packages/python_keystone_voms-8749337-py2.6.egg-info

(6) Keystone VOMS module ZHd3}35}7|

# vi /etc/keystone/keystone.conf

config_file = /etc/keystone/keystone-paste.ini
el

# vi /etc/keystone/keystone-paste.ini

51

[filter:voms]

paste.filter_factory = keystone_voms:VomsAuthNMiddleware.factory

[pipeline:public_apil
pipeline = access_log sizelimit url_normalize token_auth admin_token_auth xml_body json_bod
y ldap_ro_ifca ldap_ro_lip voms debug ec2_extension user_crud_extension public_service

[pipeline:public_apil
pipeline = access_log sizelimit url_normalize token_auth admin_token_auth xml_body json_bod
y voms debug ec2_extension user_crud_extension public_service

[pipeline:admin_api]

pipeline = access_log sizelimit url_normalize token_auth admin_token_auth xml_body json_bod
y voms debug ec?_extension s3_extension crud_extension admin_service

(7) VOMS module 4H

- vomsdir_path: Path storing the .Isc files

- ca_path: Path where the CAs and CRLs are stored.

- voms_policy: JSON file containing the VO/tenant/role mapping.
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vomsapi_lib: Path to the voms library to use.

autocreate_users: Whether a user should be autocreated if it does not exist

add_roles: Whether roles should be added to users or not.

user_roles: list of role names to add to the users (if add_roles is True).

# vi /etc/keystone/keystone.conf

[voms]

vomsdir_path = /etc/grid-security/vomsdir
ca_path = /etc/grid-security/certificates
voms_policy = /etc/keystone/voms. json
vomsapi_lib = |ibvomsapi.so.1
autocreate_users = True

add_roles = False

user_roles = _member_

Allowed VOs M7 3|7|
# FedCloud voms setting

# mkdir -p /etc/grid-security/vomsdir/fedcloud.egi.eu

# cd /etc/grid-security/vomsdir/fedcloud.egi.eu

# cat >voms1.egee.cesnet.cz.lsc <<EOF

/DC=0rg/DC=terena/DC=tcs/OU=Domain Control Validated/CN=voms1.egee.cesnet.cz
/C=NL/O=TERENA/CN=TERENA eScience SSL CA

EOF

# cat >voms2.grid.cesnet.cz <<EQF

/DC=org/DC=terena/DC=tcs/0U=Domain Control Validated/CN=voms2.grid.cesnet.cz
/C=NL/0=TERENA/CN=TERENA eScience SSL CA

EOF

# cd /etc

# cat >>vomses <<EQF

"fedcloud.egi.eu" "vomsl.egee.cesnet.cz" "15002" "/DC=org/DC=terena/DC=tcs/0U=Domain Contro
| Validated/CN=voms1.egee.cesnet.cz" "fedcloud.egi.eu" "24"

"fedcloud.egi.eu" "voms2.grid.cesnet.cz" "15002" "/DC=org/DC=terena/DC=tcs/OU=Domain Contro
| Validated/CN=voms2.grid.cesnet.cz" "fedcloud.egi.eu" "24"

EOF

VO to local tenant mapping &4

# vi /etc/keystone/voms. json
{
"fedcloud.egi.eu": {
"tenant": "fedcloud"
I3
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®) HAE
VOMS 220|p1E MX|

# yum install -y voms-clients

VOMS proxy 244

# su - sangwan

# mkdir .globus

# cd .globus # ALEAL QIBAM SA}
# chmod 644 usercert.pem

# chmod 400 userkey.pem

VOMS T2 A| MM

# voms—proxy-init -voms fedcloud.egi.eu —-rfc —-dont-verify-ac

Enter GRID pass phrase:

Your identity: /C=KR/0=KISTI/0=GRID/0=KISTI/CN=80864141 Sangwan Kim
Creating temporary ProXy . ........iuoe ot Done

Contacting vomsl.egee.cesnet.cz:15002 [/DC=org/DC=terena/DC=tcs/OU=Domain Control Validate
d/CN=voms1.egee.cesnet.cz] "fedcloud.egi.eu" Done

Creat NG PrOXY oottt et
Your proxy is valid until Tue May 13 06:21:08 2014

mEAl HE ol

# voms-proxy-info —file /tmp/x509up_u500 -al |
subject : /C=KR/0=KIST1/0=GRID/0=KIST|/CN=80864141 Sangwan Kim/CN=2119799137

issuer : /C=KR/0=KIST1/0=GRID/0=KIST|/CN=80864141 Sangwan Kim
identity : /C=KR/0=KISTI/0=GRID/0=KISTI/CN=80864141 Sangwan Kim
type . RFC compliant proxy

strength : 1024 bits

path © /tmp/x509up_u500.2

timeleft : 11:59:45
key usage : Digital Signature, Key Encipherment, Data Encipherment
=== V0 fedcloud.egi.eu extension information ===

VO . fedcloud.egi.eu
subject : /C=KR/0=KISTI/0=GRID/0=KISTI/CN=80864141 Sangwan Kim
issuer : /DC=org/DC=terena/DC=tcs/0U=Domain Control Validated/CN=voms1.egee.cesnet.cz

attribute : /fedcloud.egi.eu/Role=NULL/Capability=NULL
timeleft : 11:59:34
uri . voms1.egee.cesnet.cz: 15002

VOMS Q& HAE

# export X509_USER_PROXY=/tmp/x509up_u500
# /usr/local/curl/bin/curl --cert $X509_USER_PROXY -d '{"auth":{"voms": true}}' #
--capath /etc/grid-security/certificates W
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-v #
-H "Content-type: application/json" https://fccont.kisti.re.kr:5001/v2.0/tokens
{
"access": {
"token": {
"expires": "2011-08-10T17:45:22.838440" ,
"id": "OeedOced-4667-4221-a0b2-24c91f242b0b"
}
}
)3

(9) VOMS authentication client plugin

VOMS 9Q1Z BfAS OpenStack O A &&3I2{™ nova client 9| authentication plugin 2 A X|d|
Of otC}.

Zg{39 HjzZ= =4 : https://github.com/IFCA/voms-auth-system-openstack

0| £2|192l2 OpenStack S2}0|AE7} VOMS Q5E 7tssl=& SiCt

# pip install voms—auth-system—openstack
# git clone git://github.com/IFCA/voms-auth-system-openstack.git -b master
# pip install

2XE=2

‘ /usr/lib/python2.6/site-packages/voms_auth_system_openstack

Sx|gtel

# pip list | grep voms-auth
voms—auth-system-openstack (1.0)

ML E:

‘# pip uninstal |l voms-auth-system-openstack

CLI oM Z&3t= Y™

=M --os_auth-system 1t --x509-user-proxy & Z=7}$tC}.

—

‘# nova ——os-auth-system voms —-x509-user-proxy /tmp/x509up_u1000 credentials

# nova ——os-auth-ur |=$URL ——os-cacert /etc/grid-security/ca-bundle.crt W
--os-auth-system voms  --x509-user—proxy $X509_USER_PROXY
-—0s-tenant-name=$TENANT | ist

| ID | Name | Status | Task State | Power State | Networks |

| 1 1 | | '
T t t

| 7ad8ea88-12b8-4dc7-8490-e475708cfb5c | test1 | ACTIVE | - | Running | vmnet=10.1.2.2 |
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(10) API Of| M ZE3t= HH
# cat nova-client-test.py

import novaclient
import novaclient.auth_plugin
import novaclient.client as nvclient

url = "https://fccont.kisti.re.kr:35358/v2.0/"

username = password = None

tenant = "admin"

version = 2

auth_system = "voms"
novaclient.auth_plugin.discover_auth_systems()

auth_plugin = novaclient.auth_plugin.load_plugin(auth_system)
auth_plugin.opts["x509_user_proxy"] = "/tmp/x509up_u500"

novaclient = nvclient.Client(version, username, password, tenant, url,
auth_plugin=auth_plugin, auth_system=auth_system)

print novaclient

>>> dir(novaclient)

['_class_ ', '__delattr__", '__dict__', '_doc__', '__format__', '__getattribute__', '__ha
sh__ ', '__init_"', '_module_"', '_new__', '__reduce__', '__reduce_ex__"', '__repr__"', '__s
etattr__ ', '__sizeof__', '__str__"', '__subclasshook__', '__weakref__', 'agents', 'aggregate

s', 'authenticate', 'availability_zones', 'certs', 'client', 'cloudpipe', 'dns_domains', 'd
ns_entries', 'fixed_ips', 'flavor_access', 'flavors', 'floating_ip_pools', 'floating_ips',

"floating_ips_bulk', 'fping', 'get_timings', 'hosts', 'hypervisors', 'images', 'keypairs',
"l'imits', 'networks', 'os_cache', 'projectid', 'quota_classes', 'quotas', 'reset_timings',
'security_group_rules', 'security_groups', 'servers', 'services', 'set_management_url', 'te

nant_id', 'usage', 'virtual_interfaces', 'volume_snapshots', 'volume_types', 'volumes']

Zt11: OpenStack Python SDK (http://docs.openstack.org/user-quide/content/ch_sdk.html )
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H4™ OCCl

The Open Cloud Computing Interface (OCCI) is a RESTful Protocol and API designed to
facilitate interoperable access to, and query of, cloud-based resources across multiple resource
providers and heterogeneous environments. The formal specification is maintained and actively
worked on by OGF's OCCI-WG, for details see [1].

[1] http://occi-wg.org

(1) OCCI MH|A M|
7| x| AKX

$ yum install -y python-pip.noarch git

pyssf LiO|M I{7|X| EX|

# pip install pyssf
# pip list | grep pyssf
pyssf (0.4.7)

occi-os A [2] AX|
[2] https://github.com/IFCA/occi-os

# git clone git://github.com/EGI-FCTF/occi-os -b stable/havana
# cd occi-os/
# python setup.py install

Using /usr/lib/python2.6/site-packages
Finished processing dependencies for openstackocci-havana==1.0

OpenStack A7

# vi /etc/nova/api-paste.ini

HHHHHHH

# OCCl #

HHHHHHH

[composite:occiapi]

use = egg:Paste#ur Imap

/: occiapppipe

[pipeline:occiapppipe]

pipeline = authtoken keystonecontext occiapp

# with request body size limiting and rate limiting
# pipeline = sizelimit authtoken keystonecontext ratelimit occiapp
[app:occiapp]

use = egg:openstackocci-havana#occi_app

# vi /etc/nova/api-paste.ini
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auth_protocol = https
auth_uri = http://fccont.kisti.re.kr:5000/v2.0

‘wq

£+HZ nova-api AMH|AZE T A|E

‘# /etc/init.d/openstack-nova-api restart

nova 273 =8

# vi /etc/nova/nova.conf

enabled_apis=ec2,occiapi,osapi_compute
occiapi_listen_por t=9999

openstack-nova-* MH|AE X|A|Et

# for i in $(cd /etc/init.d/ ; Is openstack-nova-=); do sudo service $i status; done

nova-api AH|A7F 9999 ZEE AtEF S =0l
# netstat -antp | grep ":9999" | grep LISTEN
tep 0 0 0.0.0.0:9999 0.0.0.0:+ LISTEN 3910/python

otmtx| 28 =73

# yum -y install mod_proxy_html
# vi /etc/httpd/conf/httpd.conf
LoadModule rewrite_module modules/mod_rewrite.so

LoadModule proxy_module modules/mod_proxy.so

#lLoadModule proxy_module /usr/|ib64/httpd/modules/mod_proxy.so
LoadModule proxy_http_module modules/mod_proxy_http.so

#LoadModule proxy_http_module /usr/!lib64/httpd/modules/mod_proxy_html.so
LoadModule substitute_module /usr/lib64/httpd/modules/mod_substitute.so
LoadModule filter_module /usr/1ib64/httpd/modules/mod_filter.so

LoadModule proxy_balancer_module modules/mod_proxy_balancer.so

# 0CCI
Listen 8787
<VirtualHost _default_:8787>
LogLevel warn
ErrorLog /var/log/httpd/8787_error.log
CustomLog /var/log/httpd/8787_ss|_access. log combined

SSLEngine on
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SSLCertificateFile /etc/ssl/certs/hostcert.pem
SSLCertificateKeyFile /etc/ssl/private/hostkey.pem
SSLCACer tificatePath /etc/grid-security/certificates
SSLCARevocat ionPath /etc/grid-security/certificates
#SSLCACer tificateFile /etc/pki/tls/certs/ca-bundle.crt

SSLVerifyClient optional
SSLVerifyDepth 10
SSLProtocol all -SSLv2
SSLCipherSuite ALL:!ADH: !EXPORT: !SSLv2:RC4+RSA:+HIGH:+MEDIUM:+LOW
SSLOptions +StdEnvVars +ExportCertData
<|fModule mod_proxy.c>
# Do not enable proxying with ProxyRequests until you have secured your
# server. Open proxy servers are dangerous both to your network and to the
# Internet at large.
ProxyRequests Of f

<Proxy =*>

Order deny,al low

Deny from all

#Allow from .example.com
</Proxy>

ProxyPass / http://fccont.kisti.re.kr:9999/ connectiontimeout=600 timeout=600
ProxyPassReverse / http://fccont.kisti.re.kr:9999/

FilterDeclare OCCIFILTER

FilterProvider OCCIFILTER SUBSTITUTE resp=Content-Type $text/

FilterProvider OCCIFILTER SUBSTITUTE resp=Content-Type $application/
<Location />

#AddOutputFilterByType SUBSTITUTE text/plain

FilterChain OCCIFILTER

Substitute slhttp://fccont.kisti.re.kr:9999|https://fccont . kisti.re.kr:8787|n
Order allow,deny

Allow from all

</Location>

</ | fModule>

</VirtualHost>

OCCI £ keystone 0 AMH|A SE3}7|

keystone service-create ——name nova ——type occi ——description 'Nova OCCl Service' | tee a
export ID="grep id a | awk '{print $4}"°

echo $1D

export HOSTNAME=fccont .kisti.re.kr

keystone endpoint-create

--service_id $ID W

--region RegionOne —-publicurl https://$HOSTNAME:8787/ W

——internalur| https://$HOSTNAME:8787/ H

-—adminur | https://$HOSTNAME:8787/

H HF H H HF
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(2) OCCI 22I0|E MX|
occi EX[EY2 (1l T2 oCh

[1] https://wiki.egi.eu/wiki/Fedcloud-tf:CLI_Environment

yum repository A7

# wget -0 /etc/yum.repos.d/rocci-cli.repo W

http://repository.egi.eu/community/software/rocci.cli/4.2.x/releases/repofiles/s|-6-x86_6
4.repo

7| x| 2]

# yum install -y occi-cli
# In -s Jopt/occi-cli/bin/occi /usr/bin/occi

# occi —-version
4.2.5

# occi
Missing required arguments: resource, action
Usage: occi [OPTIONS]

Options:

-e, ——endpoint URI 0CCl server URI, defaults to "http://localhost:3000"

-n, -—auth METHOD Authentication method, only: [x509|basic|digest|none], defaults
to "none"

-k, —-timeout SEC Default timeout for all HTTP connections, in seconds

-u, ——username USER Username for basic or digest authentication, defaults to "anony
mous"

-p, ——password PASSWORD Password for basic, digest and x509 authentication

-c, ——ca-path PATH Path to CA certificates directory, defaults to "/etc/grid-secur
ity/certificates"

-f, ——ca-file PATH Path to CA certificates in a file

-s, ——skip-ca-check Skip server certificate verification [NOT recommended]

-F, ——filter CATEGORY Category type identifier to filter categories from model, must
be used together with the -m option

-x, ——user-cred FILE Path to user's x509 credentials, defaults to "/root/.globus/use
rcred.pem"

-X, ——voms Using VOMS credentials; modifies behavior of the X509 authN modu
le

-y, ——media-type MEDIA_TYPE Media type for client <-> server communication, only: [applicat
ion/occi+json|text/plain,text/occi|text/plain|text/occi], defaults to "text/plain,text/occi"

-r, ——resource RESOURCE Term, identifier or URI of a resource to be queried, required

-t, ——attribute ATTR An "attribute='value'" pair, mandatory attrs for creating new r
esource instances: [occi.core.title]

-T, —-context CTX_VAR A "context_variable="value'" pair for new 'compute' resource in
stances, only: [public_key, user_data]

-a, ——action ACTION Action to be performed on a resource instance, required

-M, ——mixin IDENTIFIER Identifier of a mixin, formatted as SCHEME#TERM or SHORT_SCHEME
#TERM

-j, ——1link URI URI of an instance to be linked with the given resource, applica
ble only for action 'link'
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-g, ——trigger-action ACTION
M or TERM

-1, ——log-to OUTPUT
'stderr’

-0, ——output-format FORMAT

Federated Cloud /% Jl= 21A

Action to be triggered on the resource, formatted as SCHEME#TER
Log to the specified device, only: [stdout|stderr], defaults to

Qutput format, only: [json|plain|json_pretty|json_extended|json

_extended_pretty], defaults to "plain"

-b, ——log-level LEVEL
unknown|warn]

-z, ——examples
-m, ——dump-mode |
-d, --debug

-h, ——help

-V, ——version

AME OHE =22H

# occi -z

# Examples

## Quick reference guide

occi ——endpoint http://localhost:
occi ——endpoint http://localhost:
occi ——endpoint http://localhost:

occi ——endpoint http://localhost:
bian6 ——mixin resource_tpl#small

occi ——endpoint http://localhost:
s5fgb65sfgd65sfg-sf65g46sfbgdsdig

## Listing resources

occi —-endpoint http://localhost:
occi ——endpoint http://localhost:
occi ——endpoint http://localhost:
occi ——endpoint http://localhost:
occi ——endpoint http://localhost:

## Describing resources

occi ——endpoint http://localhost:
occi ——endpoint http://localhost:
occi ——endpoint http://localhost:
occi ——endpoint http://localhost:
occi ——endpoint http://localhost:

## Creating resources
occi ——endpoint http://localhost:

Set the specified logging level, only: [debuglerror|fatal|infol

Show usage examples

Contact the endpoint and dump its model
Enable debugging messages

Show this message

Show version

3000/ --action list —-resource os_tpl
3000/ --action list ——resource resource_tpl
3000/ --action describe ——resource os_tpl#debian6

3000/ --action create —-resource compute ——mixin os_tpl#de
——attribute occi.core.title="My rOCCI VM"

3000/ --action delete —-resource /compute/65sd4f654sf65g4-

3000/ --action list --resource compute
3000/ --action list --resource network
3000/ --action list --resource storage
3000/ --action list ——resource os_tpl

3000/ --action list —-resource resource_tpl

3000/ --action describe --resource compute
3000/ --action describe --resource network
3000/ --action describe --resource storage
3000/ --action describe --resource os_tpl

3000/ --action describe --resource resource_tpl

3000/ —-action create [ -—attribute attribute_name='attrib

ute_value' 1+ [ ——mixin mixin_type#mixin_term ]+ —-resource compute

occi ——endpoint http://localhost:

3000/ --action create [ ——attribute attribute_name='attrib

ute_value' 1+ [ ——mixin mixin_type#mixin_term ]+ —-resource network

occi ——endpoint http://localhost:

3000/ ——action create [ ——attribute attribute_name='attrib

ute_value' ]+ [ ——mixin mixin_type#mixin_term ]+ —-resource storage

(3) OCCI EzI0|9E AtEH

OCCI ECI0|9EE 0|23t VMEE| o}

oS "HE3 2[AE X3
A

CESNET (OpenNebula) AtO|E

HIHH
od

rir
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# occi ——endpoint https://carach5.ics.muni.cz:11443/ —-action |ist ——resource os_tpl| W
——auth x509 --user-cred /tmp/x509up_u500 --voms
http://occi.carach5.ics.muni.cz/occi/infrastructure/os_tpl#uuid_monitoring_20
http://occi.carach5.ics.muni.cz/occi/infrastructure/os_tpl#uuid_egi_s|6goldenimage_cesnet_50
http://occi.carach5.ics.muni.cz/occi/infrastructure/os_tpl#uuid_generic_vm_54

http://occi.carach5.ics.muni.cz/occi/infrastructure/os_tpl#uuid_ubuntu_server_14_04_Its_fedcloud_duk
an_84

MOIELfS| 288 + A= @ =257

# INFN-Bari (OpenStack) https://prisma-cloud.ba.infn.it:8787/

# occi ——endpoint https://prisma-cloud.ba.infn.it:8787/ --action |ist —-resource os_tpl W
——auth x509 --user-cred /tmp/x509up_u500 --voms

http://schemas.openstack.org/template/os#tec4bb03e-d6df-4964-a490-aelef57536e7

http://schemas.openstack.org/template/os#7440ebdb-f f1e-4059-a3fa-78112362282¢

http://schemas.openstack.org/template/os#36378598-7f42-4fc5-806b-9a6df2791f20

http://schemas.openstack.org/template/os#c0a2f9e0-081a-419¢c-b9a5-8cb03b1dech5
http://schemas.openstack.org/template/os#7cfba655-f692-406f-a659-7900224290cc

E7 OS templete?| HEE 7|

# occi ——endpoint https://prisma-cloud.ba.infn.it:8787/ ——action describe W

——auth x509 --user-cred /tmp/x509up_u500 --voms W

--resource os_tpl#72ada03a-5694-4a79-8e7e-069516a31a59
HHHHHHEHAHEHHH A
[[ http://schemas.openstack.org/template/os#72ada03a-5694-4a79-8e7e-069516a31a59 ]]

title: Image: Ubuntu-14.04-amd64
term: 72ada03a-5694-4a79-8e7e-069516a31a59
location: /72ada03a-5694-4a79-8e7e-069516a31a59/

HHHHHHE A AR A A A

2ac HEI HE 47|

# occi ——endpoint https://prisma-cloud.ba.infn.it:8787/ —-action list W
--resource resource_tpl ——auth x509 --user-cred /tmp/x509up_u500 --voms

http://schemas.openstack.org/template/resource#1cpu—1gb-10dsk

http://schemas.openstack.org/template/resource#fmi-xlarge

http://schemas.openstack.org/template/resource#f2cpu-4gb-20dsk

http://schemas.openstack.org/template/resource#f2cpu-4gb-50dsk

http://schemas.openstack.org/template/resource#8cpu-16gb-40dsk
http://schemas.openstack.org/template/resource#8cpu-8gb-10dsk
http://schemas.openstack.org/template/resourceffmi-medium

2ac HEI HE 7|
# occi ——endpoint https://prisma-cloud.ba.infn.it:8787/ ——action describe W
——resource resource_tpl#2cpu-4gb-20dsk
——auth x509 --user-cred /tmp/x509up_u500 --voms
HHHHHHHHHHHHHHHHHH A HAHA A A
[[ http://schemas.openstack.org/template/resource#2cpu-4gb-20dsk 1]

title: Flavor: 2cpu-4GB-20dsk
term: 2cpu—4gb-20dsk
location: /2cpu-4gb-20dsk/
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HHHHH T T T T T T T T
keypair 24435}7|

# ssh-keygen -t rsa -b 2048 -f tmpfedcloud
contextualizationg ot A AJEE XM

# cat > tmpfedcloud. login << EQOF
#cloud-config
users:
- name: cloudadm
sudo: ALL=(ALL) NOPASSWD:ALL
lock-passwd: true
ssh—import-id: cloudadm
ssh-author ized-keys:
- “cat tmpfedcloud.pub’
EOF

# cat tmpfedcloud. login
#cloud-config
users:
- name: cloudadm
sudo: ALL=(ALL) NOPASSWD:ALL
lock—-passwd: true
ssh-impor t—id: cloudadm
ssh-author ized-keys:
- ssh-rsa AAAAB3NzaC1yc2EAAAABIwAAAQEAvV8hr TXYVKNepmwYxF8ahOmiVOuBOL9 1 i j3jMO2NCrZrFUh

# occi ——endpoint https://prisma-cloud.ba.infn.it:8787/ ——action create ——resource compute W
—-attribute occi.core.title="MyFirstVM" W
-—mixin os_tpl#72ada03a-5694-4a79-8e7e-069516a31a59
-—mixin resource_tpl#2cpu-4gb—-20dsk W
--context user_data="file://$PWD/tmpfedcloud. login" W
——auth x509 --user-cred /tmp/x509up_u500 --voms
https://prisma-cloud.ba.infn.it:8787/compute/e302331e-665c-4cal-8047-97eala9d02d2

OIABA AN HE

# occi ——endpoint https://prisma-cloud.ba.infn.it:8787 -—-action describe #
——resource https://prisma-cloud.ba.infn.it:8787/compute/e302331e-665c-4cal-8047-97eal1a9d02d2 W
--voms --auth x509 —-user-cred /tmp/x509up_u500

HHEHHHHHHHHEHHHHEH P HHHEHHHHHHHHHHEHHEHHHEHH A HEHHHH

[[ http://schemas.ogf.org/occi/infrastructure#compute 1]

>> |ocation: /compute/e302331e-665c-4cal-8047-97eala9d02d2

occi.core.id = e302331e-665c-4cal-8047-97eal1a9d02d2

occi.compute.architecture = x86

occi.compute.cores = 2

occi.compute.hostname = myfirstvm

occi.compute.memory = 4.0

occi.compute.speed = 0.0

occi.compute.state = active

org.openstack.compute.console.vnc = http://prisma-cloud.ba.infn.it:6080/vnc_auto.html?token=8141567a
-187a-4912-9767-cad6ceefe86f
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org.openstack.compute.state = active

Links:
[[ http://schemas.ogf.org/occi/infrastructure#networkinterface 1]
>> |ocation: /network/interface/9dd33d82-d387-4578-8ee1-b086f65¢f3c4
occi.networkinterface.gateway = 90.147.102.1
occi.networkinterface.mac = fa:16:3e:7e:6d:29
occi.networkinterface.interface = eth0
occi.networkinterface.state = active
occi.networkinterface.al location = static
occi.networkinterface.address = 90.147.102.243
occi.core.source = /compute/e302331e-665c-4cal-8047-97eala9d02d2
occi.core.target = /network/admin
occi.core.id = /network/inter face/9dd33d82-d387-4578-8ee1-b086f65ef3c4

Mixins:
[[ http://schemas.openstack.org/compute/instance#os_vms ]]
title:
term: 0S_vms
location: /os_vms/

[[ http://schemas.openstack.org/template/os#72ada03a-5694-4a79-8e7e-069516a31a59 ]

title: Image: Ubuntu-14.04-amd64

term: 72ada03a-5694-4a79-8e7e-069516a31a59

location: /72ada03a-5694-4a79-8e7e-069516a31a59/
Actions:

[[ http://schemas.ogf.org/occi/infrastructure/compute/action#stop 1]

[[ http://schemas.ogf.org/occi/infrastructure/compute/action#suspend 1]

[[ http://schemas.ogf.org/occi/infrastructure/compute/action#restart 1]
HHHHHHHHHHHHHAHHAHHHHHA A AR A

SSH 2 9IAEA0N ZE19I8}7|
$ ssh -i tmpfedcloud -1 cloudadm 90.147.102.243

The authenticity of host '90.147.102.243 (90.147.102.243)' can't be established.
RSA key fingerprint is 84:98:f9:18:12:80:cc:4e:41:ee:1d:52:5h:32:29:50.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '90.147.102.243' (RSA) to the list of known hosts.
Welcome to Ubuntu 14.04 LTS (GNU/Linux 3.13.0-24-generic x86_64)

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

$
OIAEIA ALH|S}Y|
# occi ——endpoint https://prisma-cloud.ba.infn.it:8787/ ——action delete W

——resource https://prisma-cloud.ba.infn.it:8787/compute/e302331e-665c-4cal-8047-97eal1a9d0
2d2 W

—-—auth x509 --user-cred /tmp/x509up_u500 --voms
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H|5ZE Accounting System
EGI resource provider= O19f-$-EOI MH|AQI APELES AMX|3t0] SISt AIO|EQ|l A2 MEE
FedCloud accounting server2 M&6t0] 8= A2 s[0OF stCt. O{FF2E MH|A0 Cist XbA|
o g2 (g Zmsct
X O7t2 8 FEIL =TI s AIO|EO| CHst ME= [21E &IOS 20143 XY 28712
AMOIEQ| 07t 8 FEZI =& Eln ULt =HE 07128 FEO| oA WIS [B]oAM =l =
UCE Z|Z 3AIZHIHK] HEZL BA|EICH
Sites publishing new cloud accounting records (SSM 2 .0)
Page last updated: 2014-11—18 01:30:04.668772
Site NMumberOfkdachines|| CloudTvype LastUpdated
100T 9341 Openstack |[2014—11-17 23:50:09
BIFI 7232 Openstack |[2014—11-17 08:09:30
CERM-PROD 162589 OpenStack |[2014—11-17 22:04:1 7
CESGA 21934 Openiebula|[2014-11-17 08 42:51
CESMET 44662 Openiebulal[2014-03-03 10:58:39
CESMNET-MetaCloud 9070 OpeniNebulal[2014—11-18 00:57:20
CETA-GRID 2297 Openstack |[2014—11-15 00:00:23
CYFRONET-CLOUD 1694 Openstack |[2014—11-18 01:00:04
FzJ 13896 Openstack |[2014—11-18 01:05:06
GoeGrd 23242 Openiebulal[2014—11-17 21:0058
GRIF ar StratusLab |[2013-09-10 09:27:05
HG-09-Okeanos—Cloud ||[2672 Synnefo 2014-11-18 01:00:10
IFCA-LCG2 14269 OpenStack |[2014—11-17 23:30.08
I1SAS-Bratislava 46 Openstack ||2013-04-09 12:23:18
1SAS-FedCloud 3083 Openstack |[2014—11-18 01:11:07
INZP3-CC 11 Openstack |[2013-03-19 13:47.68
INMFM-C ATAMIA-NEBULA|[FG66 OpenMebula|[2014—-11-17 14:42:655
INFN-C ATAMIA-STACK ||B192 Openstack |[2014-11-17 02:07.65
INFMH-PADOWYA-STACK |[4192 Openstack |[2014—11-16 23:30:05
KISTI 28 Openstack |[2014-11-18 01:00:10
KTH-CLOUD 11735 Openiebulal[2014-10-24 20:5533
MK—04—FINKICLOUD 2472 Openiebulal[2014-11-18 01:08:31
NCG—INGRID-PT 311 Openstack |[2014—11-17 08:20:08
PRISMA-INFMN=-B AR 14341 Openstack |[2014—11-17 17:00:18
SZTAKI 7242 Openiebula|[2014-11-17 02:3623
TR—FC1-ULAKBIM 3487 Openstack |[2014—11-12 15:23:32
TW-EMI-FPPS 213 OpenStack |[2013-09-12 14:11:42
UPV-GRyC AP 2124 OpenMebul@|[2014—11-17 01:39:41
2l 9 EGI FedCloud sites publishing new accounting records
EGI Accounting Portal [4] 0= FedCloud 5 AIO|EEQ| 0728 HE EAE =3 =+
==
UCE VMOl 7li4=, CPUA|ZE, EAIZt H22| AMEE, HERA AP, ClA3 A& S SITEQF VO

oF gmt EH=
[1] https://wiki.egi.eu/wiki/Fedcloud-tf:WorkGroups:Scenario4

x3g 4 9UCk

[2] http://goc-accounting.grid-support.ac.uk/cloudtest/cloudsites2.html

[3] http://goc-accounting.grid-support.ac.uk/cloudtest/vmshour2.html

[4] http://accounting-devel.egi.eu/cloud.php

_56_



EGI Federated Cloud == Jl&= 21M

EGI ACCOUNTING PORTAL /) cisca

[ GLOBAL View | | VO MANAGER View | [ VO MEMBER View | | SITE ADMIN View | [ REPORTIS | | METRICS PORTAL ] [ LINKS |

Hierarchical Tree Cloud View --> Production

8} Tier2 [l | Humber of VMs ~ | Total number of VM run

(i Tier2 _ S §
B | peios: EEMEPITERY Start monihy | 12 ¥ Endlyear:| 2014 ¥ End monih | 11 ¥
@& e m:armmamw [SITE as afunction of. | DATE ¥

b gl Ec1
gl osc [Refresh|

{8l UNREGISTERED
fol vo_piscipline
& vo_metrics

&) CUsSTOM view

Total number of VM run by SITE and DATE.

The following table shows the disiribution of Total number of VM run grouped by SITE and DATE.
Total number of VM run by SITE and DATE

‘HG-09-Okeanos-Cloud’ i ] ] i 1 ] i] ] ] 0 0 1 0.00%
1007 547 ] ] 1 i ] o ] ] i) 0 648 121%
BIFI 0 94 ] i 8 120 &6 19 142 306 0 833 156%
CERN-PROD 17 ] ] 3 § 16750 2572 3118 3% 494 14782 35,888 60.02%
CESGA 763 1 8 3 1068 7 1 80 22 88 4 239 434%
CESNET 963 39 7 8 1 a (] ] ] i 0 1,016 1.30%
CESNET-MetaCloud 353 ] 4 3 120 o1 153 ] 12 61 175 1199 2.24%
Developed by #7254  CETA-CIEMAT 0 0 ] ] i} (] o 3 0 i 0 3 001%
= CETA-GRID i ] ] ] 0 ] i] 1 ] 0 160 173 0.32%
CYFRONET-CLOUD 0 ] ] ] i ] 185 0 ] 0 1 187 0.35%
FZ1 769 42 ] 2 2 4 8 i 0 0 0 837 15T%
GoeGrid 1,532 4 4 ] 264 ] 753 ] 5 1 163 2726 5A0%
GWDG 786 7] 2 2 139 207 0] ] ] 0 0 1418  2.09%
HG-09-Okeanos-Cloud i ] 3 ] (] ] 2 19 ] i) 125 154 0.31%
IFCA-LCG2 2 i ® 35 ] 37 83 11 32 0 210 424 0.79%
[I5AS-FedCloud 0 7 1 17 5 302 12 ] ] i 20 B4 07T%
INFN-CATANIA-NEBULA 4 2 ] 33 1 443 3 ] 1 95 193 776 1.45%
INFN-CATANIA-STACK il ] 1 11 4 5 2 7 10 2 166 218 0.41%
INFN-PADOVA-STACK 0 ] ] ] 0 ] 123 bid 11 236 0 456 0.85%
KISTI i] ] ] ] i ] i] ] ] 24 0 24 0.04%
KTH-CLOUD 747 3 ] 0 0 4 ] ] ] 0 0 763 143%
MK-04-FINKICLOUD il ] ] ] i 3 {1 ] 0 i 171 234 044%
PRISMA-INFN-BART 0 it 4 5 14 5 3% b1 18 E] 1,107 1225 2.29%
SZTAKI i] ] ] 2 5 333 2 2 ] 43 191 584 1.09%
TR-FC1-ULAKBIM i ] ] i 0 ] 8 ] ] 43 0 60 DA%
UPV-GRYCAP il ] ] ] il ] (] ] ] 8 171 185 0.35%
6,563 229 60 124 1,727 18,632 4,339 2,368 358 1,405 17,639 53,444
12.28% 0.43% 0.11% 0.23% 3.23%  34.86% 8.12%  443% 0.67% 263%  33.00%

Jgl 10 EGI Accounting Portal (Cloud View)

(1) APEL SSM A X]

APEL SSM2 EMI [2] 2ZEQI0|F StLtZ HFEHUO HAIXE TS| flet 2ZEQI0 =,
python 22 ZME[0 Ao, STOMP T2 EZ[1]2 O|E¢ICl SSM 2 HA|X] M&5uf =AZ Cf
K| §SHX| 2, EMIOAM = HAIX] &0 Chet #20 AFEEILE Of 2Me= SSME HAIX| HEXZM
dd5t= Wes 2ot

APEL SSME Xl 64-bit SL5 &= SL6RtE X|ASIH AX|E 2[5 EPEL repositoryZt =
O0{0F 3tC}. TAE QZAME Jetc/grid-security HAZE0| AXE|0f UO{OF JiCL QASAME= SSL
connectiond} M& HA|X] MEHO| AR E=ICE

Administrator guide 2} user guide = [3],[4]S & 13tCt
[1] http://en.wikipedia.org/wiki/Streaming_Text_Oriented_Messaging_Protocol
[2] http://www.eu-emi.eu/

[3] https://twiki.cern.ch/twiki/pub/EMI/EMI3APELClient/APEL_SSM_System_Administrator_Guide.pdf
[4] https://twiki.cern.ch/twiki/pub/EMI/EMI3APELClient/APEL_SSM_User_Guide.pdf

7| x| 2]

# yum -y install http://emisoft.web.cern.ch/emisoft/dist/EMI/3/s16/x86_64/base/emi-release
-3.0.0-2.el6.noarch.rpm

# yum install -y apel-ssm
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Downloading Packages:

(1/4): apel-ssm-2.1.3-1.el6.noarch.rpm
(2/4): python—-daemon-1.5.2-1.el6.noarch.rpm
(3/4): python-dirg-1.6.1-1.el6.noarch.rpm
(4/4): stomppy-3.1.6-1.el6.noarch.rpm

20 kB 00:00
27 kB 00:00
49 kB 00:00
48 kB 00:00

23 Ty £
broker A{HHO| FAQ} ZEES WHA|SH, HA|X|= encrypt StX| Y= ZE 8|0f StC}.
# vi /etc/apel/sender.cfg

A
# Required: broker configuration options

[broker]

# The SSM will query a BDIl to find brokers available. These details are for the
# EGI production broker network

#odii: ldap://lcg-bdii.cern.ch:2170

#network: PROD

# OR (these details will only be used if the broker network settings aren't used)
# 212 broker network ME S SHX| 2S T SAEHES AT YA &=C}

host: mg.cro-ngi.hr

port: 6163

# broker authentication. |f use_ssl| is set, the certificates configured
# in the mandatory [certificates] section will be used.
use_ssl: true

HHHHHHHEHEHEHHHHHEHHHHHHEHHHHEHEHHEHEHEHHHHHHHHHEHHEHHEHEHHHHHHEHH
# Required: Certificate configuration

[certificates]

certificate: /etc/grid-security/hostcert.pem

key: /etc/grid-security/hostkey.pem

capath: /etc/grid-security/certificates

# If this is supplied, outgoing messages will be encrypted

# using this certificate

# server_cert & ™ MAIX|Z} encrypt ECH. encrypt oFX| 2.
#server_cert: /etc/grld security/servercert.pem

E2HE BAots LE2 27tX|7t JUEE

il B
58 BH279| 2 2EQ ZEF FA|ot= LHO|CL Of ZEE stomp EEE%% 215K

o
# /usr/bin/ssmsend

SSM 20 O &&= of7t2E JE gA2 Lt 2t
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H 15 SSM 2.0 Accounting Information

Key Value Description Mandatory
VMUUID string Virtual Machine's Universally Unique IDentifier Yes
SiteName string Sitename, e.g. GOCDB Sitename Yes
MachineName | string VM Id

LocalUserld string Local username

LocalGroupld string Local groupname

GlobalUserName | string User's X509 DN

FQAN string User's VOMS attributes

Status string Completion status - started, completed, suspended

StartTime int Must be set if Status = Started (epoch time)

EndTime int Must be set if Status = completed (epoch time)
SuspendDuration | int Set when Status = suspended (seconds)

WallDuration int Wallclock - actual time used (seconds)

CpuDuration int CPU time consumed (seconds)

CpuCount int Number of CPUs allocated

NetworkType string Description

NetworkInbound | int GB received

NetworkOutbound | int GB sent

Memory int Memory allocated to the VM (MB)

Disk int Disk allocated to the VM (GB)

StorageRecordld | string Link to associated storage record

Imageld string Image ID

CloudType string e.g. OpenNebula, Openstack

(2) OSSSM A X

osssm [1] 2 BELIHZ =9l tenantsE2 £E U728 A2 MEE BOILJO APEL/SSM 072
Bl A|AHOZ MESt= ATE B osssm2 Openstack®| Nova APIE 0|8310] MEE Z=&3l
C}.

osssm2 Cr21f 40| 27X MH|AZ M EICTH
- osssm.extract : AF22F BZE HEE =510 F|A|SICE Ol= cron ZHgloz FI|FoZ AMIHE

C}.
- osssm.push : push = FHA|El 2|ZE HEE APEL/SSM 22 MEsts A2 ot AEE|0f Q
= BE ZEE TSN, extract ECt= &l F7|7F ZO{OF ohot.
[1] https://github.com/EGI-FCTF/osssm/wiki

QTARY
- APEL/SSM O ZH2H 2|0 A0{OF BHC}.
- MM =l user/tenant 7t usage records & x3|g = QU= HIIO| JUO{OF TiC}.

- VO/tenant mapping 0| &|0f U0{0F Bt} O|HE HE /e

—~+

c/keystone/voms.json 0Of H9O|E=ILC},

XYY 7K Ch2REet EX]
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$ woget ftp://ftp.in2p3.fr/ccin2p3/egi-acct-osdr iver/apel-ssm-openstack/ape|-ssm-openstack-|
atest.noarch.rpm

$ yum localinstall -y apel-ssm-openstack-current.noarch.rpm

2517
$ man osssmrc
# sed —in-place 's/###KEYSTONE_HOSTNAME###/fccont . kisti.re.kr/' /etc/osssmrc
# sed ——in-place 's/###PORT###/5000/' /etc/osssmrc
# sed —in-place 's/###USER###/keystone/' /etc/osssmrc
# sed ——in-place 's/###PASSWORD###/keystone/' /etc/osssmrc
# sed ——in-place 's/###TENANT_NAME_L IST###/fedcloud/' /etc/osssmrc
# sed ——in-place 's/###SITE_NAME##H/KISTI/' /etc/osssmrc

# vim /etc/osssmrc

[Main]

keystone_api_url = http://fccont.kisti.re.kr:5000/v2.0
user = keystone

password = keystone

logfile_path = /var/log/apel/osssm. |og

spooldir_path = /var/spool/osssm

# may be DEBUG| INFO
#debug_level = INFO
debug_level = DEBUG

# tenants names for which VM accounting should be extracted (comma separated list)
tenants = fedcloud

gocdb_sitename = KISTI

# cloud management platform
cloud_type = Openstack

# SSM related

ssm_input_header = APEL-cloud-message: v0.2

ssm_input_sep = %%

ssm_input_path = /opt/apel/ssm/messages/outgoing/openstack

# path to the VOMS/keystone auth configuration file
voms_tenants_mapping = /etc/keystone/voms. json

cron AFfEE AHGHT|

$ vim /var/lib/osssm/cron

# extract and buffer usage records
* % x x = gpel /usr/bin/osssm.extract

# send buffered usage records to APEL/SSM
0 = » = * apel /usr/bin/osssm.push

MHE[AZ A|ZB}HY
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$ chkconfig osssm on
$ service osssm start

SATWIR| LT oHA
- Does not report network rx/tx bandwith.
- Does not handle paused Vms.
- Does not implement "SuspendDuration”.
- Does not report "VOGroup", nor "VORole" fields
- cron timings should be configuration parameters.
- the accounted disk space should be the addition of the image size and the ephemeral
storage. It only accounts the ephemeral for now.

2ZE 07t2 8 HAIX|= Chgt 20| 7|5 &

# cat /opt/apel/ssm/messages/outgoing/openstack/542036dc/542036fc511268
APEL-cloud-message: v0.2

VMUUID: 1778d8a5-899b-4635-bd54-0eala8da5653
SiteName: KISTI

MachineName: MyFirstVM

LocalUser Id: fb5d70d90142464e94fae8013f762548
LocalGroupld: 46196f54ae8d4edbac6bb4a7d7871849
GlobalUserName: /C=KR/0=KISTI/0=GRID/0=KISTI/CN=80864141 Sangwan Kim
FQAN: NULL

Status: NULL

StartTime: NULL

EndTime: NULL

SuspendDuration: NULL

Wal [Duration: NULL

CpuDuration: NULL

CpuCount: NULL

NetworkType: NULL

NetworkInbound: NULL

Ne tworkOutbound: NULL

Memory: NULL

Disk: NULL

StorageRecordld: NULL

Imageld: Cirr0S 0.3.1

CloudType: Openstack

%%

VMUUID: dbae5127-9¢18-4091-a622-db587¢68ea89
SiteName: KISTI

MachineName: MyFirstVM

LocalUser Id: fb5d70d90142464e94fae8013f762548
LocalGroupld: 46196f54ae8d4edbac6bb4a7d7871849
GlobalUserName: /C=KR/0=KISTI/0=GRID/0=KISTI/CN=80864141 Sangwan Kim
Imageld: Cirr0S 0.3.1

CloudType: Openstack

%%

APEL SSM HA|X] ML 21

# ssmsend
2014-09-22 23:57:36,043 - ssmsend - INFO -
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2014-09-22
70 ...

2014-09-22

2014-09-22
cert.pem

2014-09-22
2014-09-22
2014-09-22

2014-09-22
ud.central

2014-09-22
2014-09-22
2014-09-22
2014-09-22
2014-09-22
2014-09-22
2014-09-22
2014-09-22
2014-09-22

23:
23:

23:
23:

23:
23:
23:
23:

23:
23:
23:
23:
23:
23:
23:
23:
23:

57:
57:

57:
57:

57:
57:
57:
57:

57:
57:
57:
57:
57:
57:
57:
57:
57:

36,044
36,044

37,635
37,674

37,706
38,047
38,389
38,389

38,390
38,390
38,427
38,769
38,828
38,829
38,829
38,829
38,830
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ssmsend - INFO - Starting sending SSM version 2.1.2.
ssmsend - INFO - Retrieving broker details from Idap://lcg-bdii.cern.ch:21

ssmsend — INFO - Found 2 brokers.
ssm.ssm2 - INFO - Messages will be encrypted using /etc/grid-security/host

ssm.crypto — INFO - Certificate verification: stdin: OK

stomp.py - INFO - Established connection to host mg.cro-ngi.hr, port 6163
ssm.ssm2 - INFO - Connected.

ssm.ssm2 — INFO - Will send messages to: /queue/global.accounting.test.clo

ssm.ssm2 - INFO - Found 1 messages.

ssm.ssm2 - INFO - Sending message: 542036dc/542036fc511268
ssm.ssm2 - INFO - Waiting for broker to accept message.

ssm.ssm2 - INFO - Broker received message: 542036dc/542036fc511268
ssm.ssm2 - INFO - Tidying message directory.

ssmsend — INFO - SSM run has finished.

ssm.ssm2 - INFO - SSM connection ended.

ssmsend — INFO - SSM has shut down.

ssmsend - INFO -
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H|6ZE Information System

Ho

BDIR} s 22 Openstack It OpenNebula 7t &= S QSICE XM HH2 2|7|[1]18 &1
StC}.  cloud-info-provider I{7|X|= EGI's AppDB [2] OjA ®EZ £ QUCt. 2 HoMe
RHEL/CentOS/ScientificLinux & 7|&=2 2 o} S L}

[1] https://wiki.egi.eu/wiki/Fedclouds BDII instructions

[2] https://appdb.egi.eu/store/software/cloud.info.provider

(1) BDI M
repository A X|

# wget W

http://repository.egi.eu/community/software/cloud.info.provider/0.x/releases/repofiles/sl
-6-x86_64.repo

-0 /etc/yum.repos.d/cloud-info-provider.repo

7|x| 2K

# yum install cloud-info-provider-service

/etc/cloud-info-provider 0f QU= MMOIUYES F1SH0 ZHESICH YAML Il g 2Hd

# cp /etc/cloud-info-provider/sample.openstack.yaml /etc/cloud-info-provider/bdii.yaml

# vi /etc/cloud-info-provider/bdii.yaml

site:
# Your site name, as in GODCB (if omitted or set to None, this value is
# retreived from /etc/glite-info-static/site/site.cfg )
name: KR-KISTI-CLOUD

# Site url

url: http://waw.kisti.re.kr

# Production level

production_level: production

# Two digit country code

country: KR

# Site Longitude

longitude: 127.35

# Site Latitude

latitude: 36.36

# Your affiliated NGI

ngi: AsiaPacific

# Contact email

general_contact: fedcloud-list@kisti.re.kr
# User support email

user_support_contact: fedcloud-list@kisti.re.kr
# Sysadmin contact emai |

sysadmin_contact: fedcloud-list@kisti.re.kr
# Security contacts email email
security_contact: fedcloud-list@kisti.re.krorg
# User support email

bdii_host: fccont.kisti.re.kr

# User support emai l
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bdii_port: 2170

compute:

# Total number of cores available
total_cores: 64
# Total RAM available (GB)
total_ram: 512
# Hypervisor name
hypervisor: gemu-kvm
# Hypervisor version
hypervisor_version: 0.12.1.2
# OpenStack version
middleware_version: havana
# Service Production level (testing, candidate, production...)
service_production_level: candidate
# Service capabilities
capabilities:

- cloud.managementSystem

- cloud.vm.uploadlmage

provider M™& Q8] python-novaclientE O|23}H LE|=0|, --os-username, --os-password,
--auth-tenant-name, --os-auth-url, --os-cacert @} Z42 SMO0| O|&%=IC}.
keystone 0f OCCI EfQe| MH|AZL SF |0 O|00F BtCt.
keystone service-|ist
id | name | type | description

2c5c89375bf748afbef3dear20e0208e | ceilometer | metering | Ceilometer Telemetry Service |

#
|
|
|
|
|
|
|
|

|
cab0766ae08745e5b553eb215e9ca474 | cinder | volume | Cinder Volume Service |
6be960dc450c42769chef82eba216b92 | cinderv2 | volumev2 |  Cinder Volume Service V2 |
0f05e889c916453daaeb4e5a677e59¢ch | glance | image | Glance Image Service |
171443ad21c5401184ac4231bd8fb55¢c | keystone | identity | Identity Service |
2b0937c081ch48429488489818ae5d42 | nova | compute | Nova Compute service |
8418e8373eec45a38832a0b4b9ae8d73 | nova | occi | Nova OCCl Service |

|
T

provider A7
/var/lib/bdii/gip/provider/cloud-info-provider H}&-=2 MG

# vi /var/lib/bdii/gip/provider/cloud-info-provider
#1/bin/sh
cloud-info-provider-service —-yaml /etc/cloud-info-provider/bdii.yaml W
--middleware openstack W
--0s-username admin -—-os—password admin W
—-—os-tenant-name fedcloud —-—os-auth-ur| http://fccont.kisti.re.kr:35357/v2.0

# cat /usr/bin/cloud-info-provider-service
#!/usr/bin/python

# PBR Generated from u'console_scripts'
import sys

from cloud_bdii.core import main

if _name_ == "__main__":
sys.exit(main())
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# chmod +x /var/lib/bdii/gip/provider/cloud-info-provider
# /var/lib/bdii/gip/provider/cloud-info-provider

INFO:ur|1ib3.connectionpool :Starting new HTTP connection (1): fccont.kisti.re.kr
DEBUG:ur I 1 ib3.connectionpool : "POST /v2.0/tokens HTTP/1.1" 200 6267

dn: o=glue

objectClass: organization

o: glue

dn: GLUE2GroupID=cloud,o=glue
objectClass: GLUE2Group
GLUE2Group!D: cloud

INFO:ur | 1ib3.connectionpool :Starting new HTTP connection (1): fccont.kisti.re.kr
DEBUG:ur I 1 ib3.connectionpool : "POST /v2.0/tokens HTTP/1.1" 200 6267
INFO:ur | 1ib3.connectionpool :Starting new HTTP connection (1): fccont.kisti.re.kr

DEBUG:ur I I ib3.connectionpool:"GET /v2/46196f54ae8d4edbac6bb4a7d7871849/f lavors/detail HTTP/1.1" 200
2149

BE%UG:urIIib3.connecti0npoo|:”GET /v2/46196f54ae8d4edbac6bb4a7d7871849/ images/detail HTTP/1.1" 200 2
dn: GLUE2ServicelD=http://fccont.kisti.re.kr:35357/v2.0_cloud.compute,GLUE2Group|D=cloud,o=glue
objectClass: GLUEZ2Entity

objectClass: GLUE2Service

objectClass: GLUE2ComputingService

GLUE2ServiceAdminDomainForeignKey: KR-KISTI-CLOUD

GLUE2ServicelD: http://fccont.kisti.re.kr:35357/v2.0_cloud.compute

GLUE2ServiceQualitylLevel: candidate

GLUE2ServiceType: laaS

GLUE2ServiceCapability: ['cloud.managementSystem', 'cloud.vm.uploadimage']

dn: GLUE2StorageServiceCapacitylD=fccont.kisti.re.kr_cloud.storage_capacity,GLUE2ServicelD=fccont .ki
sti.re.kr_cloud.storage,GLUE2Group|D=cloud,o=glue

objectClass: GLUEZ2Entity

objectClass: GLUE2StorageServiceCapacity

GLUE2StorageServiceCapacitylD: fccont.kisti.re.kr_cloud.storage_capacity
GLUE2StorageServiceCapacityType: online
GLUE2StorageServiceCapacityStorageServiceForeignKey: fccont.kisti.re.kr_cloud.storage
GLUE2StorageServiceCapacityTotalSize: 0

2/t Z0| LDIF ¥AloZ L™ MHZ0|Ct. O|X| bdii & A|ZSHCE

‘# service bdii start

LDAP HAo 2 =t0l

|dapsearch -x -h localhost —p 2170 -b o=glue
extended LDIF

#
#
#
# LDAPv3

# base <o=glue> with scope subtree
# filter: (objectclass=x)

# requesting: ALL

#

# glue

dn: o=glue
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objectClass: organization
0: glue

# grid, glue

dn: GLUE2Group!|D=grid,o=glue
objectClass: GLUE2Group
GLUE2Group!ID: grid

# cloud, glue

dn: GLUE2GroupID=cloud,o=glue
objectClass: GLUE2Group
GLUE2Group!D: cloud

# resource, glue

dn: GLUE2Group|D=resource,o=glue
objectClass: GLUE2Group
GLUE2GroupID: resource

# KR-KISTI-CLOUD, glue

dn: GLUE2Domain|D=KR-KISTI-CLOUD,o0=glue

objectClass: GLUE2Domain

objectClass: GLUE2AdminDomain

GLUE2DomainDescription: Korea Institute of Science and Technology Information,
Republic of Korea

GLUE2DomainWWw: http://www.Kisti.re.kr

GLUEZ2ENntityOther Info: GRID=KOREA

GLUE2Domain|D: KR-KISTI-CLOUD

# fccont.kisti.re.kr_cloud.storage, cloud, glue

dn: GLUE2ServicelD=fccont .kisti.re.kr_cloud.storage,GLUE2Group|D=cloud,o=glue
GLUE2ServiceAdminDomainForeignKey: KR-KISTI-CLOUD

objectClass: GLUE2ENntity

objectClass: GLUE2Service

objectClass: GLUE2StorageService

GLUE2ServiceQualityLevel: None

GLUE2ServiceCapability: ['cloud.data.upload']

GLUE2ServiceType: STaaS

GLUE2ServicelD: fccont.kisti.re.kr_cloud.storage

# location.KR-KISTI-CLOUD, KR-KISTI-CLOUD, glue
dn: GLUEZ2Locat ionlID=location.KR-KISTI-CLOUD,GLUE2Domain|D=KR-KISTI-CLOUD,o=glu
e

objectClass: GLUE2Location

GLUE2Locat ionLongi tude: 127.359308

GLUE2Locat ionCountry: South Korea

GLUE2Locat ionDomainForeignKey: KR-KISTI-CLOUD
GLUE2LocationlD: location.KR-KISTI-CLOUD
GLUE2LocationLatitude: 36.365830

# numResponses: 28

# numEntries: 27

0|= 0] resource BDII £ site-BDII 0 SZ3d}l0f stLC}. Site-BDII A 0| A= [3]S

[3] https://wiki.egi.eu/wiki/MANO1 How_to_publish_Site_Information
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— — M
AP ~ GlLUE22ndp0inUD=htp/fccont kit 1= Kr 77412 4613675 2aeddedbackbbes 17871348 Openstark 2 ¥505-VOMS GLUEzSencelD=hiipy/fccont kst = kes3357/4v20_cloud compute ol =1 ki)
File Edit Navigate LDAP Window Help
= T - - LRy - E{E“;LDAP
% LDAR E(nwse( F] GLUE2EndpointiD=http://fecont kisti re kr-8774/v2/46196f54ae8d4edbacebbaa7d7871 52 _ T Oj[eEout =0
< i [— DN: GLUE2EndpaintiD=http://fccont kistire krB774/v2/4610615 =¥ = | % % | & | & 5| 2¢ 7 || 4 [0 GLUEZEndpol
I ; = GLUE2En|
4% om =« ||| Attribute Description Value GLUEZEn|
a [#] Root DSE (5) F abjectClass GLUEZComputingEndpoint (structuraf) GLUEZER|
| GLUE2GrouplID=services,o=glue objectClass GLUE2Endpoint (structural) GLUEZER
4 & o=glue (4) objectClass GLUEZEntity (abstract) GLUEZ2En |
[} GLUE2GroupID=grid GLUEZEndpointHealthState ok GLUEZER|
4 [ GLUEZDomainID=KR-KISTI-CLOUD (5) GLUEZ2EndpointID http:/focont kisti.re kr:8774/v2/46196f54ae8d4edbacebb4ay... GLUE2ER
[ GLUE2ContactiD=general.contact. KR-KIST-CLOUD GLUE2EndpointInterfaceName OpenStack GLUEZEN
] GLUE2ContactiD=security.contact KR-KISTI-CLOUD GLUE2EndpointQualitylevel  production GLUEZEn |
(1 GLUE2ContactiD=sysadmin.contact KR-KISTI-CLOUD GLUE2EndpointServiceForeignl httpy//fecont kistire.kr:35357/v2.0_cloud.compute objectClal
[ GLUE2ContactiD=usersupport contact KR-KISTI-CLOUD | GLUE2EndpointServingState  production GLUEZER
(1 GLUE2LecationID=location KR-KISTI-CLOUD 3 GLUEZEndpointURL httpy/focont.kisti.re.kr:8774/v2/46196f54ae8d4edbac6bbday... GLUEZER
4 [ GLUE2GroupID=cloud (2) GLUE2ComputingEndpeintComg hitp://frcontkistire kr:35357/v2.0_cloud.compute GLUE2Co|
a [ GLUE2ServicelD=fccont kis....re.kr_cloud.storage (4 GLUE2EndpointCapability ['cloud.managementSystem’, 'cloud.vm.uploadimage'] GLUEZER|
() GLUE2EndpaintiD=https://s._8080_COMI_1.0.1_X509- GLUE2Endpaointimplementation’, OpenStack Nova GLUEZER|
Ll (] GLUE2EndpointD=https.//s..8080_COMI 1.0.1 X509-V GLUE2EndpointdmplementationV havana = GLUEZEn
() GLUE2ManagerID=fceontkis....kr_cloud storage_manage GLUE2Endpointmplementer OpenStack
(] GLUE2StorageServiceCapaci..kr_cloud storage_capacity GLUE2EndpointinterfaceVersion 2
loud.compute (8) GLUE2EndpaintTechnology REST
GLUE2EntityOtherInfo Authn=X508-VOMS
2.0_cloud.compute_man:z
() GLUE2ResourcelD=resource_..nt kistire kr:35357/v2.0
|_) GLUE2ResourcelD=resource_.nt kistire kr:35357/v2 0
] GLUE2ResourcelD=resource_ntkistire kr35357/02.0
() GLUE2ResourcelD=resource_..nt kisti.re kr:35357/2.0
() GLUE2ResourcelD=resource_..nt kistire kr:3s357/v2.0
a (71 GLUE2GronniN-rasnurea (1)
! it = ’ < ¢
(%8 connections T LDAP Servers| 2w % B “C' pro =8|
b bdii.grid.sinica.edu tw =~ = = —— = = % |
b2 feocont &' Modification Logs [ Search Logs| B o A T
= = . || No operatiens to di
¥
I I
'
i o0* Open Connecticn
ke

2! 11 Apache Directory StudioS 0|23t LDAP EEIR %

(2) ZLHE S 28] GOCDBY| S&3}7|

SR E A0 CHPE 2L EE 2 availability 2F reliabilityE ZotCt 7A O] AMEXZ7E MO o
Hel ol2] "okl VME 2™ AlZt SO A 22 2M availability 2t reliability € HAE &t

Ct. EGI FedCloud?| ZL|E{Z A|AHO|M= NAGIOS § HIE2=Z O|FO{ZICt

22t E AMO|E GOCDB [1]0] =7t 3t RLIHZ MH|A7F S + AEE S0t
Ch3ak 22 AH|2 EtRI0] GOCDBO| S=&|0{0F otrt.

o

ct.

- eu.egi.cloud.accounting (required)

- eu.egi.cloud.information.bdii (required) --> QA =
- eu.egi.cloud.storage-management.cdmi

- eu.egi.cloud.vm-management.occi (required)

- eu.egi.cloud.vm-metadata.marketplace

DIX< endpoint 7} 28142 SITEZ ZMsH= ZO|Ch Of7|0f= 27}X| Heio| QUL
a. 7|Z9| EGI AIO|E0| SE28}= it

=

O 3% 3lid AO|ES| ¢Ej= "Certified” O|C}.
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=

MZ2 AOIE= Chgit 22 280 2R3ttt

Infrastructure: 'Production' / Certification Status: 'Candidate’

5 482 B5E MH|A endpoints = CHS

S22 E 2F3HO0F St

Production: 'N' / Beta: 'N' / Monitored: "Y'

ChZol MH|A EtO| CishM= S

[ e

[e13 _EI.XI ol X—l_Q_EI I:|-

- eu.egi.cloud.storage-management.cdmi: URL 0O C}2 ™HE7} =0{7}0F SHLY.

http[s]://hostname:port

- eu.egi.cloud.vm-management.occi: URL Of C}3 ™HE7} =0{7t0F St

https://hostname:port/?image=<image_name>&resource= <resource_name>

<image_name>, <resource_name>0j= JHMEX7} SHZ £ Qo™ 0|A2 ZtZt os_tpl 1t

resource_tpl Off SHi&=ICY.
I.

o
GOCDB 2} #ye (215

[1] http://goc.egi.eu/

[2] https://wiki.egi.eu/wiki/GOCDB/Input_System_User_Documentation

Service Availability Monitoring (SAM) [3] 2 Q=290 A resourceE2 ZLIEZ 817 sl At
A}OIEQI availability@} reliabilityE 2 L|E & $IC}.

8%l =F0|C}. grid/cloud

SAM instance = [4]0]] MX|EO %

SAMO|M HIAESHE &52

[3] https://wiki.egi.eu/wiki/SA

M

[4] https://cloudmon.egi.eu/n

agios

At

(5101 71=&5o UL

[5] https://wiki.egi.eu/wiki/Cloud SAM tests

H 16 SAM Tests

Nagios HAE F7| A
eu.egi.cloud.APEL-Pub 12 hours | APEL publishing ZL|EHZ X3
image list 2 £E hvimagelist.dcdateicreated YEE
eu.egi.cloud.AppDB-Update | 15 minutes | Z=A
error(>12 hours), warning (6~12 hours), ok(<6 hours)
AfRX|-7f OCCI interface 2 VM2 MMgt 4= Q=X K
eu.egi.cloud.OCCI-VM 1lh as
eu.egi.cloud.Perun-Check | 5 minutes | perun Off ®£3510] MEIE 2L
org.nagios.Broker-TCP 15 min broker ZTEE xj3 %t
org.nagios.CDMI-TCP 15 min CDMI ZEE (3%
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BDIIZ} AT OIX| NS

org.nagios.CloudBDII-Check | 15 min (using -b o=glue and LDAP version 3).

org.nagios.OCCI-TCP 15 min | OCCI ZEE x3g

N < o Current Network Status Host Status Totals Service Status Totals
a g 10S Last Updated: Tue Nov 18 07:06:05 CET 2014 Up Down Unreachable Pending Ok Waming Unknown Critical Periding
Moo Gt 3y vt nagios og & o o o TN | (IO
General Logged in as /C=KR/O=KISTI'O=GRID/O=KISTI/CN=80864141 Sangwan Kim All Problems All Types All Problems ANl Types
@ Home View Service Status Detai For All Host Groups
@ Documentation iew Status Overview For All Host Groups
View Status Summary For Al Host Groups
ek i View Status Grid For Al Host Groups
@ It =
i ;E’:D"C"“U"”‘"EW Host Status Details For All Host Groups
@ Hosts
@ Services
@ Host Groups Host *# Status *+ Last Check #% Duration *% Status Information
- (S;r‘lzﬂmar? aurora nog ingrid pt B oup 11-18-2014 07:05:04 520 160 0m 238 OF: Host DK
@ Service Groups bii-iaas ceta-cicmat es up 11-18-2014 07:03.04 138d 14h 28m 20s OK: Host OK
P!
' E‘L:I!WHW bl cioud pc kth se 2o 11-18-2014 07:08:04 3700 17h 31m 495 OK: Host OK
e Ol
@ Problems bsogridDs bsc.es B ue 11-18-2014 07:05:04 370d 17h 24m 195 OK: Hest OK
=) Sarvigas (Unhandiad) carachSics mun| = up 11-16-2014 07:05:04 3704 17h 31m 285 OK; Host OK
Haosts (Unhandled)
« Metwork Cutages edmi cloud.gwdg.de B owe 11-18-2014 07:05:14 370d 17h 24m 455 OK: Hest OK
Quick Search ceiber biff unizar es B ow 1-18:2014 07.05:14 313d 10h 56m S8s Ok Host 0K
| | co2-prg bifl unizar s B ue 11-18-2014 07:03:04 167d 18h S6m 325 OK Host OK
clotid. cesga es B oue 11-18-2014 07:03:14 3704 17h 3Tm 2s OK: Host OK
Reports
. : hi clouid. ifca 85 B owe 11-18-2014 07:05:04 370d 17h 30m 39s OK: Host OK
vailability
® Trends eloudhai ncg,ingrid.pt B oue 1182014 07:03:14 52¢ 16h 8m 25 OK: Host OK
@ Alerts cloudmon.egleu B oue 11-18-2014 07:05:14 B47d 15h 45m 33s OK: Hest 0K
= History
- canfrolier ceta-giomat 63 5 owe 11-18-2014 070314 1384 14h 18m 53s OK Host OK
= Histogram egi-cloud-accounting. 100percentit com B e 11-18:2014 07:05:24 370d 17h 20m 49s OK: Host OK
@ Notifications
@ Eventlog eg-cloud:pd.infi B owe 11-18-2014 07:05:04 1664 19h 2m 10s OK: Host oK
5 egkcioud zam kfa-jusich de B ue 11-18-2014 07:05:24 370d 17h 33m 6s OK: Host oK
ystem
e " agi.cloud pac kh.se B oup 11-18-2014 07:05:34 3704 17h 3im Ts OK; Host OK
omments
@ Downtime fo-enc.Bm upv.es o 11-18-2014 07:05:34 111d 13h 40m s OK: Host OK
: E'E:E“ Info o fecont kistire.kr 2o 11.18-2014 07:05:34 34d 170 54m 485 OK: Host OK
‘erformance Info
© Scheduling Queus e ulakbim gov.ir B ue 11-18-2014 07:05:34 2064 18h 31m 13s OK: Hest OK
© Configuration fad-cloud zam Kfa-jusich.de B oup 11162014 07:05:34 126 14h 22m 525 OK: Host OK
head coud.cyfronst pl B owe 11-18-2014 07:05:34 203d 14h 13m 10s OK: Hest OK

12l 12 FedCloud Nagios SAM EL|EHZ

&= cocDB 5.3 Ro2 Site: KR-KISTI-CLOUD

Korea Institute of Science and Technology Information Federated Cloud Resources for EGL.eu

Browse

& My Sites

o' Prajects Contact . Project Data b4
NGIs

o Sites EMall fedeloud-list@kisti.re.kr NGI/ROC AsiaPacific

¢ Senvice Groups Telephone +82-42-869-0647 Infrastructure Production

© Services

Ada Emergency T — Certification Status Candidate Change

Telephane £

o Add Site Scope(s) ==

= Add Service Group CSIRT Telephone +82-43-860-0647

& Bddisoruce CSIRT E-Mail fedcloud-listakisti.re.kr

Add Downtime
Downtimes
o Active & Imminent Helpdesk E-Mail fedcloud-list@kisti.re.kr
About GOCDBS
e Doc, Help & Support

Emergency E-Mail

Networking - Location %
Search
Heme URL Fttp: /e kisti.re ke Country South Korea
—_— SIS URL ldap: //fccont.kisti.re. kr: 2170/mds-vo-name=KR-KISTI- Latitude 36.36
Submit CLOUD, o=grid
Longitude 127.35
1P Range
User Status Time Zone Asia/seoul
IP v6 Range
—— Location Daejean, Korea
Safaan R Domain Kisti.re.kr
View Details
Manage Roles e
Site Extension Properties "
o B - Name Value Edit Remove
Add Properties
Services
Hostname (service type) URL Production Monitored Scope(s)
fecont.kisti.re.kr =

- — o

72l 13 GOC DB Site Infomation : KR-KISTI-CLOUD
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Ml4Z Federated Cloud &£

Federated Cloud £ &8%3d}7| M= user support H|O[X| [1]1E X IOSHCL AFEXt= CHS It
€2 EXE MEtoF ot
) A2lE 2ENM Ea
2) fedcloud.egi.eu VO(virtual organization) 7+2
3) AppDB Cloud Marketplace [2]0{|A] O|O|X|E ME4SIY =2
4) ZME 2}l £ L} high-level brokering tool2 0|23%}l0| FedCloudE &8% 4+ QUCt

=

[1] https://wiki.egi.eu/wiki/Federated Cloud_user_support

[2] https://appdb.egi.eu/browse/cloud

H1E VO 2|#7tY

FedCloud®| VOEH2 fedcloud.egi.eu®Z 7t2S QsfA= [3]18 YWESIH = HS HE/A| O
2lc AEME *JE%HOF SfDf, MEish 18|C 9IEM AMBXIZ VOE ZHsiA ECh 12|S SN

= AMEARS] HEte A Lo 2X[E0] A OF SHCf

[3] https://perun.metacentrum.cz/perun-reqgistrar-cert/?vo=fedcloud.egi.eu

Application for fedcloud.egi.eu

Flease fill the form. For more information see httpi/dswne egl ewdinfrastructure/cloudy

certDN” FC=RKRIO=KIST HO=GRID/O=RIST G HN=808641 41 Sangwan Kim
Given name® Sangwan @ ok
Surname™ Kim @ ok
E-mail~ sangwan@kisti re_ kr @ ok
Wh KISTI is workina to be a resource mrovider 2

¥Ry of federated cloud. We want to access S ok
want to FedCloud ¥0 because we should test the

interlocking between KISTI's resource and
access |other resources.
FedCloud?™
Login® sangwan @ Usermame
available

Password®™ = aceeeees @ ok

| Applications

=] Application for fedcloud.egi.eu O

S Wy applications
4 Logour Application for fedcloud.egi.eu has been successfully created.

You have provided unverified e-mall, please check your mailbox for validation link.

Please wait until your application is either approved or rejected by YO administrator. Check your e-mail
for further information.

12l 14 FedCloud VO 7t3tH
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K
x

H2E FHMERel &#E 273

[

FedCloudE &&%d}7| fIsiM= oM AHUWEZQ 2tFoM 280| 7hs3SiLt. Ruby A2 29 E
OCCI rOCCI [1] & MX|stH E=ICt 2] &1

[1] https://github.com/gwdg/rOCCI-cli

[2] https://wiki.egi.eu/wiki/Fedcloud-tf:CLI_Environment

MKE Ll 64HIE EB|EA A|AHIO| ZHQSICEE
AX|7ls OS: RedHat 6.x (x86_64) / Scientific Linux 6.x (x86_64) / CentOS 6.x (x86_64) / Mac OS
X > 10.6 / Debian >= 6 (amd64) / Ubuntu 12.04 (amd64)

Ch2ar 22 =ME MECLL
L J2[E ArEA 2I3AM E'
2. 37| AN 28

3. FedCoud VO 7t+¢!

4. VO Z22l0|¢E EF MX]
5. VO membership &4

6. ZEA| 2ASM A8

7. rOCCI 22}0|E AX|

1) J2|= ALEX 21BN e

J2|E QIE7|8 (Grid Certificate Authority)& E310] AF2X| CISME g d=Ct g H
AHe QIZ|BOMCH 7HY 2Oz ¢fT $F 7| wI BAES watof dt A5V HoR £
H 2222 A SMe 71017| 8 7HA| D Set0|AES| HASH X|0| FABHELE

SC|aEE 2|9 .globus E{ 02 usercert.pemdt userkey.pemOf CIZ AR} 7|OI7|E EA}SHL}

—

=
HIAS2 Chel 257[2H(CAR BH 22 ASME MB35t U7 W0l EGI A=t M CHE
7|2o| AMHEE 2ESY| QME Sy AFT|#el ASME @R[ FO{of BHC). EU Grid PMA
initiative [3] O A] Z2|E|T QU= CASO| QIZMZ A8 =C}

[3] http://www.eugridpma.org/
EGI trust anchors (1= 7|2t Q1= A{) AX| gbH
# cd /etc/yum.repos.d

# wget http://repository.egi.eu/sw/production/cas/1/current/repo-files/EGI-trustanchors.repo
# yum install -y ca-policy-egi-core
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3) FedCoud VO 7}¢!
EGI Q1= 2}L{jofl Al E7 VO(Virtual Organization)dj 7tEto 2N £ VOLJQ| XIS &8

UCE AFEAEZE Of= VOOf £a A=X0f et §2E E A2nf, MHA0 F2LM A4
Bt7| Q8 =2 A| QS AM(proxy certificate)2 AFRSICE ZZ2A| QISAME= AR
o

AN

3 Atel

of = + cnf, HEe VO 54 YEE U ULt FedCloud VOO 7t F@2 & Zof
Ho Yoo

mo ot
x Ot o

ol
Rl
tu
S =
0

O SEf0|HE =7 X
ZTEA =S ME DHE7| T VOMS client toolsE A X|SHC}.

# yum install voms-clients3

5) VO membership service A7
VOMS client tool0] ZEA| QIZAE TIEOL7| YHIAME <7t M MEIJ} ZQsict 7telst
VO2O| membership serviceVOMS)0| CHgt HEE M| F=0{0f SiCt
VOEE= L 20 MTECt
- /etc/grid-security/vomsdir C|2lE 2|
- /etc/vomses L}
VOMS MH|A He MH

# mkdir -p /etc/grid-security/vomsdir/fedcloud.egi.eu

# cd /etc/grid-security/vomsdir/fedcloud.egi.eu

# cat >voms1.egee.cesnet.cz.|sc <<EQF

/DC=org/DC=terena/DC=tcs/OU=Domain Control Validated/CN=voms1.egee.cesnet.cz
/C=NL/0=TERENA/CN=TERENA eScience SSL CA

EOF

# cat >voms2.grid.cesnet.cz <<EOF

/DC=org/DC=terena/DC=tcs/0U=Domain Control Validated/CN=voms2.grid.cesnet.cz
/C=NL/O=TERENA/CN=TERENA eScience SSL CA

EOF

VOMS AMH|A FA HAX™ (vomsl.egee.cesnet.cz:15002)

# cd /etc
# cat >>vomses <<EQF

"fedcloud.egi.eu" "vomsl.egee.cesnet.cz" "15002" "/DC=org/DC=terena/DC=tcs/0U=Domain Control Validat
ed/CN=voms1.egee.cesnet.cz" "fedcloud.egi.eu" "24"

"fedcloud.egi.eu" "voms2.grid.cesnet.cz" "15002" "/DC=org/DC=terena/DC=tcs/OU=Domain Control Validat
ed/CN=voms2.grid.cesnet.cz" "fedcloud.egi.eu" "24"

EOF

TEA ASME HMGI7| 28 voms-proxy-init H&H 2 0| 2L

$ voms—proxy-init -voms fedcloud.egi.eu —-rfc —-dont-verify-ac

Enter GRID pass phrase:

Your identity: /C=KR/0=KISTI/0=GRID/0=KISTI/CN=80864141 Sangwan Kim

Creating temporary ProXy . .........ee e Done

Contacting vomsi.egee.cesnet.cz:15002 [/DC=org/DC=terena/DC=tcs/0U=Domain Control Validated/CN=voms
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1.egee.cesnet.cz] "fedcloud.egi.eu" Done
Creating ProxXy . ... Done
Your proxy is valid until Thu Nov 27 01:20:37 2014

WYE T2 AZMO HEE Holsks Wi

$ voms-proxy-info -all
subject : /C=KR/0=KISTI/0=GRID/0=KIST|/CN=80864141 Sangwan Kim/CN=1288283198

issuer © /C=KR/0=KISTI/0=GRID/0=K1ST|/CN=80864141 Sangwan Kim
identity : /C=KR/0=KISTI/0=GRID/0=KISTI|/CN=80864141 Sangwan Kim
type : RFC compliant proxy

strength : 1024 bits

path © /tmp/x509up_u500

timeleft : 11:59:17
key usage : Digital Signature, Key Encipherment, Data Encipherment
=== V0 fedcloud.egi.eu extension information ===

VO . fedcloud.egi.eu
subject : /C=KR/0=KISTI/0=GRID/0=KISTI/CN=80864141 Sangwan Kim
issuer : /DC=org/DC=terena/DC=tcs/0U=Domain Control Validated/CN=voms1.egee.cesnet.cz

attribute : /fedcloud.egi.eu/Role=NULL/Capabi | ity=NULL
timeleft : 11:59:18
uri - voms1.egee.cesnet.cz:15002

7) rOCCI 22}0|2E AX|

# wget -0 /etc/yum.repos.d/rocci-cli.repo http://repository.egi.eu/community/software/rocci.cli/4.3.
x/releases/repofiles/s|-6-x86_64.repo

# yum install -y occi-cli
# In -s /opt/occi-cli/bin/occi /usr/bin/occi

O|X #X|&l OCCI E2t0|AEE 0|&510] FedCloud A0 HZg 4= AL
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