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- Security
OpenStack ofJA=

% ol gslo] erus MAgcg A4l
) - ) _ Passwords

|Password name |Description

|Database password (no variable used) !RGDI. password for the database

|Password of User adm:n

|Database password for the Telemetry service

|Password of Telemelry Service USEr ce:lomates

|Database password for the Block Storage service

'Passwurd of Block Storage sendce user cinders

Database password for the dashboard
[Fassword of user deme

|Database password for Image cervice
{Password of Image service user glance

|Database password for the Orchestration service

!Passwnrd of Orchestration domain

:.Passwnrd of Orchestration senvice User heat

|Database password of Identity service

[ MEUTRON _DEPRSS |Database password for the Netwo rklr:g service
| vEUTRON PASS ,Passmr-d_a‘l-r:él.wurMHE SEMVICE USEr neutzon
! NOVA DEPASS [Dambase password for Compute service

|' HOVR_PRES fPasswurd of Compute service user ncova

| anEBIT pRes |Password of user guest of RabbitMQ

| SHIFT paeEs |Password of Object Storage service user =w: s

I3 2 Security IjAYE JAE

- Host networking

712X 0 g Provider/Self-service(private) networks & 719 UYEYF] JAMo] it
Provider networks 342 ™3] Layer-2 BIX/AAA AMU|AE 71soA AH|AZRA
Layer-3 2}¢& Au|AE QoiAde AAl =2 UEYI Qlmeto] ofEsfof siot
Self-service(private) networkst= VxLANY ZF2 Qowdo] UEYI 7AS 0|51
Layer-3 2t2E AMH|A 7|58 Hostozxy £ ¢ SAst YELI AN 2 90| 71535
o} 2 BA0AE 33 37 2L LE5g o]gstel M

=

anagement/Tunnel/External U E ¢
=
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Management network
10.0.0.0/24

Tunnel network
10010/24

External network
203.0113.0/24
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* Controller =&

.
Controller Mode

k-

’

s \
Metwork Mode
C IS
' N
Compute Node

-

3wcg 7o) YEYI 4

Management QIE|Ho|AE Ast, [P £4& U Gateway F£AS AAsich FIpHo=z
/etc/hosts Mol T =50 digt 4 RS A
* Network =&
Management, Tunnel QIEHo|AE At [P A U Gateway FAS HAsith o,
External QE|Ho]A% Floating P9 AAy AA*x|oz [P F4AS A5t HAASHA] ¢
T, 33 49t e WHoR MAYACL UAMIAIR, Jetc/hosts Lo T} =SS Cfat
4 BRE WP
¢ The excvernal necwork interface
autos INTERFACE NAME
iface INTERFACE NAME inet manual

up ip link set dev S$IFACE up

down ip link set dev £IFACE down
* Compute =&
Management, Tunnel QEHo]|AE A5ty I[P &4 % Gateway FAS AAstct F=71HA
O 2 /Jetc/hosts mPof| th& =50 gist 14 FEE 7.
c AR AF
Al =5 Fte] UE I QIEHo]AR 2 pings 49¥ste] AdS el

- Network Time Protocol(NTP)

S 7o) Mulxg] 718k YshA NTPY 232

* Controller =&

”»

Q1 ChronyS AX|stc}.

“server NTP_SERVER

“apt-get install chrony & Al38 &, /etc/chrony/chrony.confof A
iburst” 2890] NTP_SERVERE A Ast NTP AH 42 AXst1, AU|AE K|A]AFstc}



« 7)E} S
“apt-get install chrony’2 A8} &, /etc/chrony/chrony.confolA  “server
NTP_SERVER iburst” $89] NTP_SERVERZ controller &4 2 AA5t1, AHAZS XA
Kgict,

# chronyc sources
212 MNumber of
'IP addr

controller

- OpenStack packages
2E o Eo] o ofziel ugdE ElEolsto] @ EAE repositorys E/dshil, @
client &2 AX|stc}.

rlt
[~
12

# apt-get install software-properties-common
# add-apt-repository cloud-archive:mitaka

# apt-get update R& apt-get dist-upgrade

# apt-get install python-openstackclient

- SQL database
QEAHE MulAZZ U JEO XAZ sl SQL Ho|EH|o]AE A}
of glolgto]A7} AX]Eo] &

ofo
ol
[
ﬂ;
|m
iy
1)
|_[_4

n

olzjet ZFo] mariadb-server@}t python-pymysqlS dX]stct.

# apt-get install mariadb-server python-pymysgl

root ARL st Astst A ES AMERSIAL, /etc/mysql/conf.d/openstack.cnf Y-S
o 7}A]



= Inthe [mysgld] section, setthe bind-address key to the management IP
address of the controller node to enable access by other nodes via the
management network:

[mysqld]

bind-addrezz = 10.8.8.11

= Inthe [mysgld] section, set the following keys to enable useful options and the
UTF-8 character set:

[mysgld]

default-storage-engine = innodb
innodb file per table
max_connections = 4896

collation-server = utf8 general ci

character-set-server = utf8

« 47| oprel

database AlH]AES AjA|AFSEAL, mysql_secure_installation A

|u
i
[m
i
>
o
rok
in)

- Message queue
oEaEle AKX A2 olgsto] MuAS ko] operationsi JH] HuES £7

st HIAlA] F 9HAlol+= RabbitMQ, Qpid, ZeroMQ9} #Z2 1f7]X]
A G

O.

ujn

« AEHE Mz 2 A7

olgfet #e HWAHO=F  rabbitmg-servers AX|5til, openstack userg
RABBIT_PASSof| Astst passwordS thA|sict.

openstack usero]] TJ5] configuration, write, read access @3S 3835}

i r'abbitrnqctl'set_permis:sions openﬁtack e

't ons. for, i . Tope & in, e L r

o] 9, AEEY L



- Memcached
M| ASo| Ojgt Identity MH|A 15 HAYES EZS 7HJ5H7] ol MemcachedE o]
got, AESY oA FFET.

E Mz 2 MA
of2fi e} e Wgos memcached, python-memcache% MR,

/etc/memcached.confg HAsI] Oh g =E50f ost AFZ 7Isstes gt

-1 18.6.8.11




3. Identity A8|A

3.1 Identify AJH]A 7iQ

Identity AMu]A= 2t AMB]A ARGAEO Q15 R HIHE AlAstaL, o] 7hseth AE|A
Sofl ol Al8]& =555 APl endpoints® A5ttt o] &2 o]2{gh Keystone A{H|A
o] o]& XS Qofsto Ho&EL.

2.21= (user-management)

= = _E 3 MM | 7 &k
1.2 71 %l(credential) ~Eoda R &

a3 4 Keystone AJH|A AX}

3.2 4R 9 Fo 4%

- Prerequisites

keystone o|EjHlo| A2 s, MYe AT WIS Hojgitt. ZopHom Wit B30
2 A= random valueZE ¥WAIA]7]7] Y35l “openssl rand —hex 1072 43885t

» Use the database access client to connect to the database server as the root
user.

$ mysql -u root -p

« Createthe keystone database:

CREATE DATABASE k

= Grant proper access to the kevston= database:

Replace revysToNE DBPZSS with a suitable password.

+ Exit the database access client.

- Install and configure components
Hx & AHERoR AIREE AL 97] el ofefet o] Alaystct



> fetc/init/keystone.override

v 7| A 52 ofet Zol AR

£ apt-get install keystone apache2 libapache2-mod-wsgi

/etc/keystone/keystone.conf TAofAl & M-S HASHT.

« Inthe [pEFnuLT] section, define the value of the initial administration token:

[DEFAULT]

admin_token = ADMIN_TOKEN

Replace aomin Toxen with the random value that you generated in a previous
step.
: Inthe [database] section, configure database access:

[database]
connection = mysql+pymysql://keystone:KEYSTONE DBPASS@controller/k
eystone

Replace mevsToME DBFASS with the password you chose for the database,

= Inthe [token] section, configure the Fernet token provider:

[token]

provider = fernet

identity AJu]A dolElHo] A S E/dsHA]ICE

£ su -s fbinfsh -c "I

Fernet token provider?] Fernet keysES %7|s} A|ZItt.

# keystone-manage fernet setup --keystone-user keystone --keystone-grou

p keystone

- Configure the Apache HTTP server
/etc/apache2/apache2.conf T Y<Q] ServerName2 FEE L&t X g HAsH

_’IO_
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/etc/apache?/sites-available/wsgi-keystone.conf TFU-S AAJsto] ofgfjet o] Y
=t} T E 5000H-E& keystone AMH|A A]l, public 159 B2 8l o]&E1, TE 35357

W admin 159 B2 93l ol gt

keystone-public processes threads=1 er=keysto
ip=keystone display-name=X{GROUP}
keystone-public
] Justib3 .

A{ULUBAL }

s.log combined
granted
keystone-admin processes=5 threads=1 user=keyston

p=keystone display-name=%{GROUP}
keystone-admin

# ln -5 /etc/apache2/sites-available/wsgi-keystone.conf [fetc/apache2/si
tes-enabled

- Finalize the installation
Apache HTTP AHE AJA|AFstal, Ubuntu mj7]X]o] 2lgo A/J=l SQLite Hlo]E{Ho]A m}
A2 offjet Zo] A|Agct.

# rm -f fvar/lib/keystone/keystone.db

3.3 Service entity, APl endpoints A3/

- Prerequisites
ol = EZ(0OS_TOKEN), endpoint URL(OS_URL), identity API
version(OS_IDENTITY _API_VERSION)S A sict.

_’I'I_



- Service entity, APl endpoints A8
[dentity AH]|AE= Q ZAEH HU|AE9] AMBE|A =
=2 o]&sto] oE Au|AS0] o8 7hse JEIQIA] A7ttt Idnetity Au]A A4S #s
A orefiet go] MulA NEES Aottt

% openstack service create

" identity

Identity AJH| A= o] A= API endpoints®] Z=& Hg|stt}. ZF AH|AEL
o] B=g olgste] hE AulASu FAsH: WWE ZFUCH Identity AulA API
endpointsE ofzfjel Zo] A/dstet. ofzfje] o= public QIEjHo]A0] Tjgh AB/dE HojHRal,
L AFSHA internal, admin QIEjEo]A0f tf5l] endpointsS

N

P AEAS

% openstack endpoint create --region RegionOne
identity public http:// ol

_name

ice type

3.4 Domain, projects, users % roles 34
ofzfje} 7ol default =0l AJAdetct.

% openstack domain create --descriptioen "D t Domain” default

_12_



ZI7PH 02 admin project, user, role2 AyASIC

openstack project create --domain default

" admin

$ openstack user create --domain default

pt admin

$ openstack role create admin

|
| cd2cbo9a
| :

% openstack role add --project admin --user admin admin

7} XH]|AZ0] &35k service projects AT

_13_



openstack project create --domain default
ice Project” s

. ° ~
demo project, user ¥ user roleg AyASH}.

openstack project create --domain default
--d iption "Demo Project™ demo

openstack user create --domain default

_14_



openstack role create user

domain_id

id

uobgel  olgE QA AF  E2  oAYEES  uEys Aug 3
/etc/keystone/keystone-paste.ini2 &o] [pipeline:public_api], [pipeline:public_api],
[pipeline:public_api] AA9] admin_token_authS A|A st}

admin d3roz 1F EFS offiet #o] g4ettt. demo Ut 2 {ARST S AAICH

% openstack --os-auth-url http://controller:35357/v3
st

CLIZ 53t OpenStack client o]8A] ZQ3t 3H¥HAES sourcingst’] $st A3-HEES
77} admin, demo usero]] Tja}] &HAlstct

OMAIN_NAME=default
=default
CT_NAME =admin
ERNAME =admin

} =ANMTM_PASS
AUTH_URL=http://controller:35357/v3

_15_



4. Image AJ¥]A

4.1 Image MH|A 7J&
Image AH|A&= ZEESE AREAEO] VM ouX|&2 ¥4, 55 ¥ AMES 7HsshAl st
A

REST APIE A3 o=2M, ALEAS0] VM olulx] HEtHolES HstaL, Al o]nAlE 4

M 4 ES @ith 508 ARUES2E ol 94 AEUES] 9tk
- glance-api: Image ¥, AM L A& 5o tist Image APl @ 5 W=tt

- glance-registry: Image OE{dlolElo] cigh <7, M2} 2 AMS FPstn, olelgt olE
glolHY image®] 27|, Ejola} e A B mabsic

42 87 L e 47

- Prerequisites

offiet 2 WFLo= glance HolEHo]AS Ak, AT F& US Fojdtoh 19
1, admin HFHE A7) fJsliA 7]Eo] A3t admin-openrc®t 22 AIYPES AT

= Use the database access client to connect to the database server as the raoct
user:

$ mysql -u root -p

= Create the glance database:

CREATE DATABASE glance;

= Grant proper access to the glance database:

Replace cLawcE Derass with a suitable password.

= Exit the database access client.

AY] A credential2 A4Ad5H7] 8 glance userE AAStil, admin roleS  service
project, glance usero] tofstct.

_16_



openstack user create --domain default --password-prompt glance

openstack role add --project service --user glance admin

ofgfjet ol glance AMu|x QEJEHE A/dstal, Au]A AP endpointsE A/d ettt of2fo]
o= public QIEjmjojAc] Tist S EojFi, [AFSHA internal, admin QIEm]o]A0]
il endpointsE A4S & o}

tack service create --name glance

ption "OpenStack Image” image

- Install and configure components
glance W|7|X|& ofzfje} o] AX|gt}.

_17_



# apt-get install glance

/etc/glance/glance-api.conf& &1, [database], [keystone_authtoken], [paste_deploy],

[glance-store] A& of2fjel o] ARty

= Inthe [database] section, configure database access:

[database]

connection = mysql+pymysql://glance:GLANCE_DBPASS@controller/glanc

e

Replace crzwce peezss with the password you chose for the Image service
database.
« Inthe [keystone authtoken] and [paste deploy] sections, configure

Identity service access:

[keystone authtoken]

auth_uri = http://controller:5800
auth_url = http://controller:35357
memcached_servers = controller:11211
auth_type = password
project_domain_name = default
user_domain_npame = default
project_name = service

username = glance

password = GLANCE PASS

£3], [glance_store] AMojA o]u]x] mUEo0] 9JX|5}
[paste_deploy]

flavor = keystone

r|r
H
tjo
i)
£
o

Replace crance_eass with the password you chose for the glance userinthe

Identity service.

v Inthe [glance store] section, configure thg local file system store pnd
lacation of image files:

[glance_store]

stores = file,http

default store = file
filesystem_store_datadir = /var/lib/glance/images/

ol WA  SASIA /etc/glance/glance-registry.conf&

_18_
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[keystone_authtoken], [paste_deploy] A4S ofgjQ} 7ro] A stc}.

» Inthe [database] section, configure database access

[database]

connection = mysql+pymysql://glance:GLANCE DBPASS@controller/glanc

e

Replace cLaNcCE DEPASS with the password you chose for the Image service
database.
= Inthe [keystone authtoken] and [paste deploy] sections, configure

[keystone authtoken]

auth_uri = http://controller:5660
auth_url = http://controller:35357
memcached servers = controller:11211
auth_type = password

project _domain_name = default
user_domain name = default
project_name = service

username = glance

password = GLANCE PASS

[paste_deploy]

flavor = keystone

Replace Giawce =zss with the password you chose for the glance userinthe
Identity service.

OpA|to.2, Image A8]A dlojEjdlo]As  @EHA7IR,  glance-registry Afu]Aot
glance-api AH]|AE R|A]AFsict,

! su -5 /bin/sh -c

- 4R A%

admin credential® AA5t0 admin HsHS F& 5 “cirros’ et & HAESR Z%A os
oJU|A]E ThRES). 2], sid o|u]X|E "QCOW2" fA3 Ui, “bare” ZIEolH =
i, “public” visibility £90] 2402 Image AH|AZR PR EsH}

_19_



openstack image create

_20_



5. Compute AJH]|A

5.1 Compute A8]A 7i&

=2 E ARY AA’RE Algstal ey

Images ATohil, Z=2AE of HPES HAsto AL 2 e A2
oltt. Compute AH|AE BHF SIEY & A

ESo ofefet 2t

- API

. nova-api service

o AFEATS] compute api®] QA& TotEo 2E3tth OpenStack Compute API, Amazon
EC2 APl 9 Tejat ol e a857] 918 Admin APIS AU 37149 AASS vig
Shal, QIAEAO 5 TiAlo] Hofgtt.

. nova-api-metadata service:

D OAEAZHEO HEOolH Q%S HholEo]il, nova-network AAX]et A multi-host
nc2 759 0 ogurt.

- Compute core

. nova-compute service

Hypervisor APIsE &2t VM QA®HASS APstAd FrAP|= dEo=zH, o™
hyperviso APIsZ% XenAPI(XenServer/XCP), libvirt(KVM/QEMU), VMwareAPI(VMware)
o] ot 7|2A o g HAIX] FR2EE WHZ Wolso KVM QAHAS JLEshal, Ho]E
slo] 2o AElS JoolE A7): w22 A AAH PaAolS LTI

. nova-scheduler service
D HAIA] FREE UM QIARA QRS Wotzo] ol HARFE AY 2 AEOA VME 315
x| AR

. nova-conductor module

ho] &)
u]A2 R WE doleolaze) AR HLS WA
oy

7}53HA| 9, nova-compute AH]AZF =591

- Networking for VMs

. nova-network worker daemon

© nova-compute AH]AXY HAA] F2EE YEYT BAISS Wolso

of Tofsitt. A& =0, B3HA AEIo|AE H7AstHY [Ptables 255 WHsh= Axt &

o BAIse SRt

- Console interface
. nova-consoleauth daemon
24 LA E0] AlEste AFEANEC Tist EEZES S o] MH|AE & ZEAE

=22 uvo =2

o] =Ars}7] QI8 ®Br=A] RL=g|ojo} st1, 5Ht9] nova-consoleauth A A0 T of2]

_2‘|_



|l

EFgl] TEAZ 4 9ck

HA=

o

. nova-novncproxy daemon
L UNC 97g 53 92a8iA 250} 2 meARA, B2}eA 7|vte] novne ZeolAE
2 Al

. nova-spicehtmlbproxy daemon
. SPICE 122 53 28~ 250 Btgl ZA|24, Hebe 7ure] HTMLS 220l
Eg At

. nova-xvpnvncproxy daemon
© VNC 9728 &5 JA”A 153t Hesl Z2A]2 4], OpenStacko]] £3tE java Zeto]
AES ALt

. nova-cert daemon

P x509 ASA et Ao Tojei).

- Command-line clients

. nova client

HYE #eAt B At AREALZA P05 AT & U= she Z2oIIE dFS
23ygret
- Etc

. The queue

| RabbitMQs} 7RSI D g Aolo] XS £Re7] 912 5 olu A%
Qlct.

. SQL database
: Ze}ec olmelo] tist build-time, run-time AE] JEE AA s, 71835 AAAHA F
7, A S JAA’A, VRS YEYS A, meAE So gt JERE &
5.2 Controller =& Ax] & MA
- Prerequisites
olgjet 7 A O 7 nova_api, nova HOJEJHo]AE S
of. 22]1, admin HEEHE @7 YoliA 7]E0] A}/d3t admin-openrce} Z

o},

yyst, A g
o
T

Al
(o]

rOl’

_22_



= Use the database access client to connect to the database server as the
user.

$ mysgl -u root -p

» Createthe nova_ap: and nova databases:

CREATE DATABASE
\TE

ALL PRIVILEG
IFIED -

BRANT ALL PRIVILE

IDENTIFIED BY

55 with a suitable password.

Replace wova_

= Exit the database access client.

Al8] A credential& AJ/dst7] s nova users A§As5til, admin roleg service project,
nova usero] ot}

= Create the nowva User

§ openstack user create --domain default

= Add the admin role tothe nova user:

ofgfiet o] nova AH|A QNEJE]S AB/dstil, AH]A API endpoints& A§/Jstct. ofefjo] o
+ public QIEjmjojAo] gt AB/dS HojF1, [AISH] internal, admin QIE|{Ho]Ao] T



openstack service create --name nova

snStack Compute™ compute

openstack endpoint create --region RegionOne
compute public http ntroller: y %\ (tenant_

nant_id)

- AEYUE ¥R R 4%
nova m7|x| & ofefe} 2ol Mx|gHt.

apt-get install nova-api nova-conductor nova-consoleauth

eduler

/etc/nova/nova.confS i1, [DEFAULT], [api_database], [database] A& ofzfjet &
o] Rk,

inthe [DErFRULT] section, enable only the compute and metadata APIs:

[DEFAULT]

enabled_apis

= Inthe [api

sections, configure database access:

[api_database]

connection = mysqlipymysql://nova:NOVA _DBPASS@controller/nova_api

[database]

connection mysql+pymysql://nova:NOVA_DBPASS@controller/nova

Replace NOVA_DE with the password you chose for the Compute databases.

_24_



718072 [DEFAULT], [oslo_messaging_rabbit], [keystone_authtoken] A4
sections, configure

Zol ARt
FAULT] ‘and [oslo_
message queue access:

[DEFAULT]
= rabbit

rpc_backend

[oslo_messaging rabbit]
controller

openstack

RABBIT_PASS

with the password you chose for the
sections, configure Identity

rabbit_host
rabbit_userid
rabbit_password

Replace m=z
account in
= Inthe [DEFAULT
service access:

[DEFAULT]
auth_strategy = keystone

[keystone_authtoken]
auth_uri = http://controller:5000
http://controller:35357

= controller:11211

default

default

auth_url
memcached_servers
password

user in the

service

auth_type
project_domain_name
user_domain_name =

nova

project_name
MNOVA_PASS
with the password you chose for the

username =
password

Ay

Replace

|dentily service.

o2 [DEFAULT], [vnc], [glance], [oslo_concurrency]
© =2 Compute Ho|HH|o]AZS &/d3} AlZT.

Z7H4
N =
GREE=

_25_
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- Inthe [DEFauLT] section, configure the my ip option to use the management
interface IP address of the controller node:

[DEFAULT]

my ip = 16.0.08.11

» Inthe [DEFRULT] section, enable support for the Networking service:

[DEFAULT]
use_neutron = True
firewall driver = nova.virt.firewall.NoopFirewallDriver

= Inthe [vnc] section, configure the VNC proxy to use the management interface
IP address of the controller node:

[vnc]

vncserver_listen = $my ip
vncserver_proxyclient address = $my ip

+ Inthe [glance] section, configure the location of the Image service API:

[glance]

api_servers = http://controller:9292

« Inthe [c=lc concurrency] section, configure the lock path:

[oslo_concurrency]

lock _path = /var/lib/nova/tmp

= Due to a packaging bug. remove the logdir optionfromthe [DEFRULT]
section.

- Finalize the installation
nova-api, nova-consoleauth, nova-scheduler, nova-conductor, nova-novncproxy &
o] Compute MH]ASS RAIATSIT

5.3 Compute =& Az & AHH

- AEdE M7 L 47

nova-compute Ij7|X] S offje}t o] MX|stct.

_26_



#

apt-get install nova-compute

/etc/nova/nova.confS &1, [DEFAULT], [keystone_authtoken] AlMdE o}t ZFo] A

3

etet

Inthe [pEFrULT] and [oslo_messaging_rabbit] sections, configure =
message queue access:

[DEFAULT]

rpc_backend = rabbit
[oslo_messaging rabbit]
rabbit_host = controller

rabbit_userid = openstack
rabbit_password = RABBIT_PASS

Replace ass with the password you chose for the cpenstack
account in Q
Inthe [DEFAULT] and [keystone authtoken] sections, configure Identity

service access:

[DEFAULT]

auth_strategy = keystone

[keystone_authtoken]

auth_uri = http://controller:5000
auth_url = http://controller:35357
memcached _servers = controller:11211
auth_type = password
project_domain_name = default
user_domain_name = default
project_name = service

username = nova

password = NOVA_PASS

Replace mova pass with the password you chose for the ncowva user in the

Identity service.

Z7FA 02, [DEFAULT], [vnc], [glance], [oslo_concurrency] AA-E of2fje} o] A3t

in the [DEFAULT] section, configure the my ip option:

[DEFAULT]

my_ip = MANAGEMENT_ INTERFACE_IP_ADDRESS

Replace ManNace NT_INTERFACE_IF_ADDRESS with the IP address of the
management network interface on your compute node, typically 10.0.0.31 for the
first node in the sxa. .

In the [DEFRULT] section. enable support for the Networking service:

[DEFAULT ]

use neutron = True
firewall_driver = nowva.virt.firewall.NoopFirewallDriver
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= In the section, enable and configure remote console access:

[vnc]

enabled = True

vncserver_listen = ©.0.8.0
vncserver_proxyclient_address = $my_ ip
novncproxy_base_url = http://controller:6888/vnc_auto.html

= Inthe [glance] section, configure the location of the Image service API:

[glance]

api_servers = http://controller:9292

= Inthe [oslec_concurrency] section, configure the lock path:

[o51lo_concurrency]

lock path = /[var/lib/nova/tmp

= Due to a packaging bug, remove the lcgdir option from the [DEFRULT]
section.

- Finalize the installation

nova-compute AJH]AZ RjA]EFSHCE

5.4 2X 4%

2] At Q1= A H(admin-openrc)s A
A

(o]
st7] 98l Mula HEHESO] AEj2 offfjet o] sQlgith &
nova-consoleauth, nova-scheduler, nova-conductor, nova-compute=2]

Qx| sHolgtet.

i openstack compute service list

- 28 -
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6. Networking AJH]A

6.1 Networking A8]A 7JQ

OpenStack Y EY7] AMu|A= QJQABEASS st AZS Al&st7] sl Compute AH] AL}
s A8S oti, 28 FREHUESLS o3t

- neutron-server
APl 27 WolSo] A3t OpenStack YEYZ Z2j19lo2 Rujsich,

- neutron plug-ins(agents)

2/A=210 sHAY, YEYI T2 AU A4 U [P 2as AZst
sttt Cisco virtual/physical A9 X], NEC openflow A& &&
Open vSwitch agent, linux bridge agent, Layer 3 agent, DHCP agent

=
=

|4 on K
i
[0}
10
ol
rE of
o
ul rir

ofl ro ru|o |m
rlr OL‘ rultzl

T
Bic},

ol
=1

- messaging queue
neutron-server® oj2] ofo]MES 7to] HuS ZF1w] 9Ja] o] gk

6.2 Controller =& AX] 4 AX

- Prerequisites

2]1, admin H3HS 7] YA ZIE0] AJSH admin-openrcet @2 ATHES

ch

= Use the database access client to connect to the database server as the roct

o=k 22 3822 neutron Hlo|HWo|AS Agstal, Aot A dets Fofeitt
A3 EN

user.

£ mysql -u root -p

= Create the neutron database:

CREATE DATABASE neutron;

= Grant proper access to the neutron database, replacing NEuTRON DEPASS Wil
a suitable password:

= Exit the database access client.

_29_
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A8l A credentialE A8ASH?] 25§ neutron userS AiAsSHi, admin roleg service
project, neutron usero]| F o3},

= Create the neutron user:

5 openstack user create --domain default --password-prompt neutron

User Pas
Repeat User
B

Fie

doma in_i s

enabled

= Add the admin roletothe neutron user:

i openstack role add --project service --user neutron admin

ot} #o] neutron AMH|A QIEJE]S AJ/dsStil, A8]A API endpointsE A sttt of2j<]
o= public QIEjmjojAc] Tt S HojFi, [ASH internal, admin QIEjm|o]A0]

oisll endpointsE Ad 4 Qlot.

3

tack Network
True
715

# openstack endpoint create --region RegionOne
network public controller
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- AEYE )

wd 71X E offiet Zol dx|st.
# apt-get install neutron-server neutron-plugin-ml2

- Ayl adE 43

/etc/neutron/neutron.confS A1, [database],

[keystone_authtoken], [nova] AH-&

= Inthe [database=] section, configure

[database]

database access:

[DEFAULT],
oefe} Zo] AT}

[oslo_messaging_rabbit],

connection = mysql+pymysql://neutron:NEUTRON_DBPASS@controller/neu

tron

Replace weEuT i_DEPASS with the password you chose for the database.

= Inthe [pEraunT] section, enable the Modular Layer 2 (ML2) plug-in and disable

additional plug-ins:

Inthe [DE T] and [eslo _me

RabbitMQ message queue access:

[DEFAULT]

rpc_backend = rabbit

[oslo messaging rabbit]
rabbit_host = controller
rabbit_userid = openstack
rabbit_password = RABBIT_PASS

Replace IT PASE
account in RabbitMQ.

Service access:

[DEFAULT]

auth_strategy = keystone

[keystone_ authtoken]

Inthe [DEFAULT] and [keystone authtoken]

auth_uri = http://controller:5000

auth_url = http://controller:35357
memcached servers = controller:11211

auth_type = password
project_domain_name = default
user_domain_name = default
project_name = service
username = neutron

password = NEUTRON_PASS

Replace meuTrRoN Pass with the password you chose for the n

the Identity service.

- 31 -
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= Inthe [DEFAULT] and [neva] sections, configure Networking to notify
Compute of network topology changes:

[DEFAULT]

notify nova on_port_status changes = True
notify nova on_port data changes = True

[nova]

auth_url = http://controller:35357

auth_type = password

project domain name = default
user_domain_name = default
region_name = RegionOne
project name = service
username = nova

password = NOVA_PASS

Replace xuov:

. with the password you chose for the nowva userin the
Identity service.

- ML2(Modular Layer2) Z2]19Q AA

Z7tA o2 [ml2], [ml2_type_flat], [ml2_type_vxlan], [securitygroup] A4 ofgfjel o]
A7 st

[m12]

#
# From neutron.ml2
#

# List of network type driver entrypoints to be loaded from the
# neutron.ml2. type_drivers namespace. (list value)
#type_drivers = local,flat,vlan,gre,vxlan,genave

type_drivers = flat,vlan,gre,vxlan

# Ordered list of network_types to allocate as tenant networks. The default

# value 'local' is useful for single-box testing but provides no connectivity
# between hosts. (list value)

#tenant_network_types = local

tenant_network _types = vxlan

# An ordered list of networking mechanism driver enirypoints to be loaded Trom
# the neutron.ml2.mechanism drivers namespace. (list value)

#mechanism_drivers =

mechanism_drivers = openvswitch, 12population

# An ordered list of extension driver entrypoints to be loaded from the

# neutron.ml2.extension_drivers namespace. For example: extension_drivers =
# port_security,gos (list wvalue)

#extension_drivers =

extension_drivers = port_security
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[ml2_type_ flat]

#

# From neutron.ml2
#

# List of physical_network names with which flat networks can be created. Use
# default '+' to allow Tlat networks with arbitrary physical_network names. Use
# an empty list to disable flat networks. (list value)

#Tlat_networks = =

flat_networks = external

[ml2_type_wvxlan]

#
# From neutron.ml2
#

# Comma-separated List of =vni_min=>:<vni_max> tuples enumerating ranges of

# VXLAN WNI IDs that are available for tenant network allocation (list value)
#vnl_ranges =

¥ni_ranges = 508:1000

fsecuritygroupdl

#
# From neutron.ml2
#

# Driver Tor security groups firewall in the L2 agent {string value)
¥firewall_driver = =None>
firewall_driver = iptables_hybrid

# Use ipset to speed-up the iptables based security groups. Enabling ipset
# support requires that ipset is installed on L2 agent node. {boolean wvalue)
#enable_ipset = true

enable_ipset = True

- UEYA o]&S ATt Compute A7
/etc/nova/nova.confS €11, [neutron] AlA-S offjet Zo] AA s},

= Inthe Insutron] section, configure access parameters, enable the metadata
proxy. and configure the secret:

[neutron]

url = http://controller:9696
auth_url = http://controller:35357
auth_type = password

project_domain_name = default

user_domain_name = default
region_name = RegionOne
project _name = service
username = neutron
password = NEUTROM_PASS

service_metadata_ proxy = True
metadata_proxy_shared_secret = METADATA_SECRET

Replace nEuTrom 2ass with the password you chose for the neutron userin

the Identity service.

Replace meTaDaTa seEcRET with the secret you chose for the metadata proxy.
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- Finalize the installation
tr231t Zo] golgHo]AS =ASIStal, nova-api, nova-scheduler, nova-conductor,

neutron-server2 AjA]AFstc}

# su -s /bin/sh -c "n

--config-f

6.3 Network =& AX| 2 AX

- ARIE AA

A 71X S oot o] A

# apt-get install neutron-plugin-m/Z2 neutron-openvswitch-agent neutron-13-agent
neutron-dhcp-agent neutron-metadata-agent

- 35 HEYE 4%

o
/etc/neutron/neutron.conf= dq, [DEFAULT], [oslo_messaging_rabbit],
[keystone_authtoken] A2 ofzfje} o] A&t}
= Inthe [DEFAULT] section, enable the Modular Layer 2 (ML2) plug-in and disable

additional plug-ins:

= Inthe [DEFRULT] and [esle messaging rabbit] sections, configure
RabbitMQ message queue access:

[DEFAULT]

rpc_backend = rabbit

[oslo messaging rabbit]
rabbit_host = controller
rabbit userid = openstack
rabbit password = RABBIT_ PASS

Replace raseIT rFass with the password you chose for the openstack
account in RabbitMQ.

= Inthe [pEFauLT] and [keystone_authtcken] sections, configure Identity
service access:

[DEFAULT]

auth strategy = keystone

[keystone_authtoken]

auth uri = http://controller:5806
auth_url = http://controller:35357
memcached_ servers = controller:11211
auth_type = password

project domain name = default
user_domain_name = default
project_name = service

username = neutron

password = NEUTRON_PASS

Replace = 2ass5 with the password you chose for the neutrzon UsSerin

the identity service.
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- Open vSwitch ofJo]XE AA
openvswitch_agent_ini2 A1, [ovs], [agent], [securitygroup] AA2 ofafje} o] A st

ch

- Layer-3 olo]E A7
13_agent.iniS &1, [DEFAULT] AME oo} o] MAA st

- DHCP oflo]dE 44
dhep_agent.inis €311, [DEFAULT] A& oot Zo] AA st

- metadata oJo]XE AA]
metadata_agent.iniS €11, [DEFAULT] MM of2fjet o] AASH}.

- Open vSwitch Aju]A A7
OVSE QAHIASS o JhY UEYZ

=

DAY I E A5stct. Integration bridge?l
br-int= Y& QAEHA YEQI ETES EL]ﬁ}IL, external bridge?l br-ex:= Q& Y E
Y3z e EdjUe Majstth Sol, JARAS R YEegaze] HIL AEo}]
s =2 R UHEYIZ <JdHmolA o—l ZEVE HQsteg, 0OVS AH[A
(openvswitch-switch)2 AJA]AFSH1L, external bridge® “ovs-vsctl add-br br-ex"= Z7}
stch, opR|@to g F7te br-exo] ZEE  FILSH] 5 “ovs-vsctl add-port br-ex
INTERFACE NAME™ S 2~3883tT}.

2 ol

\ >~

|

- Finalize installation
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neutron-plugin-openvswitch-agent, neutron-13-agent, neutron-dhcp-agent
neutron-metadata-agent2 A A]AFstc}

6.4 Compute =& AR U MHX

- ARdE MR

A 7| AS ofet 2ol dAH

# apt-get install neutron-server neutron-plugin-mi2

- % PmdE 4%

[e)
/etc/neutron/neutron.conf& A, [DEFAULT], [oslo_messaging_rabbit],
[keystone_authtoken] A2 ofzfje}t o] Axistct,
» Inthe [DEFAULT] and [oc=lc messaging rabbit] sections, configure RabbitMQ message queue access:

[DEFAULT]

rpc_backend = rabbit

[oslo_messaging_rabbit]

rabbit_host = controller
rabbit_userid = openstack
rabbit_password = RABBIT_PASS

Replace RREBIT ss with the password you chose for the op=nstack accountin RabbitMQ.

= Inthe [DEFAULT] and [keystone_suthtoken] sections, configure Identity service access:

[DEFAULT]
auth_strategy = keystone
[keystone_authtoken]

auth_uri = http://controller:5880
auth_url = http://controller:35357
memcached servers = controller:11211
auth_type = password
project_domain_name = default
user_domain_name = default
project_name = service

username = neutron

password = NEUTRON_PASS

Replace nE

_eass with the password you chose for the neutron user in the Identity service,
- Open vSwitch ofJo]AE A

openvswitch_agent_iniS €11, [ovs], [agent], [securitygroup] AA L ofzfje} 7ol HASH

ch
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- UEY 0|82 9§ Compute A7

/etc/nova/nova.confS 211, [neutron] AlA-S offjet Zo] A%

Mz
o4
o
-

[neutron]

url = http://controller:9696
auth_url = http://controller:35357
auth_type = password
project_domain_name = default
user_domain_name = default
region_name = RegionOne
project_name = service

username = neutron

password = NEUTRON_PASS

- Finalize installation

nova-compute, openvswitch-switch, neutron-plugin-openvswitch-agent AU|AES ZfA|
A5t}

- .

6.5 A& 4%
admin credential® AAl5l0] admin @3she ¥ 5, of2fjet Zo] “neutron agent-list’ S
Alslsto] Q3 oo]dESo] A= ASYE il Q=X It

$ neutron agent-list

| admin state up

Open

Metadata agent etwork HE | neutro

| Open tch agent 1 3 =) rue neutro

Open vSwitc ge | computez =) | neutro
9 | DHCP agent networkl =) | neutro

| neutro
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7. Dashboard

7.1 Dashboard AH]A 79

CLI Z2fo]dE 9o Horizonolet= =mzAlEz < 7[gho] ZJefo]dEES A&t

Dashboardoll= #ejxt, 4ut ALEALS 9A§H AulA HiREo] BRE0 AlFE L, JAAHAS
gt UMEYZ Ardoll tisll “Curvature interface””|¥te] UlE AlZF o224, Ho|/do]

FE A

o% o

72 4R R xR 4%
openstack-dashboard T{7| x| S o}2fje} Zo] AMX|gict,
# apt-get install openstack-dashboard

/etc/openstack-dashboard/local_settings.pyS €1, U3 AME oot o] HA St}

[

« Configure the dashboard to use OpenStack services on the centzol = node:

« Configure the memcached session storage service:

SESSION ENGINE = ‘django.contrib.sessions.backends.cache’

CACHES = {
‘default’: {

"BACKEND': "django.core.cache.backends.memcached.Memcache

dCache’,
‘LOCATION": 'controller:11211°,

}
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- Enable the Identity API version 3:

= Configure APl versions:

OPENSTACK _API_VERSIONS = {
“identity™: 3,
"image": 2,

"volume™: 2,

» Configure default asthe default domain for users that you create via the
dashboard:

= If you chose networking option 1, disable support for layer-3 networking services:

OPENSTACK_NEUTRON_NETWORK = {
'enable_router': True,
'enable_quotas': True,
'enable_ipvb': True,
‘enable_distributed_router': False,
'enable_ha_router': False,
‘enable_1lb': True,
'enable_firewall': True,
‘enable_vpn': True,
'enable_fip_topology_check': True,

B E2AoM+= Layer-3 UEY7] AB|AE X|YstEZ, enable_router A4S TrueZ A

o}

=
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7.3 HR A%
apache? € AB|E Aj4&5til, http://controller/horizono] g{ske] th&2] <Amo|X|&
hlgttt. 7|24 22, admin £+ demo AMEANY} SEE0] 913, default =H[QIZ o] &

2
& 9tk

ubuntu® openStack Dashboard

Login

Domain
Mgt 0l8

#E

3 5 Horizon |0]&]
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