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Java with Spring Security SAML extension
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IDE Netbeans 8.1
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Spring Security
SAML extension

http://projects.spring.io/spring—security —saml/

Spring Security SAML Sample

https://github.com/spring—projects/spring—security —sam
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Spring Security

http://projects.spring.io/spring—security/

Al 2 & Spring Security SAML extension

Spring Security SAML extension & Spring Security ¢ SAML &* X Eo|t}, Spring
Security ¥ OAuth = theksl 3 258 7FA 32 v}k Spring Security SAML extension <
o] &3l SAML 7]1%e] Ap8-2}F Q10| 7hs st}

AREAE QIZH Attribute filter 59 A-85& 9184+ Spring Security o] 23 SU=E
Abg=dtol ) ZRAlEofF ®TF SAML extension & ©|-&3}7] ¢34+ Spring Security o] ©jgk
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obeff 1H2 AREAF 5ol Fad T2 handlerst filter®] A&EAE HoErh AR 219
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Al 3% Spring Security SAML 9] A&
3.1 Spring Security SAML extension A X]
Spring Security SAML extension & AX|3 Web app ¢ pom.xml I}de] v
=i

// Spring Security SAML A%

<dependency>

=
ofo
o

<groupld>org.springframework.security.extensions </groupld>
<artifactld>spring—security —saml2 —core</artifactld>
<version>1.0.2.RELEASE </version>
<scope>compile</scope>

</dependency>

// Spring Security “d %]

<dependency >
<groupld>org.springframework.security </groupld>
<artifactld>spring—security —config</artifactIld>
<version>3.1.3.RELEASE </version>

<scope>compile</scope>

</dependency>

3.2 securityContext.xml A§Ad

WEB— INF/securltyContex xml 3L AWAST} securityContext.xml & Spring Security ¢+
Spring Security SAML o] B 83t HAA HAHE zh+=

https://github.com/spring—projects/spring—security —saml®ll A5k el
sample/src/main/webapp/WEB—INF/securityContext.xml 94L& F¢  Web app 9

securityContext.xml & EA}&tc},
3.3 ID A|&A Metadata Provider A3

il AFAT D AFAL dEtdlolEE F71H0% Aol AT 1D AFAE Aul

A -&A}F2] UﬂE‘rEﬂ ol & F7|H o w2 7§Alstt}. Spring Security SAML extension = 1D A& =#}2]
HEH o] H & ]qui tgezed 7gAs7] Ysl e Provider YA~ A st E
A A= 3 7HA] S Byl kja= securityContext.xml ol A

org.springframework.security.CachingMetadataManager | 4] ID #|&%F2] Metadata Provider &
AAsE 4= Q). olg] 192 FileBackedHTTPMetadataProvider & A4 3= WHS o A S},



A< KAFE

<bean [d="wetadata’ class="pra.springiranework security, sanl.netadata, CachinghetadataManager >
<constructor-arg
<list>
<bean class="org.springframework.security.sam|, netadata. ExtendedMetadatalie |agate’>
<constructar-arg> AL2% fjEfH|o|E ==2ujo|C| S QaistC}.
<bean class="ora.opensanl sanl2 netadata.prov |dn1IfiIe&a:kedH[TFﬂqtsi?t?Prau\der'>|

CONSTrUCTOr-arg

AHE3H= HEHH|O[E| =2 Ho|C{of Zvalue type="java. lang, Sfrins =https://METADATA LRl /metadata. sml</value>
}2} constructor-argS K| 3t}

= J20) A2 S = 2ol
FileBackedHTTPMetadataProvider2
AHM| arg®2 metadata URL

FHF| arg® timeout A| 7t

M#H| arg® metadataS MU A=
7} M2 T

</constructor-args

<constructor-arg>

<value type="|nt "»16000</value>

</constructor-arg>

<constructor-aras

<value type="java. |ang String">C:#spring-tenp-metatfedinfo-tenp-neta. xnl</valuex
</constructor-arg>

iproperty name='pa

" ref="parserPaogl /¥ .
Lo et o] El2] ValidUntilS

OEFIOIE|E 2|2 E 8 A|2HE MHBLL = vt M Al s st

minRefreshDelay= %4 A|Z¢
maxRefreshDelay & T A|Z} <
= 2|0|gto). Bhels a0l

<property name="redui

<property name="winRefresh
<property name="naxRefreshbelay”
gan>

</constructor-arg>
<constructor-ara>
<bean class="ora.springframewcrk.secur ity sanl netadata Extendedietadata’>

</beanz
</constructor-ara>
<property nane="netadataTrustCheck” value="falss" />
</bean>

3. Metadata Provider?e] 27X
3.3.1 FilesystemMetadataProvider

ID A&Ae] vEldo|HE oA goje} Hbgdlty, 574 URL YA F7]H o=z ga=
ShA] ko AHAE uAdS HAHo T o]g3tt). oy A= FilesystemMetadataProvider &
o | o] T},

// ‘719, Metadata Provider?e AA"& =%

<bean class=org.opensaml.saml?2.metadata.provider.FilesystemMetadtaProvider>

<constructor—arg>
<value type=“java.io.File"> #}do] A #= A=Z </value>

</constructor —arg>

</bean>

3.3.2 HTTPMetadataProvider

ID A&=}e] wErdo]E] S ] URL oA 7FA -2t} v} 242 HTTPMetadataProvider ¢
AF-8- d Al o] T},

// “719. Metadata Providerd] AA"S =%

<bean class=org.opensaml.saml2.metadata.provider.HT TPMetadataProvider>

<constructor—arg>
<value type=“ava.io.String’> metadata URL </value>
<value type=“int"> timeout A|ZFH(ET %) </value>

</constructor—arg>

</bean>




A® KAEE
3.3.3 FileBackedHTTPMetadataProvider
ID AlF=te] wErHlo]HE §) URL A 2= g 5 o] A74sirt, o] UﬂE}EﬂolFﬂ
5

7841 Al URL ol A <Lshx] X3 o*?‘ e gL oA ID AsAe] dEHOHE ¢lof=t)
KAFE ol A A|&3}:= oAl Web app &+ FileBackedHTTPMetadataProvider & % -&3)t}.

// “719. Metadata Providerd] AA"S =%
<bean class=org.opensaml.saml2.metadata.provider.HT TPMetadataProvider>
<constructor—arg>
<value type=“ava.io.String”> metadata URL </value>
<value type=“int"> timeout A|ZFH(ET %) </value>
<value type=‘java.lang.String”> o] AA=E A= </value>
</constructor—arg>
<property name=‘parserPool” ref="“parserPool” />
<property name="‘requireValidMetadata” value="true” />
<property name="‘minRefreshDelay” value=“32% refresh 7] (4d8%)" />
<property name="maxRefreshDelay” value=“#t} refresh 7] (&g x)" />

</bean>

=737k 3] property © Metadata o] 782l F71E UERATE FHA 1 ARRA FHO)
6 A1ZF Alole] ZAE == A AT KAFE oA Al &3t= federation metadata ] URL T4+
https://fedinfo.kreonet.net/signedmetadata/federation/KAFE —testfed/metadata.xml ©]t}.

3.4 AH)A A)FA Metadata & AA

M)~ AFAe]  HERHolEH = D AlEFA A AEE ook k. AMH] A AFAY
HEld o8 E A5 98] MetadataGenerator & 2~E A3}, securityContext.xml ol A
org.sprmgframework.securlty.saml.metadata.MetadataGeneratorFilter = 3=t

<MetadataGenerator> bean o}&jel]l tThs &S AASTE AU AT entitylD &
URL/sp/spring (¢l. https://example.com/sp/spring)e] &Aooz 7]=3t) ol ALY
“spring.security.saml”0] Aj & "F=o]Z package ©]Eo] Ft}

<bean id="metadataGeneratorFilter”
class="“org.springframework.security.saml.metadata.MetadataGeneratorFilter”>
<constructor—arg>
<bean class="spring.security.saml.MetadataGenerator”>
<property name="‘entityld” value="“AH]2#]&2}2] entityID” />
<property name="‘entityBaseURL” value=“%] &-&2] URL" />
<property name=‘namelD” value="PERSISTENT" />
<property name="‘extendedMetadata”>
<bean class="org.springframework.security.saml.metadata.ExtendedMetadata”>
<property name="idpDiscoveryEnabled” value="true” />

</bean>

</property>
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</bean>
</constructor—arg>

</bean>

<bean id="metadataGeneratorFilter class— UFQ 3pr1n5framﬁ%ark security.sanl, metadata MetadataGeneratorFilter =
<constructor-args

<bean class="spring,security saml MetadataGenerator™>

<property name="entitvld" walue="http://mvspring-sp.kreonet . net/spdspring-securtiv-saml " >

<property name="entityBaselFL" walue="hitp:// B0R4/Soring=-Security-SAML" />
<property name="nane!D” value="PERSISTENT" /=
“property name="extendedMetadata’=

<bean class="org.springtramework.security. saml . metadata, ExtendedMetadata’s
<property name="idpDiscoveryEnabled” value="true"/>
</beanz
</propertys
</bean>
</constructor-args
</beanz

1% Metadataeneratar heanel A1 A

MU= AFgA7E B8 w o AR SR (emall T4 F)E HEHHOlE A FF3l o)
Flaa s o] AH = securityContext o A] At I o
org.springframework.security.saml.metadata.MetadataGenerator & 2} A a)jx ApgafoF it}
MetadataGenerator bean ©|A 3| 7]X] ©]&& spring.security.saml 2 AActH 33 ol
MetadataGenerator =5 A 3t}

package spring.security.saml;

import java.util.Collection;

import org.opensaml.common.SAMLObjectBuilder;

import org.opensaml.saml2.metadata.AttributeConsumingService;
import org.opensaml.saml2.metadata.LocalizedString;

import org.opensaml.saml2.metadata.RequestedAttribute;

import org.opensaml.saml2.metadata.SPSSODescriptor;

import org.opensaml.saml2.metadata.ServiceName;

public class MetadataGenerator extends org.springframework.security.saml.metadata.MetadataGenerator {

R B R

private String WebAppServiceName = "B 2~ (FE)";

@Override
protected SPSSODescriptor buildSPSSODescriptor(String entityBaseURL, String entityAlias, boolean
requestSigned, boolean wantAssertionSigned, Collection<String> includedNamelD) {
SPSSODescriptor descriptor = super.buildSPSSODescriptor(entityBaseURL, entityAlias, requestSigned,
wantAssertionSigned, includedNamelD);

descriptor.getAttributeConsumingServices().add(createRequriredAttribute());

//descriptor.setOrganization(createOrganization());
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return descriptor;

private AttributeConsumingService createRequriredAttribute() {
SAMLObjectBuilder<AttributeConsumingService > builder =
(SAMLODbDjectBuilder<AttributeConsumingService>)
builderFactory.getBuilder (AttributeConsumingService. DEFAULT_ELEMENT_NAME);

AttributeConsumingService service = builder.buildObject();

SAMLObjectBuilder<ServiceName>  ServiceNameBuilder = (SAMLObjectBuilder<ServiceName>)
builderFactory.getBuilder(ServiceName. DEFAULT_ELEMENT_NAME);

ServiceName serviceName = ServiceNameBuilder.buildObject();

serviceName.setName(new LocalizedString(this.WebAppServiceName, "en"));

service.getNames().add(serviceName);

SAMLODbjectBuilder<RequestedAttribute > RequestAttributeBuilder =
(SAMLODbBDjectBuilder < RequestedAttribute >)
builderFactory.getBuilder(RequestedAttribute. DEFAULT_ELEMENT_NAME);

RequestedAttribute email = RequestAttributeBuilder.buildObject();

email.setIsRequired(true);

email.setFriendlyName("email");

email.setName("urn:0id:0.9.2342.19200300.100.1.3");

email.setNameFormat("urn:oasis:names:tc:SAML:2.0:attrname —format:uri");

service.getRequestAttributes().add(email);

RequestedAttribute uid = RequestAttributeBuilder.buildObject();
uid.setIsRequired(true);

uid.setFriendlyName("uid");
uid.setName("urn:0id:0.9.2342.19200300.100.1.1");
uid.setNameFormat("urn:oasis:names:tc:SAML:2.0:attrname —format:uri");

service.getRequestAttributes().add(uid);

RequestedAttribute displayName = RequestAttributeBuilder.buildObject();
displayName.setIsRequired(true);

displayName.setFriendlyName("displayName");
displayName.setName("urn:0id:2.16.840.1.113730.3.1.241");
displayName.setNameFormat("urn:oasis:names:tc:SAML:2.0:attrname —format:uri");

service.getRequestAttributes().add(displayName);

RequestedAttribute eduPersonTargetedID = RequestAttributeBuilder.buildObject();
eduPersonTargetedID.setlsRequired(false);
eduPersonTargetedID.setFriendlyName("eduPersonTargetedID");
eduPersonTargetedID.setName("urn:oid:1.3.6.1.4.1.5923.1.1.1.10");
eduPersonTargetedID.setNameFormat("urn:oasis:names:tc:SAML:2.0:attrname —format:uri");

service.getRequestAttributes().add(eduPersonTargetedID);

RequestedAttribute eduPersonPrincipalName = RequestAttributeBuilder.buildObject();
eduPersonPrincipalName.setIsRequired(false);




eduPersonPrincipalName.setFriendlyName ("eduPersonPrincipalName");
eduPersonPrincipalName.setName("urn:oid:1.3.6.1.4.1.5923.1.1.1.6");
eduPersonPrincipalName.setNameFormat("urn:oasis:names:tc:SAML:2.0:attrname — format:uri");
service.getRequestAttributes().add(eduPersonPrincipalName);

RequestedAttribute organizationName = RequestAttributeBuilder.buildObject();
organizationName.setIsRequired(false);
organizationName.setFriendlyName("organizationName");
organizationName.setName("urn:0id:2.5.4.10");
organizationName.setNameFormat("urn:oasis:names:tc:SAML:2.0:attrname—format:uri");
service.getRequestAttributes().add(organizationName);

RequestedAttribute schacHomeOrganization = RequestAttributeBuilder.buildObject();
schacHomeOrganization.setIsRequired(false);
schacHomeOrganization.setFriendlyName("schacHomeOrganization");
schacHomeOrganization.setName("urn:o0id:1.3.6.1.4.1.25178.1.2.9");
schacHomeOrganization.setNameFormat("urn:oasis:names:tc:SAML:2.0:attrname — format:uri");
service.getRequestAttributes().add(schacHomeOrganization);

RequestedAttribute eduPersonAffiliation = RequestAttributeBuilder.buildObject();
eduPersonAffiliation.setIsRequired(false);

eduPersonAffiliation.setFriendlyName ("eduPersonAffiliation");
eduPersonAffiliation.setName("urn:oid:1.3.6.1.4.1.5923.1.1.1.1");
eduPersonAffiliation.setNameFormat("urn:oasis:names:tc:SAML:2.0:attrname —format:uri");
service.getRequestAttributes().add(eduPersonAffiliation);

service.setIndex(2);

return service;

3.5 RelayState ¢ &

Spring Security SAML extension & RelayState 3t WA = gle= FA4A7F Ut}
RelayState ol 4] 915 A 3F 3 redirection ® URL &©°] *¥73 = A¥ % return g URL
T4 5% dogz He8r] 98l SAMLEntryPoint ZF#d2E F&@3th. SAMLEntryPoint
Z Y 22= samlEntryPoint bean 9 class & QW 2fo] ] sh},

<bean id=“samlEntryPoint” class="“spring.security.saml.SAMLEntryPoint”>
<property name="“defaultProfileOptions”>
<bean class="“org.springframework.security.saml.websso.WebSSOProfileOptions”>
<property name="‘includeScoping” value="false” />
</bean>
</property>
</bean>

10
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-3 7ol SAMLEntryPoint Z#|A~2 A 3},

package spring.security.saml;

import java.io.JOException;

import javax.servlet.ServletException;

import javax.servlet.http.HttpServletRequest;

import javax.servlet.http.HttpServletResponse;

import org.opensaml.common.SAMLException;

import org.opensaml.saml2.metadata.AssertionConsumerService;

import org.opensaml.saml2.metadata.SPSSODescriptor;

import org.opensaml.saml2.metadata.provider.MetadataProviderException;
import org.opensaml.ws.message.encoder.MessageEncodingException;
import org.springframework.security.core.AuthenticationException;
import org.springframework.security.saml.SAMLConstants;

import org.springframework.security.saml.context. SAMLMessageContext;
import org.springframework.security.saml.util. SAMLUtil;

import org.springframework.security.saml.websso.WebSSOProfileOptions;

public class SAMLEntryPoint extends org.springframework.security.saml.SAMLEntryPoint{

@Override
public void commence (HttpServletRequest request, HttpServletResponse response,
AuthenticationException e) throws IOException, ServletException {
String relayStateString = request.getQueryString();

ne.

String relayState="";

try {
relayState = relayStateString.substring(relayStateString.indexOf("RelayState"),
relayStateString.length()).replace("RelayState=", "");

System.out.println(relayState);
} catch (IndexOutOfBoundsException ex) {
} catch (NullPointerException ex){
}

try {
SAMLMessageContext context = contextProvider.getLocalAndPeerEntity(request, response);

if (isECP(context)) {
initialize ECP(context, e);
} else if (isDiscovery(context)) {
initializeDiscovery (context);
}else {

initializeSSO(context, e, relayState);

} catch (SAMLException el) {

logger.debug("Error initializing entry point", el);

11




i< KAFE

throw new ServletException(el);

} catch (MetadataProviderException el) {
logger.debug("Error initializing entry point", el);
throw new ServletException(el);

} catch (MessageEncodingException el) {
logger.debug("Error initializing entry point", el);

throw new ServletException(el);

protected void initializeSSO(SAMLMessageContext context, AuthenticationException e, String relayState)
throws MetadataProviderException, SAMLException, MessageEncodingException {
// Generate options for the current SSO request

WebSSOProfileOptions options = getProfileOptions(context, e);

if(!relayState.isEmpty () ){
options.setRelayState(relayState);

// Determine the assertionConsumerService to be used
AssertionConsumerService consumerService = SAMLUtil.getConsumerService((SPSSODescriptor)

context.getLocalEntityRoleMetadata(), options.getAssertionConsumerIndex());

// HoK WebSSO
if (SAMLConstants.SAML2_HOK_WEBSSO_PROFILE_URI.equals(consumerService.getBinding())) {
if (webSSOprofileHoK == null) {
logger.warn("WebSSO HoK profile was specified to be used, but profile is not configured in
the EntryPoint, HoK will be skipped");
}oelse {
logger.debug("Processing SSO using WebSSO HolderOfKey profile");
webSSOprofileHoK.sendAuthenticationRequest(context, options);
samlLogger.log(SAMLConstants. AUTH_N_REQUEST, SAMLConstants.SUCCESS, context);
return;

// Ordinary WebSSO

logger.debug("Processing SSO using WebSSO profile");
webSSOprofile.sendAuthenticationRequest(context, options);
samlLogger.log(SAMLConstants. AUTH_N_REQUEST, SAMLConstants.SUCCESS, context);

¢ & Al SAMLEntryPoint @25 o] &304 RelayState + HF=A] dEbo|g 5 71
upz]utol] 9] x| oF st}
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Spring Security SAML extension < eduPersonTargetedID %t ad|Asl#] str). A&}
&4 AKX T eduPersonTargetedID #& 3dlAlstal Ast7] 948 UserAttribute =29t
SAMLUserDetailsService Z#: =5 gt UserAttribute S Gk AREXR}
%441 E List ¢ HashMap & o] &3l A%t}

package spring.security.saml;

import java.util.ArrayList;

import java.util. HashMap;

import java.util.List;

import org.apache.commons.collections.ListUtils;

import org.springframework.security.core.GrantedAuthority;

import org.springframework.security.core.authority.SimpleGrantedAuthority;

public class UserAttribute {

private List<HashMap<String, String>> attributes = null;

public UserAttribute() {

attributes = new ArrayList<>();

public void setAttribute(String key, String value){
HashMap<String, String> attributeSet = new HashMap<>();
attributeSet.put(key, value);
attributes.add(attributeSet);

public final List<HashMap<String, String>> getAttributes() {
return ListUtils.unmodifiableList(attributes);

TdE SAMLUserDetailsService ol A UserAttribute MA = o]-g3lt},
SAMLUserDetailsService &  securityContext.xml o] 33}, samlAuthenticationProvider
bean & ZS & property & A A3t}

13
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<bean id="“samlAuthenticationProvider”
class=“org.springframework.security.saml.SAMLAuthenticationProvider”>

<property name="forcePrincipalAsString”><value>false</value></property>

<property name="‘userDetails” ref=“samlUserDetailsService” />
</bean>

<bean id=“samlUserDetailsService” class="“spring.security.saml.SAMLUserDetailsService’>
</bean>

SAMLUserDetailsService ¥ org.springframework.security.saml.userdetails. SAMLUserDetails
Service & implement 3t} & &l oFsl= =+ loadUserBySAML o]t}

package spring.security.saml;

import java.util.List;

import java.util.logging.Level;

import java.util.logging.Logger;

import org.opensaml.saml2.core.Attribute;

import org.opensaml.ws.message.encoder.MessageEncodingException;
import org.opensaml.xml.util. XMLHelper;

import org.springframework.security.core.userdetails.UsernameNotFoundException;
import org.springframework.security.saml.SAMLCredential;

import org.springframework.security.saml.util. SAMLUtil;

import org.w3c.dom.Element;

import org.w3c.dom.Node;

import org.w3c.dom.NodeList;

public class SAMLUserDetailsService implements
org.springframework.security.saml.userdetails.SAMLUserDetailsService{

private final String eptid_oid="urn:oid:1.3.6.1.4.1.5923.1.1.1.10";
private final String eptid_fname="eduPersonTargetedID";

@Override
public UserAttribute loadUserBySAML(SAMLCredential samlc) throws UsernameNotFoundException {
UserAttribute uattr = new UserAttribute();

List<Attribute> attrList = samlc.getAttributes();
for (Attribute attr : attrList) {
// Spring Security SAMLE XML HEZ dol o= Zh(value) S A= 23t
// @A) KAFEo| A A 9lsl= eduPersonTargetedID(eptid) = XML FHEj9 kS 713
// oid7} eduPersonTargetedID(urn:oid:1.3.6.1.4.1.5923.1.1.1.10)¥ 7% SAML Assertiong # 3
Bge %e T
// getEduPersonTargetedID <7} Al-&%
if(attr.getName().equalsIgnoreCase(eptid_oid) | attr.getName().equalslgnoreCase(eptid_fname)){
//oidZ eptid Z3]
String eptid = samlc.getAttributeAsString(eptid_oid);
//eptid Zto] nulle] AY 1S A friendlyName &2 etpid %3]
if(eptid == null || eptid.isEmpty()){
eptid = samlc.getAttributeAsString(eptid_fname);

14
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}

if(eptid == null || eptid.isEmpty()){
//oid 2 friendlyName 2.2 RF %3] S E eptidE 7FHLA EFS S Assertionol] A
eptid 34
uattr.setAttribute(attr.getName(), getEduPersonTargetedID(samlc));

Felsed
/foid 2 friendlyName 2.2 Z3|% eptid gte] & 25 2d= 44
uattr.setAttribute(attr.getName(), samlc.getAttributeAsString(attr.getName()));

}

Yelse{

uattr.setAttribute(attr.getName(), samlc.getAttributeAsString(attr.getName()));

}

return uattr;

private String getEduPersonTargetedID(SAMLCredential samlCredential) {
String eduPersonTargetedID = "";

try {
Element e = SAMLUtil.marshallMessage(samlCredential.getAuthenticationAssertion());
NodeList attrStatementList = e.getElementsByTagName("saml:AttributeStatement");
for (int i = 0; i < attrStatementList.getLength(); i++) {
Node attrStatement = attrStatementList.item(i);
NodeList attrSetList = attrStatement.getChildNodes();
for (int j = 0; j < attrSetList.getLength(); j++) {

Node attrSet = attrSetList.item(j);

i f
(attrSet.getAttributes().getNamedItem("Name").getTextContent().equalsIgnoreCase (eptid_oid) |
attrSet.getAttributes().getNamedItem("Name").getTextContent().equalsignoreCase(eptid_fname) ) {

eduPersonTargetedID = attrSet.getTextContent();

¥
System.out.println(XMLHelper.node ToString(SAMLUtil.marshallMessage (samlCredential.getAuthenticationAsser
tion())));
} catch (MessageEncodingException ex) {
Logger.getLogger (SAMLUserDetailsService.class.getName()).log(Level. SEVERE, null, ex);
}

return eduPersonTargetedID;

-

)
AFH AAS 4 e g A0S o el A5d F vk

Authentication authentication = SecurityContextHolder.getContext().getAuthentication();
UserAttribute uattrClass = (UserAttribute)authentication.getPrincipal();

ARERE A5 OID @ H] =+ friendlyName &2 27| 4= v}, KAFE o] #ost= ID
AFAELS OID HEHE o]&3t}. OID HElE friendlyName &2 W33l= FE-E KAFE of A4
Aot AAFEE S

15



3.7 ID AFA AGsd BE R 2k

ool ID AlFAZE Avj s Algaket AsE A5, Al AlFAE “ID AT A8 SHS
A-gsfoF 3l “ID AlEAF AE"S discovery service 2Fil 3t} securityContex.xml 3ol
org.springframework.security.saml.SAMLDiscovery bean & 2o} idpSelectionPath 43k 2
ID A&z} A& Holxeo] F=2E #4 gt}

<bean id="“samlIDPDiscovery” class=“org.springframework.security.saml.SAMLDiscovery’ >
<property name="idpSelectionPath” value="/auth/login.jsp” />
</bean>

login.jsp & AF&A7F ID Al3AE Ad9str] f1gk @ #lo] X o]t} login.jsp olA&= =1
URL & AA3sta AFEA7F ID AlexE Ag9etd dld ID AFAZE redirect A71& 7%
EghafoF sy, 27191 URL & AASH:E W ol =& Farsi,

to 2,

<%
WebApplicationContext context =
WebApplicationContextUtils.getWebApplicationContext(getServletConfig().getServletContext());
MetadataManager mm = context.getBean("metadata", MetadataManager.class);
// SPoll t5=¢] 1dP7F d1A" 4= glom s Set FE|E IdP EntityIDE Wols
Set<String> idps = mm.getIDPEntityNames();

String idpDiscoReturnURL = String.valueOf(request.getAttribute ("idpDiscoReturnURL"));
String idpDiscoReturnParam = String.valueOf(request.getAttribute("idpDiscoReturnParam"));
String idpLoginBaseURL = idpDiscoReturnURL + "&" + idpDiscoReturnParam + "=";

// 1dPE 2121 45 A4
for (String idp : idps) {
//loginURL = 212 F4&
//RelayStateE AF&3 49 221 URLY 7F3 Hol 2HAd ] ojof 3}

//RelayState2] Fel= ==y g —->
RelayState=/MY/LOGIN/SERVLET ?returnTo=YOUR_RETURN_TO_ADDR&YOUR_PARAMI1=PARAMTI....
String loginURL = idpLoginBaseURL + idp +
"&RelayState=/myauth/login?returnTo=returnToaddr&param1=pl&parma2=p2";
¥
% >

KAFE oA A &3t Web app ol A= &10}% Al t}& URL & redirect 3Ft}h. 2}A| 3 A}F-S
rFEE ZFZF3Y} Single Logout 2 1D Al Aol Al WA AQl Z 1o} wWAAE A3t}
Local Logout & WA|AH 210k WAIXE AEsHA] il M| Al-FApol| Aqt 2103 Hu)

Local Logout : /saml/logout?local=ture
Single Logout : /saml/logout

16



AL WAEE

SAML °|X & self—signed ASAE AFESTH(F9: TLS ASA = FRAJASTAE o] &3fof
3lth). SHAL & HOHEAZ AMES FX 38t SHA256 ¢ o8& AR <=4 a7

ol
10 ez AAseh, WA AL83 KeyStore & securityContext.xml o] == 3hc},

org.springframework.security.saml.key.JSKeyManager bean < 7 M&j t}&3} 7ol A3}

<bean id="“keyManager” class="org.springframework.security.saml.key.JKSKeyManager”>
<constructor—arg value="“classpath:security/samlKeystore.jks” />
<constructor—arg value="java.lang.String” value="KeyStore &%” />
<constructor—arg>
<map>
<enter key="“apollo” value=“apollo123” />
<entry key=“myspcert” value=“?1Z4 <35” />
</map>
</constructor—arg>
<constructor—arg type="‘java.lang.String” value="myspcert” />
</bean>

¢ Stz &2 o g
<constructor—arg value="“classpath:security/samlKeystore.jks” /> KeyStore®] =
<constructor—arg value="java.lang.String” value="KeyStore ¢4~ /> KeyStore? 9=
<entry key=“myspcert” value=“¢1ZA 35" /> TE A5 HAT g%
<constructor—arg type="‘java.lang.String” value=“myspcert” /> default A5A2] HA

A WEs mReR /IS E A8kl KeyStore ol 553

keytool —genkey —alias myspcert —validity 3650 —keyalg RSA —sigalg SHA256withRSA —keysize 2048
—keystore samlKeystore.jks -keypass [Q1FA <5 ] —storepass [KeyStore <+%] —dname "CN=A
testsp.kreonet.net, OU=DEPT_NAME,O=0RGNAME,L=Location, S=City, C=KR"

o) keytool —genkey —alias myspcert —validity 3650 —keyalg RSA —sigalg SHA256withRSA —keysize 2048
—keystore samlKeystore.jks —keypass myspcertpass —storepass samlkeystorepass —dname
"CN=testsp.kroenet.net, DU=COREEN,O0=KISTI,L=Yuseong,S=Daejeon,C=KR"

e~ AFA7F KAFE olA Al &3t Federation metadata & ©]-83cHH  Federation
metadata & AT W o8 AFAE KeyStore o] FF3oF st} KAFE oA #|-&8h=
Federation metadata ] <154+ https://fedinfo.kreonet.net/kafe—fed.crt oA == HS
4 9tk KAFE ¢15AE &= wko} KeyStore o] 523k},

17



A% w/AFrr

keytool -importcert -keystore samlKeystore.jks —storepass [KeyStore ¢t&] —alias kafe—fed —file
kafe—fed.crt
ex) keytool -importcert —keystore samlKeystore.jks —storepass mypassword -alias kafe—fed -file
kafe—fed.crt

3.9 7]Ek
securityContext.xml o] F7} A A o] & Q3}t}.

718 redirect F4(RelayState o return URL S AAsIA] 2GS HF redirect H+=
Fa)E AATY, 2oacle] AEF3E ALEAE redirect & FA4 o)t

<bean id="“successRedirectHandler”
class=“org.springframework.security.saml.SAMLRelayStateSuccessHandler”>
<property name="“defaultTargetUrl” value=“g]t}o]&lEs URL"/>

</bean>
20l AdFPE HS redirect E FAE A3}
<bean id="failureRedirectHandler”

class="org.springframework.security.web.authentication.SimpleUrl AuthenticationFailureHandler”>
<property name="“useForward” value="“true’/>
<property name="“defaultFailureUrl” value=“g]t}o]eEs URL"/>

</bean>

2ok 3PS W rediret 2 F4AE AA ST

<bean id="successLogoutHandler”
class="org.springframework.security.web.authentication.logout.Simple UrlLogoutSuccessHandler” >

<property name="“defaultTargetUrl” value="2]t}o] g ES URL"/>
</bean>

A 47 QA Z2HAE

KAFE ol A} Al &3l o4l 58S Apache Tomcat 8.0.36 oA #HEHATE AGdrS Web
app, Spring—Security—SAML—1.0—-SNAPSHOT.war gl e Ad=S =
WEB—INF/securityContext.xml 3¥-& dof olg] gt og FA|H BES F43

<bean id="metadataGeneratorFilter"
class="org.springframework.security.saml.metadata.MetadataGeneratorFilter">

<!—— tomcat 7]®A XA portE 8080°. % AAHAT} ——>

18



§<. KAFE

<property value="https://URL: TOMCAT_PORT/Spring—Security —SAML—1.0—SNAPSHOT" name="entityBaseURL" />

Tl HRHYOWH Web App & zip &2 A &3t} = & SHAE war 2
c}. o A <8s vl 3 & SR Apache Tomcat = =3
(http://tomcat.apache.org/download—80.cgi)¥Fal ¢F=2S Fr}

Ho rE
[

73
=

tomcat—users.xml Y-S T3 manager—gui WIS 7H AREAE A ST} ofE] Tk
o2 FAE F g2s F713th =71 £ tomceat & A8 si)

~# vim /TOMCAT/PATH/conf/tomcat—users.xml

<tomcat—users xmlns=..... >

<role rolename="manager—gui"/>
<user username="USER_NAME" password="USER_PASSWORD" roles="manager—gui,admin—gui"/>

</tomcat—users>

https://URL: TOMCAT_PORT/manager © <38ttt 9] Z¥b~9] USER_NAME ¥ USER_PASSWORD
= o]&3] =123t WAR to deploy &0 A ozl Web App & A ®13}aL Deploy gt}

WAR file to deploy

Select WAR file to upload | oH HE |

rx

|r|1
rin
El
ruO
EQ
ojo

¥ WIZEE AAFEo] Web Appg ¢1E4¢ KAFE QEA47F @74 KeyStored] SE5 o] ¢t}

ASHE KeyStoredll 55344 Sotie 74 23t

Deploy 7} $+E %™ hitps)//URL: TOMCAT_PORT/Spring—Security —SAML—1.0—SNAPSHOT o] <3t} “o] 3¢
o =93 219 AN QS Eakli= ko A= IDP &
“https://testidp.kreonet.net/idp/simplesamlphp’& A #1glt} A8} o}o|r]+= student o] H|E
H 3= student1234 o]t}

€« C #f [ /Spring-Security-SAML-1.0-SNAPSHOT/

ol 230 SMAL,

1L

0|72 22l SP HEIHO|EE LR 2 SHAIAIL,

IDP A ® A] Metadata Notfound ©l&]7} 2&Ashd t}Le xS w2t}

LoolAl $89 R oA “o|3g Fs SP vletlEE HREE NS T
wetlol e & R du,

2. https://testidp.kreonet.net &2 <3t}
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Java with OIOSAML

Kiacy H] 3L
0S Windows 7 Pro 64bit
Java Oracle Java 1.7.0
Web container Tomecat 8.0.15
IDE Netbeans 8.0.2
oiosaml.java ¥ & 21188
OpenSAML 2 A 2.6.6.

gus
a

A gel @z ApolEE gev g,

g3 IE

https://svn.softwareborsen.dk/oiosaml.java/sp/trunk/docs/intro.html
https://digitaliser.dk/group/42063/resources

olosaml.java

olosaml.java

bi Aqu] 2~ https://svn.softwareborsen.dk/oiosaml.java/discovery/trunk/src/dk/itst/o
iscovery s ) } )
s ez iosaml/discovery/service/

OpenSAML

https://wiki.shibboleth.net/confluence/display/OpenSAML/Home/

) 289 KAFE dA A& java template & FA¢lo]
5

[©) 2
g WE= =
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AL WAEE

Al 2 & oiosaml.java UE A X]

2.1 oiosaml.java—demo A3

1. oiosaml.java 21181(W=A =9)& ez nkEo < U5 Sa=s
oiosaml.java—demo—21188.war & t}A] o= A st}
2. Netbeans & 23 3tc}.
3. New Project —> Java Web —> Web Application with Existing Sources & &3t}
4, 2Al0]A / ZRAE o5 / TRAE ZHE XA & Next & =¥},
ex) (A2)EA o)A : Ci\Users\...\oiosaml.java—21188\oiosaml.java—demo—21188
ZZAE o]F : OIOSAML-DEMO
T2 AE Z1 : C\Users\TSOC\Downloads\NetbeansProject\OIOSAML
5. A1 & Apache Tomcat 8.0.15.0 / JAVA EE 7 Web & A& & Next & =83t}

6. 22 BAOAS
Finish &

7. OIOSAML-DEMO

7I9ro. 2 WEB-INF #ti¢} Libraries ZU7} Asoz A H)
= o
i @ Mew Web Project with Existing Sources %
Steps Existing Sources and Libraries
1. Choose Project Specify the existing folders containing the web pages, libraries, source packages, and JUnit test packages,
2. MName and Location
i'. Eiri\;ri:gdsiﬂgiss sl ‘Wab Pages Folder: [ownloads®QI0S AML-REWoiosaml, java-21 188 oiosaml, java-demo-21188 | Browse, ..
Libipries WEBHNF Content: | I0SAML-REWaiosaml.java-211B8oiosaml java-demo-211B84WER-INF | | Browse.. |
Librarles Folder:  [SML-REWoiosam| Java~21 168 ainsam| Java-demo-21 [BOWWEE-INF#ilh| | Browse, .
Sources Package Folders:
[ Add Folder, .
= : | Remouve ‘
£ | e ] e
Test Package Folders:
Add Falder.,, |
Ramova
You can dragddrop both source and test packages from one list to the other,
< Back | Neut > [ Finizh ] | Cancel I | Help |
hya = o =g 5 S = S () ] = ] 3l 5
ZRAES $3FYs] Runs FHIA § HEeAS A
— = = -
OIOSAML HEHo]X| & &1t}
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Home Login Metadata OIOSAMI .java Documentation

Page requiring login - Runtime configuration

Test form POST:
testingvalue | =

L1

"N

Ay

i

__ -

OIOSAML.JAVA

8. oiosaml.java 21188 ¢ ¥3tel ol g S HA BHoZE Py o|E 3},

1) OIOSAML-DEMO >~ =2 A E9] Libraries &4 JDK ¢} Apache Tomcat & #|<]3t
RE jar Y-S AEEth 9 88 & Remove & A€ gt}

2) Libraries W&  $E83}9 Add  JAR/Folder = Aesie}
oiosaml.java—demo—21188/lib &2} opensaml 2.6.6/lib FH A o}l 3Eol 9}5(15
H AL FgolBHeE F7Fekth 15 oiosamljava—21188 & A~2E A oF st
2 gojB g gl FrtshA| et

=d ) 2L
1 commons—codec—1.7
2 commons—collections—3.2.1
3 commons—configuration—commons—configuration
4 commons—digester —commons—digester
5 commons—fileupload—commons—fileupload
6 commons—httpclient—3.1
7 commons—io—commons—io
8 commons—lang—2.6
9 commons—logging—commons—logging
10 esapi—2.0.1
11 joda—time—2.2
12 log4j—1.2.17
13 logdj—over—slf4j—1.7.5
14 not—yet—commons—ssl—0.3.9
15 olosaml.java— 21188

23



16 opensaml—2.6.6

17 openws—1.5.6

18 org.apache.santuario—xmlsec

19 org.bouncycastle—bcpkix—jdk150on
20 org.bouncycastle—bcprov—jdkl5on
21 org.fishwife—jrugged—-core

22 velocity—1.7

23 xalan—serializer

24 xalan—xalan

25 xerces—xerceslmpl

26 xmlsec—1.5.7

27 xmltooling—1.4.6

9. oiosaml.java #tolH 88 4

1) SAML HE}Ho]E 9] signature A5 F-FolA F7F WA} signature AE3dh= =2
=& FAAE S % &F signature 7 = AT WS Frolol i,

(1) Netbeans ©|A] File — New Project — Java — Java Application & 41 El

(2) ZR2AE o|E2& X A3tal Finish & &2

=

(3) AAE TR AE source packages Zrlo] AF oz AR

BE H71AE 2HA
2A S 73S ofgl 2 o] <default package>= A H

|E-& 010SAML-SRC
E-l@ Source Packages

=] @ Ql0SaML-5SRC
— id Source Packages

. [ oiosaml,src — P
: I@ DIOSAMLSRC java ; |_‘|:| <lj.BfaU|‘t package>
B g Libraties Bl Libraries

(4) oiosamljava—21188/src/src =99 RE FJAdS HAL AT Aup T2 AE 9]
Source packages & &8st £ €7 3
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oiosamijava-21188 » sic b src b

[}
i}

dk

META-INF
2] config.xml
=] olesaml-cemmeon.properties
B samL2Logoutsenice wsdl
|| wsfed11-protocol-cenfigxml

(5) Netbeans o|4] A3 T2 AEQ] Libraries & ¢ Y3t Add JAR/Folder & &
al
=.
oiosaml.java—21188/lib ZYHE AE& EE golBveg F7}.

(6) Libraries & 233t Add JAR/Folder & A1®. Tomcat A=l A+ lib =1 (ex.
C:\Program Files\Apache Software Foundation\Apache Tomcat 8.0.15\lib)= ©]
=
O .
servlet—api.jar & A8 golH g gl F7}.

(7) Netbeansol A & L& 4

/* package: dk.itst.oiosaml.sp.model
class: OIOSamlObject
Method: verifySignature */

181 try {
182 //522 A 2] profileValidator.validate(signature);
183 }

/* package: dk.itst.oiosaml.sp.model
class: OIOLogoutResponse
Method: validator */

/] 222, 224 F ERINF FAH

220 boolean valid = false;

221 for (PublicKey key : keys) {

222 /] = if (Utils.verifySignature(signature, queryString,
Constants.SAML_SAMLRESPONSE, key)) {

223 valid = true; log.debug("Signiture validation skip!");

224 /154 A ¥

225 }

(8) Netbeans o|A ZZAE o]ES ¢ 239 Properties = A, Build ¢ Packaging
gtZ o2 o]F3 & Compress JAR File ol A =/Copy Dependent Liabraries ©ll

OIOSAML—DEMO 9] Libraries & % &3 & Add Project & Z¥. AA
=2

(9) AAs ZAE o2& OIOSAML-DEMO Z2AEo] glolrg g F7}.
5
ZAEE HAesla Add Project AAR Files & &9

(10) A3 22 AEZS F2 31 Clean and Build & A ¥, OIOSAML—-DEMO 3 2 A

25



(11) OIOSAML-DEMO ~Z=2AEE § Z83te] Run 23. OIOSAML HX o]x]7}
o 2] Page requiring login HES =€

2.2 IDP MetaRefresh 715 7}

KAFE o4 AF5H= SAML WEbdlo]BE #7402 dujol=s]r] md] Aulz AF st
D AZAE FAU05 Boimel Lol Mool St

oiosaml.java += ¢ $&9°] A= u(load—on—startup/Servlet init) IDP ¢} SP o] wEld| o] g
AHE o=t} %] 8ol Tomcat = AAIZ ah#] i § g-&o] HElHOHE reload &
T UEF oiosamljava ol 7|50l F7FE QAL SP o vlEtHo[EI7} YHO|EH RS w= WHEA
H &5 AR o g

Netbeans A o5& Y& FA4 3o}

/* package: dk.itst.oiosaml.sp.service

class: DispatcherServlet

ReloadldPMetadata() methodE DispatcherServlet Class®] initServlet() method o}&jel 3
dacin= Y/

private void ReloadldpMetadata(){
try {

SAMLConfiguration samlConfiguration = SAMLConfigurationFactory.getConfiguration();

String protocol =
samlConfiguration.getSystemConfiguration().getString(Constants.PROP_PROTOCOL);

List<XMLObject> descriptors = samlConfiguration.getListOfIldpMetadata();

idpMetadata = new IdpMetadata(protocol, descriptors.toArray(new
EntityDescriptor[descriptors.size()]));

IdpMetadata.setMetadata(idpMetadata);

setldPMetadata(idpMetadata);

CRLChecker criChecker = new CRLChecker();

crlChecker.setAllCertificatesValid(IdpMetadata.getInstance());
} catch (Exception e) {

e.printStackTrace();
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A® v/ Arr

/* package: dk.itst.oiosaml.sp.service

class: DispatcherServlet

method: doGet()

T Fg Ftof oy WMo w {UIH #IE
*/

String action = req.getRequestURI().substring(req.getRequestURI().lastIndexOf("/") + 1);
Audit.init(req);

o

7het.

o
o

if(action.equals("reloadidpmetadata”)){
ReloadldpMetadata();

return ;

// This is needed if DispatcherServlet isn't protected
// by the SPFilter
if (handlers.containsKey(action)) {

try {

/* package: dk.itst.oiosaml.sp.service
class: DispatcherServlet
method: doPost()
i Ftg o} ofyf WMo R
*/
String action = req.getRequestURI().substring(req.getRequestURI().lastIndexOf("/") + 1);
Audit.init(req);

=]

719 2ol 58 F7)sit

"

if(action.equals("reloadidpmetadata")){
ReloadldpMetadata();

return ;

// This is needed if DispatcherServlet isn't protected
// by the SPFilter
if (handlers.containsKey(action)) {

try {

rrmE o] &8 EH Netbeans oA ZEAE o]&S $-F 23] Properties & A &g
t}. Build ¢ Packaging &0 =% o]F3te] Compress JAR File o] #33}al Copy Dependent
Libraries & #|A d|A|st}t Ok & &9 s}

ZZAE o]Z& OIOSAML-DEMO Z 2 AEQ glolvggd Z7}stt}. OI0OSAML-DEMO
9] Libraries & 92383 ¢ Add Project & A€t} whes 2 AEES MElElal Add Project
JAR Files & &g 3t}

lu
S

i
-
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WE Z2AEE 58319 Clean and Build & Ag3itt. 255 d OIOSAML-DEMO >~ =
AEE 9-Fg sl Clean and Build & &3t}

OIOSAML-DEMO Z2AEE -F8 35l Run HES A=t

sxzmes FAT § 45 URL & £&5d ¢ 58] IDP HEteo]B S reload ¥t

https://[domain name[:port number]]/saml/reloadidpmetadata

2.3 oiosaml.java A3

=2 C A [ localhost:8084/QI0SAML-DEMO/

Home

Configure the system here. OIOSAML java Documentation

Page requiring loain - Runtime configuration

Test form POST:

testingvalus | ®H= |

a x | =0
D | =N
"y
4 iy,

OIOSAML.JAVA

1. “configure the system here’& Ags)] HA FHo|x =2 o]F3it}.

HE ci\oiosaml—config o] A FE k. A u4d 9
S #a%kt} oiosaml A S thASoF & -0
ZAEES ] APA|Zt)

2. oiosaml AL 1 3wt 7lssly AA %
A= B 7Fsstl 4.2 web.xml A
+ olosaml—config ZHE A A|s}aL >

44 &5 e 2k

w
S

% OIOSAML 9l A SAML logout ©. 2 Single Logout @ Local Logout & &34 A48}

457F Atk Single Logout = ID A& Xl Al WA A 210k HAIXE HUlE W2
©]al Local Logout < ID A&} Al HAIAQI Z 2ok WAXE HUA e WA o]
t}. Single Logout 2 4% A 2Z2ddloF &4 9 Local Logout 1 -9 Al =121 2
27F gl

Gy A9 H] 3L

Au] 2 A FAFe] Entity 1D
Service provider? EntitylD+

Entity ID _ IR
Y https://[domain namel/sp/oiosaml®] 3 E] < N
(e.g., https://example.com/sp/oiosaml)
Identity Provider ID AFA¢] wErdolHE XML JH=ZE 9 9] 4=
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i< KAFE

% 059 D ASAE o8& A5
oiosaml—discovery A|H] =& o]&3|of 3}
HEEA] selfsigned 1SAE o] &3 oF &

Create new self—signed keystoreZ A I3 &

7 gmol ke 19, s1Eo] ALEHA AFA
NE A5 pkesl2 FEH|Z WA ] AME

metadata

SP 9154 (pkcs12)

ald

Enable Artifact SAML 2.0 HTTP Artifact Bidning& AF&3t
consumer? A5
Enable Redirect .
Redirect consumerZE o]-&
consumer?
Enable SOAP Single o = = o
SOAPS 2 SLOE =& 7%
logout?
Enable POST Single o o = =
HTTP POSTZ ZEIIo0}%L &
logout?

Support OCES

DNITAC] A Aolsl= OCES &4 Abg A
Attribute Profile? 141 4 <)st d A& Al

4% 4 AelAE e wr

€« C A [ localhost:3

IOSAML-DEMO/sp/privl.jsp

Configure OIOSaml.java

This page allows you to configure OIOSaml.java for your system. For security reasaons, this configuration can be run
only once. If possible, the cenfiguration files will be written automatically to 'c:\oiosami-config\' (olosaml-j.home).

Entity ID
nt_lp:ffbwosa.n;il:kreonel neh‘s'p
Protocol locations:

These are autodiscovered based on the url you've used for this page. Make sure you're using the official
url.

Recelve SAML Artifact response http://1ocalhost :8084/0| 0SAM_-0B1()/san | /SiMLAssert i onConsuner

Receive SAML POST response http:// loca Ihost: S084/010SAML-DEN0/san| /SAMLASsert i onConsumer

Initiate single logout http:/#localhost :E084/0 | OSAM_-DEMO/san | /SaMLASsertion Cansumer

Receive single logout response http: A/ localhost - B084,/0] 0SAML-DBMO/ san | LogoutServi ceHl TPRed| rect Response
Receive single logout request http:// localhost d8064,/0| OSAML-DEN O/ sam | /Logaut Servi ceHT TPRed| rect
Receive SOAP single logout request http://localhest *8084/0 0SAM_-0B1 0V san| /Logout Servi ce SORF

Receive HTTP POST single logout request htte://localhost : 8383/0 1 FSAM-OB10/san | /Losout Sarvi ceHl TPPost
—Identity provider metadata
IdP metadata file

| EE M= [ 13475115 . NFO-IDPaxml

— Configuration and metadata for this service provider
Keystore with private key for signing requests and responses. Either a pkcs12 file or a Java keystore.

s MRS I OF

# Create new self-signed keystore? (only for testing, and only when not uploading a keystore above}

Keystore password

Organisation Name KISTI
Organisation URL COREEN
Technical email contact address coreentech@

Enable Artifact consumer?
Enable Redirect consumer?
Enable SOAP Single Logout?
Enable POST Single Logout?
Support OCES Attribute Profile?

Even if this is not checked, any attributes will be accepted, but no AttributeConsumer will be added to the SP
metadata.

-Conﬁgurs.sys!en:l
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4. o] gmHw ofge} e Hol 47k b,

L

C # [ localhost:808

The configuration has been written to 'c:\oiosaml-config\' automatically.

Please note that SAML requires that Service Providers are registered in the Identity Provider before SSO can take
place. Refer to your Identity Provider for information on how to register your new Service Provider.

= Download zip file with all configuration files and certificates

Return to the main page

5. 0he AHE F7b AR,

1) CLR/OCSP(Online Certificate Status Protocol) 7] 2] H]|&A3}: OCSP = ZA}pA ™o
o]

AFEE Q1EA e HA AEE Felsls IR EFolth, KAFE = CLR/OCSP 71%5< ol &
34 &=t} C\oiosaml—config © oiosaml—sp.properties LS do] vt} HAHS F

74k

olosaml—sp.crl.period=0

2) "WEtdlo]E 9] End Point 45 #xAl9] URL &2 [P F422 FAICH A Ho|x=

Z3] AAEE SP 9 SingleLogoutService % AssertionConsumerService T4
localhost & AA Y.  C:oiosaml—config\metadata\SP ¢] SPMetadata.xml & <9
localhost 2 AAH FES A9 4P or Domain Name)o] YAl A3},
OIOSAML—-DEMO % AH]|~=& A W= 5ol A8 (Clean and Build —> Run)A] 1t}

3) HEldgle]E o] AttributeConsumerService & Z7}5Fal NamelDForamt < W73t} SP
o] | e} ] o] €] o) Q38 A8} Attribute ARE Sdaia=y
c:\oiosaml—config\metadata\SP\SPMetadata.xml gl S o1

<md:AssertionConsumerService ... /> & olgo] t}S &S F7}3kt}.

<md:AttributeConsumingService index="0">

<!—— ServiceName %4¢] F(OIOSAML—TEST-SP)& A2l §1 &g gtA =43
o} =2 AMH]2= o] FS AFE3t}. (ex : COREEN, facebook &)——>

<md:ServiceName xml:lang="en">0IOSAML—-TEST—-SP</md:ServiceName>

<md:RequestedAttribute Name="urn:0id:0.9.2342.19200300.100.1.3" isRequired="true"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname—format:uri" FriendlyName="email"/>

<md:RequestedAttribute Name="urn:0id:0.9.2342.19200300.100.1.1" isRequired="true"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname—format:uri" FriendlyName="uid"/>

<md:RequestedAttribute Name="urn:0id:2.16.840.1.113730.3.1.241" isRequired="true"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname—format:uri"
FriendlyName="displayName"/>

<md:RequestedAttribute Name="urn:0id:1.3.6.1.4.1.5923.1.1.1.10" isRequired="false"
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NameFormat="urn:oasis:names:tc:SAML:2.0:attrname—format:uri"
FriendlyName="eduPersonTargetedID"/>

<md:RequestedAttribute Name="urn:0id:1.3.6.1.4.1.5923.1.1.1.6" isRequired="false"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname—format:uri"
FriendlyName="eduPersonPrincipalName"/>

<md:RequestedAttribute Name="urn:01d:2.5.4.10" isRequired="false"
NameFormat="urn:oasis:‘names:tc:SAML:2.0:attrname—format:uri"
FriendlyName="organizationName"/>

<md:RequestedAttribute Name="urn:0id:1.3.6.1.4.1.25178.1.2.9" isRequired="false"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname—format:uri"
FriendlyName="schacHomeOrganization"/>

<md:RequestedAttribute Name="urn:0id:1.3.6.1.4.1.5923.1.1.1.1" isRequired="false"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname—format:uri"
FriendlyName="eduPersonAffiliation"/>

</md:AttributeConsumingService>

NamelDFormat < ¥ 7 3t}

<md:NamelDFormat>...:tc:SAML:1.1:nameid—format:X509SubjectName </md:NamelIDFormat >
// 91 ehels Fob theat ol WY
<md:NamelIDFormat>...:tc:SAML:2.0:nameid—format:persistent</md:NameIDFormat>

4) AEH o7 A% WElvolE S KAFE o] S=3ght},

% A5 ID Ao HEtHolHE SFRafjoF vk ID AlgAtet Mulxs AlgaE &
sAdEstyl HAsiM= KAFE  staff o) A& opop oy AAIRE AR

¢

coreen@kreonet.net 0. & 2] 3t}

ol

b the} el

N

CEL)
1% 5 glvk.

Home Log out Metadata OIOSAML.java Documentation

d676dc829b5cd57da3c92c0c879fcdaf3c5dabde

urn:oid:1.3.6.1.4.1.5923.1.1.1.10 (null): [<?xml version="1.0" encoding="UTF-8"?>

<saml:NamelD xmlns:saml="urn:casis:names:tc:SAML:2.0:assertion" Format="urn:oasis:names:tc:SAML:2.0:nameid-format: persistent”
NameQualifier="https://134.75.115 4/idp/simplesam|php"

SPNameQualifier="http://oicsaml.kreonet.net/sp" >0f0b2e14757098190cad90f69ade9dfdebd39chb3</saml:NamelD >, null]

« urn:0id:0.9.2342.19200300.100.1.3 (null): [student@student.net]
e urn:oid:1.3.6.1.4,1.5923.1.1.1.1 (null): [tsoc-test-idp]

« urmn:oid:2.16.840.1.113730.3.1.241 (null): [student-disp]

« urn:0id:0.9.2342.19200300.100.1.1 (null): [student]

« urn:oid:2.5.4.16 (null): [tsoc-test-idp]

« urn:oid:1.3.6.1.4.1.25178.1.2.9 (null): [tsoc-test-idp.net]
Authenticated: true

Assertion signed: true

SAML Profile: false

QOCES Attribute Profile: false

Persistent Pseudonym Profile: false

Perform attribute query Local logout Force login
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Al 3 & Discovery Service
Aqu| 2~ AFA7F 2] 1D AlFAet AF=E w Discovery Service & o]&&foF 3t}
Discovery AH]2~+% /oiosaml—config/metadata/IdP ©l&E 2o t}4=2] ID #|&A} wEld o]
7F EA1E AS AAsoR ALHn
Discovery Service A}& A Fojde t}&3 7t}

* /metadata/IdP tlEEg]o] EA)8= dEld o]y A o2& ZQ3A Q).

x KAFE oAl #|&3t= Signed [federation] metadata S ©]8& 4 At} Federation
metadata ol &= A 8] A|&2Le] W ElH| o] 7} ZEE A ghofof g,

Discovery AH| =& A&317] 984 o5 22 Ao g +Hh
1) Netbeans °l| 4] File — New Project — Web Application & A &lslt}, T2 AE o1} ¢
Aol (ex : Tomcat)E A A3dFal Finish & Y3t} 2502 AAE index.html 3

g AR

2) oiosaml.java—21188 o] E3% % o] 9+ oiosaml.java—discovery—1.2.war W49 Ud=FS F

.

X ZAE 9
cookie.html

3) oiosaml.java—discovery—1.2/WEB—INF Ztlo] ¢+ web.xml & A
WEB—-INF Z0Y o} HAFSHH}. oiosaml.java—discovery—1.2 Zt]of
2 Web Pages ZTjol| HA}si)

rlr i,

%

4) oiosaml.java—discovery—1.2/WEB—INF/classes ©oF&o] & =®RE  IJA(dk =t
log4j.properties)S Source Packages ofgfoll H-A}stt), oju H3d ¥ class 3L o] ofd
2=(java) LS AMESaL AS A9 2. FHoA” FE URL & #x3ke] discovery

service 225 th 2= dlol Ea}3ic),

A5 ar 9SS AAE Z2AE ] Libraries o] F7}Fstc},
o
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=2 i Weh Pages

MET&-IMF

WEB-IMF

: -4 web,xmi

b @I cookie, html

=+1fA Source Packages

1 <default packages

G- o) logdj, properties

-E5 dk.itst.oinsaml, discovery, service
: AhstractServlet class
BasebddlnputStream, class
BaseBd$0utputsStrearm, class
Basefd class
ClearCookieServlet class
CookieServlet class
DiscoveryServlet class
DispatcherServiet class
E-ig Libraries

@ Iog4i-1.2.17jar

Sl JDK 1,7 (Default)

#-FH &pache Tomcat 80,150
L& Configuration Files

class I F7} A

|1;-

@@r@@

1
I

= II; Web Pages
E-l) META-INF
=l WEB-INF

: _E wieb, xml

@] cookie,himl

- Source Packages
=[] <default package:

-'-"'|_'| logdj, properties

dk.itst oinsaml discovery, service

[ abstractServiet java

: |ﬁ} Basebd java

Iﬁl ClearCookieServiet java

] CookieServietjava

Iﬁ_l DiscoveryServiet java

|@I DispatcherServet java

Libraries

D logdi-1.2, 17 Jar

; JOK 1,7 (Default)

tEEl Apache Tomecat 8.0,15.0

Bk Configuration Files

source 3 F7} Al

6) AT 2 AES - FYsto] H=3k & 28 (Clean and Build —> Run) %t}

7) OIOSAML—-DEMO ==2AEo] Discovery AH|= AFES 93 AAHS  Frlsich
C:\oiosaml—config\oiosaml—sp.properties Lol t}S &2 F7}3skt},

oiosaml—sp.discovery=DISCOVERY_URL
ex) oiosaml—sp.discovery=http://IP or DomainName:8084/0I0SAML—-DISCO—-2
// OIOSAML-DISCO-2% ) 889 context root®]Tt}.

8) OIOSAML-DEMO Z=AEZ $-FYsto] A (Run)s 9t @ dojx7t 2=
Page requiring login & g3t} AA Eﬂ(C-\01osaml—conflg\metadata\IdP) ool IdP ™l
Etdjo]7F 2 7] oY AS AEo = Discovery AH|2=®E AZA Uk 3y} Federation
Metadata 3}do t}<=2] IdP En

o]

tadata 7} &= Ao x FY3A Discovery A H|
2 AZ4H. Aoz A Q

tity Me
0 thet 2 Aol A &+ rk

L C#H D 8084/CIOSAML-DEMO/saml/login? &RelayState= 20cf440b-32e4-4460-bh56-404a7ab0sf1e8 saml_idp=

Please select the Identity Provider where you would like to login:

» https://testidp.kreonet.net/idp/simplesamlphp
» https://idp.kisti.re.kr/idp/shibboleth
« https:// /idp/simplesamliphp
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Al 47 Java ¥ S8l oiosaml.java A&
Java §-&°] OIOSAML & A-&3}7] YA v 32 dxprt Fdasiel,
— AW NTP A7+ 57138t B4 (time.kriss.re.kr 5 ©]&)

— Federation metadata ¢ t+=2= A5 3}(coreen@kreonet.netel] +2])

— Java 8o I FolHE g 55

— web.xml o] "4 A E=

)
i)
i)

==
o T

— oilosaml.java ¢] Service Provider % (oiosaml—config)
1. oiosaml.java 2}o|H 88l E Java &8 F7}

1) TestJSP dA Z2AEQ |ib Zro E3E RE go]lHEgE Java
Test]JSP + KAFE oA Al #38t= Java SAML oA 3}7]# o]t}

2. ol 8L web.xml Lol F7}skt},

[e)

o

gl F7har,

<env—entry>
<env—entry—name>oiosaml—j.home</env—entry —name>
<env—entry—type>java.lang.String</env—entry —type>
<!—— oilosaml A7 o] Ad tIAEL ——>
<env—entry—value>c:\oiosaml—config— TestJSP</env—entry—value>

</env—entry>

<listener>

/listener>
<servlet>
<servlet—name>SAMLDispatcherServlet</servlet—name>
<servlet—class>
dk.itst.oiosaml.sp.service.DispatcherServlet
</servlet—class>
<load—on—startup>1</load—on—startup>
</servlet>
<servlet—mapping>
<!——
SAML AH&2F €15 % Logouts 918 A&
AbgAF 1% 24 ¢ /saml/login &2 ¥

Ab&2F & 10}2-(Single Logout) &% : /saml/Logout &2 X9 d

<listener—class>dk.itst.oiosaml.sp.service.session.SessionDestroyListener </listener —class> <
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§<¢ KAFE

——>

<servlet—name>SAMLDispatcherServlet</servlet—name>

<url—pattern>/saml/*</url—pattern>

</servlet

—mapping>

<l—— 272l d¥ o8& ——>

<filter>

<filter—name>LoginFilter</filter—name>

<filter—class>dk.itst.oiosaml.sp.service.SPFilter </filter—class>

</filter>

<filter—mapping>

<=
=39l #He] URL A®e 2390% sdshs Ae8l 52 JSP vle] Fae} vjg
wojof 3} & EAolME =]l HAE flogin AESAA 53
exl) 27191 AAE /login AR A T F9 url IH
<url—pattern>/login/*</url—pattern>
ex2) =% AE /sp/login.jspoll Al 38T A$- url IE
<url—pattern>/sp/*</url—pattern>
—
<filter—name>LoginFilter</filter—name>
<url—pattern>/login/*</url—pattern>
</filter —mapping>
3. Service Provider A7
¥ /saml/configure ¢} /saml/metadata ©= AB]~ |z} o]d] HIsd ¢ = A

At

4.

o]
2R

1) “2.2 oiosamljava 7”& Frx3ity, 7]jsx|Hdo] Hast HS

o] g,

ARG Q1S 8 A

TestJSP o] £3He oA =& A3PA|7|H GET, POST %219 <l

1) GET %49 5 24

GET WA9 9% 2% F2%t e g
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AL WAEE

WebApp (WebApp Lj T}2t sfAt 35 Ta F)

Web page Login logic oiosaml servlet ' DP
(Protected Resource) (Servlet or JSP) (/saml/login)

AHE AR 215 F(HTTP GET)
pram : returnlo

SAMLE0¢Q 84

IDP T|0|X| 2 Z|C}ojaE

osiosaml servlet@ 2
z|cho| =

Login logic2 2
2|coja=

returnToS 1510
AHEAL H|0[A| 0|5

— WebPage = AH&AF Q1o B3k {1 Ho|x|/glans ou|ditt,

— Login logic & SAML 15& S8Asta A8A &4 ARE A9 w& AMEZ/ISP &

o] m g},

— oiosaml servlet & oiosaml.java ¢ A& L o|n|3ic},

— 7|A= Web page ¥ Login logic F-i2 J&d3loF $tt}. TestJSP oA T2 A E O] A
& Farste] st

Web page : protectectedResource.jsp

Login logic : login.java A &%

2) POST W29l 215 9%

POST 49 Q1% 24 Za9-& o3} g
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AL WAEE

WebApp (WebApp Lj Tj2t BfA= 3 T FY)

Web page Login logic oiosaml| servlet DP
{Protected Resource) (Servlet or JSP) (/saml/login)
AEXE 2IF SHE(HTTP POST)
pram : returnTo
SAMLZ392 @F
IDP H[O|X|= 2|Ctojsl=
SAML
Post Message j O‘—'f:jx}
Handler osiosaml servlet2 2 ke
3|croja =
oiosaml configdf] €& &l
Post M{EEICS 2 0|5
(oiosaml-sp.repost=/login_post)

returnToS & 1510
AMS AL H|O[A| O]

—  POST ®2]e] SAML <5S  AR&3t7] #38lA+=  oilosaml—config ET Y
oiosaml—sp.properties o] Post Message Handler A A& F7}alof gt}

oiosaml—sp.repost=SERVLET_URL

ex) oiosaml—sp.repost=/login_post

— WebPage &= AF&AF Q5o a3k §] Holx|/8|AxE o u| st}
— Login logic & SAML ¢1=& 84 HE3/JSP & ¢n|dlt},

— oiosaml servlet & 2A SAML ¢!

ol\

2
>
il

=33 oiosaml.java & AET S oJujsit}

— Post Message Handler & 1% A3} &5 F AF8A} Assertion ZRE WS AEHS

of m) gt

— 7)== Web page, Login logic, Post Message Handler H%S F3sfjo} 3t}
TestJSP oA T2AEQ AAntdS Zras)a] &3}

Web page : protectectedResource_post.jsp
Login logic : login.java A&

Post Message Handler : login_post.java A &%

5. 209 oA

1) Local Logout: Local Logout & ID A|-&A}ol] =10}l 23S dFA &l Java S-&oA gt
20k A E
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L
1]

_l U
o

— TestJSP ¢ £-8& UserAssertion @ isAuthentication T2 Q1% AF oAHES
% “isLogin=true” 2= ZY2E o] &3] = AHAF AFE EA| S

— isLogin £A49] #S false & W73}l session o UserAssertion ZE7F dol Ao
/\]—xﬂ fﬂ-q-
= LT

— local_logout.java A &3 & Frarsle] &gk}

2) Single Logout: Single Logout & ¢ S84 Z10}% g & ID A|-FA Al =10}
24& AL

— isLogin £49 S false & W3l session o] UserAssertion AR 7} Ho} dvpd
/\]—xﬂ 6]—1’4—
- hE .

— & URL 2 § Ho]AZ gujo]HdE or tJ~ufx] st} URL : /saml/Logout
— logout.java AEHE Faste] 33t}
6. Discovery service & % &

— oiosaml.java—21188.zip o] ¥3FE  “oiosaml.java—discovery—1.2.war'S 9
e ol tl&E=2o|3t

— Discovery AR|2=7F A&d A 15 T2 U 17 2k

| WebApp (WebApp Lf T2 %At 25 Ha 99 |

Web page Login logic DiscoveryServlet ciosaml servlet

(Protected Resource) (Servlet or JSP) (Servlet or JSP) (/saml/login) Discoveryserice

MEAL ¢IE QF(HTTP POST)
pram : returnTo

SAMLET¢2l g#

IDP G EtC|O|E{ 7} 27} O] &+
H = Discovery Service TF

7| sl oty 23

DiscoveryServietd]
DP m= Mgt

j IDP M2 313

1DP {48 51
SAML 1T a3

W
i

oo £

I

ro
> oy

[¥s}
>
=
=
re
ot
et
2t
I
0
ok
ik
Hu
o
fir
o]
sl
pt]
)
o
w
=~
e
ot
L
i
=
o
ne

(A
o
e
2
v}
dlo
4
i
o2
filo
o
N
rok
v

— oiosaml—config &1 2] oiosaml—sp.properties I}
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AL WAEE

oiosaml—sp.discovery={ A E|o]Ho] tJZ=0o]3} Discovery AH]Z~ URL}
ex) oiosaml—sp.discovery=http://IP or DomainName:8084/oiosaml.java—discovery—1.2

oiosaml—sp.discovery.prompt.servlet={IDP #AEZ HddurS A B3}

ex) oiosaml—sp.discovery.prompt.servlet=/DiscoveryServlet

— DiscoveryService == “oiosaml.java—discovery—1.2.war'= WEZ3¥ ¢ Au]|AE ou| st}

— DiscoveryServlet & DiscoveryService 2 5B [DP AHE dAEdra AL-g&x}o| A IDP
Ael PH S AT AERHS gu|sit. v T AL gdS Faste] FE s

Discovery Servlet: DiscoveryServlet.java(AE3), Discovery.jsp(H)

A5% QA ZT2HAE

KAFE &= Java 2 9% 9 84829 KAFE o= AYstr] 98] SAML Java <A
FE9l  TestJSP.war & Al&3gt}.  TestJSP.war = OIOSAML <ElolHgglE  7|wto =
A= ATt Test]SPowar 5372 o5 2 7FA] Q%70 whEEofof i),

1. NTP A A
2. PyFFE o] &3 KAFE #lddeld wEtdlolg o] F7]4 thEZ= W MetaRefresh (F5 3+
al)

TestJSP.war &= U 4o A ASHAT.

1. Apache Tomcat 8.0.27
2. Jetty 9.3.9.v20160517
3. GlassFish 4.1
TestJSP.war & T3 @2 oA=2 AX|st
1) o] S Frt
~# unzip TestJSP.war —d TestJSP
~# mkdir —p /opt/oiosaml—config/
2) Tomcat, GlassFish 9] 4% web.xml 3L & o] 444 gAdEo] A& faEg=
EShake
=70 .
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<env—entry>
<env—entry—name>oiosaml—j.home</env—entry—name>
<env—entry—type>java.lang.String</env—entry—type>
<!—— olosamld¥ TFLS AFT HIdEY ——>
<env—entry—value>/opt/oiosaml—config/TestJSP</env—entry —value>

</env—entry>

3) Jetty/] 39 =37 AAL 93] Web.xml 3LE o] &31A4] LE=t) Jetty & o] &3
% TestJSP/WEB—INF tJ&lEg]o] jetty—env.xml LS A3 & )83} 7o
’%Xé{?}‘?}.

<?xml version="1.0"?>

<!DOCTYPE Configure PUBLIC "—//Jetty//Configure//EN"
"http://www.eclipse.org/jetty/configure_9_0.dtd">

<Configure id="wac" class="org.eclipse.jetty.webapp.WebAppContext">
<New 1d="properties" class="org.eclipse.jetty.plus.jndi.EnvEntry">

<Arg>oiosaml—j.home</Arg>

<!—— olosaml A7 F}dEo] EATY HIEZ] ——>
<Arg>/opt/oiosaml—config/TestJSP</Arg>
</New>
</Configure>

) 44 o] AEA
A% ol 0hg BAE Fad

ex) apached 7%
# chown apache.apache /opt/oiosaml—config

ex) jettyd 7%

# chown jetty.jetty /opt/oiosaml—config

b
rol
Y

5) TestJSP ¢ &&= € HH oIS webapps EUT ol HASH. §] #Ho] Aol

https://domain_name:port/TestJSP

6) 9 HolAo] HE3E T OIOSAML = 744443t} “4.3 Service Provider A" Zz3hc},

OIOSAML«] ﬂﬁﬁﬁi}‘ﬂoﬂfﬂ [F=]19] pyff = AA3 wEldo]eE “Identity provider
metadata”2 5=t} pyff oA A veldlolH ] AW E FAHSIRA Zal o] &3fof iy,
B o] Ao 1dP ¢ dEHolE = /opt/oiosaml—config/Test]JSP/metadata/IdP o A%
#oh [H=]19 232 Jopt/oiosaml—config/Test]SP/metadata/IdP Tl ZE&]o] 9123+ IDP 2]
Etdlo] g7} 71 H o2 A 734l H T

7) IDP HEldo]E 9] 54 reload

t}S URL & wget o]U curl & 3 =3 ¢ £-89o] IDP #HE | o]EE reload gHt}.



A®w/Ar-

https://domain_name:port/TestJSP/saml/reloadidpmetadata

2 S8olA DP9 WEtHlolEE 71402 reload A1717] 915} &3 20] cron & AA T
.

~# crontab -e

0 0,12 * * * wget —spider https://domain_name:port/TestJSP/saml/reloadidpmetadata
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AL WAEE

pyff & #HdzolA wErgoHE 2= wol #est7] 938 =o|t}. simpleSAMLphp Y
Shibboleth & ©]&3}A] &+ Au]|A AFAE pyff & o] &3] FHyd ol HErdoE & F7)4 o
2 2= wholof 3},

pyff += python &2 ZA¥H AXEQojojn =

] Uy-§-& Ubuntu 14.04 LTS (64-bit
Aol AFEAT, pyff el 44 B B4R 0

o
o g,

oL -{m
flo

~# apt—get install build—essential python—dev libxml2—dev libxsltl—dev libyaml—dev

0S o] AX9 7]¥& python 7]A S o] &3},

~# apt—get install python—virtualenv
~# mkdir —p /opt/pyff
~# virtualenv /opt/pyff

virtualenv & €44 g}slal pyff & A X gt}

~# . Jopt/pyff/bin/activate
~# pip install pyFF

~# pip install importlib

AR Fol olgfe} wEE o F7F WAEHH apt—get install 1ib32z1—dev S A 33 &
pyFF & thA] AX]ghch,

R R

/usr/bin/ld: cannot find -lz

~# apt—get install 1ib32z1—dev
~# pip install pyFF

~# pip install importlib

Jopt/pyff/certs YA E ] self—signed AF7]e} A=HE AA 3T}
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~# mkdir -p /opt/pyff/certs

// paste and copydt#A] & A

~4# openssl genrsa —out /opt/pyff/certs/sign.key 2048

~# openssl req -key Jopt/pyff/certs/sign.key —new —x509 -days 3650 -out

Jopt/pyff/certs/sign.crt

pyFF &= SHA-1 2.2 dWEdo|HE AWt Ao AleE = dugsS AA4357] YA
/opt/pyff/lib/python2.7/site—packages/xmlsec/__init__.py 3L Hof,
‘ALGORITHM_SIGNATURE_RSA_SAH1'#} ‘ALGORITHM_DIGEST_SHA1' S t}& % & =3
M7 (SHA256 o] A)st)

darg]F ALGORITHM_SIGNATURE_RSA_SHA1 ALGORITHM_DIGEST_SHA1
SHA1 ALGORITHM_SIGNATURE_RSA_SHA1 ALGORITHM_DIGEST_SHA1
ALGORITHM_SIGNATURE_RSA_SHAZ2 _
SHAZ256 56 ALGORITHM_DIGEST_SHAZ256
ALGORITHM_SIGNATURE_RSA_SHAS3
SHA328 84 ALGORITHM_DIGEST_SHA384
ALGORITHM_SIGNATURE_RSA_SHAS
SHAS512 12 ALGORITHM_DIGEST_SHA512

Jopt/pyff YA E o] kafe—setid.fd & A8k}, kafe—setid.fd == KAFE federation
HEld o]} & COREEN set.ID 9] UﬂE]rEﬂ ] 11} F=3 AdE gAEgd AAs, e
kafe—setid.fd I} 2] U&o|t},

— load: "https://fedinfo.kreonet.net/signedmetadata/federation/KAFE—testfed/metadata.xml as
kafe—md"

- select:
"kafe—md!//md:EntityDescriptor[md:Extensions/mdrpi:RegistrationInfo/@registrationAuthority
and md:Extensions/mdrpi:RegistrationInfo/@registrationAuthority='KAFE']"

### All IdPs including KAFE
— fork:

— select:
"kafe—md!//md:EntityDescriptor[ @entityID="'https://coreen—idp.kreonet.net/idp/simplesamlphp'
1

— xslt:

stylesheet: tidy.xsl

— finalize:

Name: KAFE-IDP
ID: KAFE-IDP
cacheDuration: PT5H
validUntil: P5D
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— sign:
key: /opt/pyff/certs/sign.key
cert: /opt/pyff/certs/sign.crt
— publish:

— Jopt/oiosaml—config/TestJSP—Jetty/metadata/IdP/IdPMetadata.xml

% 9 Jopt/oiosaml—config/TestJSP—Jetty/metadata/IdP/IdPMetadata.xml = oiosaml & 373 A )|
mel A d3s] 7 g,

kafe—setid.fd ol 4] ©]-&3}= tidy.xsl L] W& th3 2T} Jopt/pyff o HEZ]
o \gia=

<?xml version="1.0"?>

<xsl:stylesheet version="1.0"
xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform"
xmlns:shibmeta="urn:mace:shibboleth:metadata:1.0"
xmlins:xsi="http://www.w3.0org/2001/XMLSchema—instance"
xmlns:ds="http://www.w3.0org/2000/09/xmldsig#"
xmlns:md="urn:oasis‘names:tc:SAML:2.0:metadata"

xmlns:xi="http://www.w3.0org/2001/XInclude"

xmlns:shibmd="urn:mace:shibboleth:metadata:1.0">

<xsl:template match="@ID"/>
<xsl:template match="@validUntil"/>

<xsl:template match="@cacheDuration"/>

<xsl:template match="text()|comment()| @*">
<xsl:copy/>

</xsl:itemplate>

<xsl:template match="+">
<xsl:copy>
<xsl:apply—templates select="node()|@=*"/>
</xsl:copy>

</xsl:template>

</xsl:stylesheet>

N

71402 pyff 7} Ad=E 4 == crontab o 553}, Jopt/pyff/scripts/ol run—pyff.bash
e

el g vhet ol A ey,
% o}l Jopt/oiosaml—config/TestJSP—Jetty/metadata/IdP/IdPMetadata.xml = A& 37 A
A st
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~# mkdir -p /opt/pyff/scripts
~# mnano /opt/pyff/scripts/run—pyff.bash

#!/bin/bash

. /opt/pyff/bin/activate

Jopt/pyff/bin/pyff ——loglevel=INFO /opt/pyff/kafe—setid.fd

chmod 644 /opt/oiosaml—config/TestJSP—Jetty/metadata/IdP/IdPMetadata.xml
deactivate

~# chmod 755 run—pyff.bash

~# crontab —e
/] AN Ads 4

01 = = = * /opt/pyff/scripts/run—pyff.bash
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