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SAML 2.0 HEIC||O[E] 22| AAR L=

1. e
- 0] 24L& SAML 2.0 HEIH|OlE| 22| 29l Janus 2 Jaggere| 7= L At 4t
2 7|=%itt

- Januse  UninnetdM  BiZst= 2QE4A OEIHOIE] &2  Z=T=40|C}
simpleSAMLphpOf built on&|0f AIEZEICE 3 IdPLE SPE AHHY £+ JYs SH2|AE
7ls Y Attribute Manipulation 7|, OIEIC|O|E Y, &2|, BIEZ SO 7|sS Z|YTiC}.
hub & spoke ZA19| IHO|ME ALBE Al FEStH AMBE & ATt

|

ol

U

- Jagger= heanetO|AM BiZESH= 2EAA OEIHO|E 2| T2 ZM0|CE  OEHH|O|E 4
g, &2, HiZ Y MY 7|5 AlIstH ZEote Fel7t ZE UIE 7t U Janus?t
7}7\|_._ 2= BlackList, Manipulation 7|52 9oL} janusOl| H|G ZA|ZQl MEIt &=
C. full-mesh 2AIQ| T|C{2f|0|4H0i|lA GiEIC|OE &2|E 2o RESHA ALEE &+ UL

2. Janus

2.1 Janus AZx|
- Mz Y

B Centos 6.7 x64
B simpleSAMLphp (= 1.7.0)
B Apache ( >= 2.2)
B PHP ( >=5.3)
B MySQL ( >= 5.1)
® Composer
- Janus 43

£ 7| 2MOofl= Janus Version 1.20(2015/05/13)8 M x|siC}

Janus& Ax|5t7| QafiM= simpleSAMLphp(Ol5t SSP)7t
SSPE CI2=2E 2ot 43| ottt & EA0|M= SSPel 4
Ct2 URLEZ 2tZSBIC} https://simplesamlphp.org/

S MEEo Yot e

JanusE CH2ZE ot & SSPQ| module EH0| £A}FStCY,

# git clone https://github.com/janus-ssp/janus.git
# cp janus /SSP_PATH/modules/ -rf

Composer2 Axz|3tCt Composer?t 0|0 x| |0 QS ZSP Ad2ksIC}

o -

# curl -sS https://getcomposer.org/installer | sudo php -- --install-dir=/usr/local/bin
--filename=composer




+ 4

Composer?t  2t5422  /usr/local/bin/composerZt  0|§22  Hx|ECt.
composer HHNE U&A3I0] composer LI} LI2EZR| &0

config-distdf] Y= AH ElEal MAS config CIAEZ|Z2 ZALSHC

—

# cp /SSP_PATH/modules/janus/app/config-dist/*.yml /SSP_PATH/modu
le/janus/app/config/

MySQL CIO|E{H|0|AE HM5tCt & ZAM0|ME janus HEmAO| U= 7|12 O]
Ql janus_dbE ClO|E{H|O[A 0|22 AZSICt
// DB 44
mysql > create databases janus_db;
/l AEAL 4

o

mysql > grant all privileges on janus_db.* to USER_ID@HOST IDENTIFIED
BY ‘PW’;
mysal > flush privileges;

parameters.yml| IS EO{ 22|zt & DB HEE st & bin ClalE2| o9

= H
migrate.shE S&%tCt.  olty  bin  C|AEZ|Qt0] O
(/SSP_PATH/modules/janus)lA ./bin/migrate.sh E@E0E 2

=]

janus CjEIEZ|
o] &3Sttt bin

ol

CldlE2| QoA migrate.shE Adle 3% E= & o2/t Ldstct

# cd /SSP_PATH/modules/janus

# ./bin/migrate.sh

timezone & o2{7t Ydgt AL php.ini O G2 2182 F7tst &

migrate.sh& CtA| ASHGICE

# vim /etc/php.ini
[Date]
date.timezone = Asia/Seoul
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2.2 Janus A2

- ¥ B2APHS 0|8H M SSPR W4

= Federation 22 O|F3tCt. Toolsof| A

orsk |
tuviy katba |+

sa Ind

Mederands |

bu
pECRTE | SEERCRE | pycokud Ak |

&

Srpski | Latyie

Welcome Configuration Authentic aticn Federation

SAML 2.0 SF Metadata
Entity I1D" hitp:/
default-sp

Login as administrater
simplesamlimodule php/saml/splim

[ Show metadata |
SAML 2.0 IdP Metadata

Entity ID' hitp:/itest janus kresnel netlidp/simplesamlphp
[ Show metadata |

Tools

= Delete my choices of IdP in the IdP discovery services

XML to simpleSAMLphp metadata converter
#_JANUS module
= Venfy JANUS Entities

Copyright & 2007-2014 Feide RnD

eksi | Espafiol | F

YK |

| Latviesu | Roma

Fortu

neste | Euskam
Enter your username and password
A service has requested you to authenticate yourself Please enter your usemame and password in the form below

Usemname admin

_ |Login|
Password |

Help! | don't remember my password.

Too badl - Witheut your usemame and password you cannot authentic ate yourself for accass to the service There may be someone that can help you
Coensult the help desk at vour organization!

Copyright & 20072014 Feide RnD

- Janus®| HHA|EE H|O|R|7} LIEFHT)

Dashboard for admin

| User I Connections

S|

Create connection|
Search
Click on a service provider or identity provider to administer connections

All SAML Service Providers (SP) - 1

All SAML Identity Providers (IdP) - 1
http: //

el

fsimplesaml/module.php/saml/sp/metadata.php/

efault-sp - ri http://test.janus. kreonet.

mplesamiphp - r1




- Create connection HES =2| HEIH|0|E{E Z7I8 4 UL}
- “Enter new connection ID”0f| OIEIH|O|E{Q| Entity 0|52 UHSGHCY.

- “Select type’S 225 IdP &2 SPE& MEHGICE
- OEIHOIE{E oM BtotE ZHS “Create entity from URL™ Zto| OEIH|OlE
HiERAS QaAFiCt,
HEIHO|E{E XML HEHZ S AL “Create entity from XML” 220 =d5HCt
- Create HHES 2&I5tH Ct32t Z0| IdP 52 SP7t Ss&ECh
Dashboard for admin

User Connections | Inbox |

Metadata imported

Create connection

Enter new connaction [D: Select type v Create
Create entity from URL
Create entity fram XML p

Search

Click on a service pravider or identity provider to administer connections

All SAML Service Providers (SP) - 2 All SAML Identity Providers (IdP) - 1
.htt',:'-"" simplesaml/module.php/saml/sp/mictadata. php/default-sp - r1 http://test.janus. kreonet.net/idp/simplesamiphp - ri
| http; //test.janus. kreonet.net/ 1/sp/simplesamiphp - r2

[ Logout |

- It IdP Y SPE SESHH OEIH|O|E &2t Jhsothh Atel e 226 J|lsS
ALE3ICY

-

Edit connection - http:/itestjanus.kreonet.net/1/sp/simplesamiphp (Revision 2)

| Connection | Identity Provider (IdP) | Metadata | ARP | Manipulation | Validate | Impert Expart | Histary i

Connection - Revision 2 - 2015-11-13 01:30

Connection

D ‘iy.rtp:;'Htest_._]_anus.I«.J'em|et.n.etf1f’spfsamplesamlphp &
Metadat;
U;LE'! o http:, {simplesaml-spi/module.php/saml/sp/metadata.php/default-sp
Revision note Entity created.
P .
aI‘E!-'\ o
revision:
State: Test v
Type: SAML 2.05P ~
Notes:

Revision note:

Identity Provider Blacklist(SP 7|&) & I\/Ianipulation 7152 hub and spoke 7|8te
HHHO|HAM ALEE 4~ UL} Blacklist 7|62 SPY 2 £ IdPE ETH MH|A AR



§< KAFE

S ATHE 4 9IO0f IdPE S POl 93 RS At

!

=

h Connection I Identity Provider (IdP) H Metadata | ARP ‘ Manipulation i Validate l TImport | Export | History _

¥ Allow all
1 Allow none

Identity Provider (IdP) Blacklist

Mark those identity providers which are not allowed to acces your service.

- x| = = | ['2an » || ses

TA hitp:iMest janus krsonst nelidpisimplesamiphp Iitp /st janus kreonet netidpisimplesamiphp

Revision note:

ro

Manipulation2 1dPQ} SPo| £AMS RS 4 QT2 FICt phpRER 2HA8H0F FHCt,
of2§e| o= EPPN(eduPersonPrincipalNa
£3517| 2131 manipulation Z=0|C}.

Edit connection - http:/ftest.janus.kreonet.net/1/sp/simplesamliphp (Revision 2)

me)dlM UID2t schacHomeOrganizationg

' Connection; j Identity Provider (IdP) | Metadata | ARP ' Manipulation N Validate | Import | Export |
e

+ PHP code for advanced Response Manipulation,

# The following variables are avallable:

*

=+ @var string 8fsubjectid MamelD (empty for 1dPs)

+ var drray Gfattributes BN attributes (example: arraw( urnimace:tersna, org:attribute-def schacHoneOrganizat ion ==array( 'exanp e edy’ )))

+ fWvar array Sfresponse  MniTodrray formatted Response

*/

Documentation on Confiluence: SURFconext-attribute-manipulations

1 # ex) eppn = testiEkreonet,pet
2 Satir_eppn = “urn:imace:d ribute-defeduPersonPrincipaiieme”;
3 $attr uid = "yrnimecs;dir:attribute-defiuid™;
4  Fatir_she = “urnimace:tersna,org:stiribute-defischacHome0rgenization”;
5
&  iff isset{$atiributes)
7 and (fattributes !== FALSE)
] and |empry($attributes[3atir_eppn][81)
g and ( empty(Sattriputes[Sattr_uid][@]) or empty(Fattributes[fatir_shollal) )
18 )
11+ ¢
12 ifields = explode("@", $attributes[fattr_cpon]i®l, 2 );
13 if ( count($fields)==2 and !empty(SFfislds[@]) and lempty(SFfielas(1]) )
14~
15 Settributes[$atte uid]l = array( $fieids[®] );
16 fartributss[$attr shol = array( STield=[1] J;
17 3
1B}
Export ®HOM Export metadataS Z22ictH D{EIHOIEIE &0y £ Ut XML,

tct. Gt OIEIHOIE{E URL HEHZ HiZ & =

JSON S Ctefet HE{o| OEH|OEE Zﬂ%?_
H=O| HEIHO|E] feed HHO| TR5IC}

L olct URL EEI2 HIE5H7| QM=
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Metadata export

Here you can see your metadata
IMetadata is displayed in JSON. XML format (SAML) or simpleSAMLphp's own dictionary format

“SinglelogoutService™: [

1

“Location”: "htte simplesan|—spl/module ., phpdsaml /sp/zam | 2-logout . ph
“Binding": "urn:oasisinames storsaMli2, 0000 ndings HT TRP-Red i rect”

L

“hssert lonConsunerService” o |

1
‘location”: “http: implesan|-=p ! /modu e phpfsanl Asp fsam | 2-acs phpdd
“index” = 0O,
“Binding”: "urnioasisinamestciSAML2.0:bindings tHTTP-POST”
t
1,
"certhata”:
etadatiaet By et T
"Mame |DFarmat " = "urnzoasis names toiSAML 2, D:name i d-format “translent ",
“name”: 5

“en”: “http:/fftest.janus . kreonst.net/1/sp/sinplesamlphp”

"élid": g

= W ICHE ¥

2.3 Metadata feed 8%
- Metadata feed
JanusE E5 URLHEENZ OEICIOIEE HIZESLY| fIiAME= metadataexport 7152
O|83afi0F STt metadataexporte CHS F42 H&SHH 0|88 4 ULt
http://JANUS-URL/modules.php/janus/metadataexport.php?id="FEED_ID’ \

K=

Janus?| code google HO|X|E 2ZtZStH mdexport &S
£ 443ty o2y SF2| FEED(ex : IdPPH HHE, SPTH HYE %)

O TTr —i
MRS QUOLt  version  1.200ME  mdexport H¥ES LT 2?“
Production(FEED_ID = prod) AE{Q| HEICIO[E{2F HILE 4~ QUQUCE CHRFSH DiEI|

OlEIE HIEY 4+ UAESF Y7 23 IS st

- =2T =20

1. M2& FEEDE 4d3t7| fIah thg TS +Fsottth



/SSP_PATH/modules/janus/src/Janus/ServiceRegistry/Bundle/CoreBundle/Depen
dencylnjection/Configuration.php

Configuration.php OtYOf Of2f WES YASCH YHE LHES IdP L SPS BIZE
5t7 2Igt 2440Itt. BOLD *2|g R&2E #3435t LE FEEDE ¥t A= 7=

SIC

$mdExportBuilder
->arrayNode('feeds_sp')->children()
->arrayNode('sp')->children()
->arrayNode('types')
->prototype('scalar')->end()
->end()
->arrayNode('states")
->prototype('scalar')->end()
->end()
->scalarNode(‘'mime")->end()
->arrayNode('exclude')
->prototype('scalar’)->end()
->end()
->scalarNode('postprocessor')->end()
->scalarNode('entitiesDescriptorName')->end()
->scalarNode('filename')->end()
->scalarNode('maxCache')->end()
->scalarNode(‘'maxDuration')->end()
->arrayNode('sign')->children()
->booleanNode('enable')->end()
->scalarNode('privatekey')->end()
->scalarNode('privatekey _pass')->end()
->scalarNode('certificate");

$mdExportBuilder
->arrayNode('feeds_idp')->children()
->arrayNode('idp’)->children()
->arrayNode('types')
->prototype(‘scalar')->end()
->end()
->arrayNode('states')
->prototype('scalar')->end()
->end()
->scalarNode('mime")->end()




P

->arrayNode('exclude')
->prototype('scalar’)->end()

->end()

->scalarNode

(‘postprocessor')->end()
->scalarNode('entitiesDescriptorName')->end()
->scalarNode('filename')->end()
->scalarNode("'maxCache')->end()
->scalarNode("'maxDuration’)->end()
->arrayNode('sign")->children()
->booleanNode(‘enable’)->end()
->scalarNode('privatekey')->end()
->scalarNode('privatekey_pass')->end()
->scalarNode('certificate");

2. 49E FEEDZ 7tME OIEIHO|E S| =S 2YTIC.

—

/SSP_PATH/modules/janus/app/config/config_janus_core.yml

config_janus_core.yml ItYO| mdexport: postprocessor: feeds: Of2Hof| Ct2 LY
g2 F7ISICh typelt stateE WHSHO HIZESEY| 2[ot= OIEIHOEHE 48 & AU
C}.
feeds_sp:
sp:
types:
- saml20-sp
states:
- testaccepted
mime: application/samlimetadata+xml
exclude:
- 'https://example.org/saml/metadata.xml’
postprocessor: janus:FileSystem
entitiesDescriptorName: 'FederationMetadata’
filename: FederationMetadata.xml
maxCache: 172800 # 24 hour cache time

_10_



maxDuration: 604800

sign:
enable: true
privatekey: /PATH/private.key
privatekey_pass: null
certificate: /PATH/cert.crt

feeds_idp:
idp:
types:

- saml20-idp
states:

- testaccepted
mime: application/samlmetadata+xml
exclude:

- 'https://example.org/saml/metadata.xml’
postprocessor: janus:FileSystem
entitiesDescriptorName: 'FederationMetadata’
filename: FederationMetadata.xml
maxCache: 172800 # 24 hour cache time
maxDuration: 604800
sign:

enable: true

privatekey: /PATH/private.key

privatekey pass: null

certificate: /PATH/cert.crt

3. metadataexport.php OO MEH 76t FEEDS U Sict.

] /SSP_PATH/modules/janus/www/metadataexport.php

metadataexport.php TS| 58HA 2IQ10| CtS LIS YUASICE

$md_feeds_sp = $janus_config->getArray(‘'mdexport.feeds_sp');
$md_feeds_idp = $janus_config->getArray(‘mdexport.feeds_idp")

#%md_feedsOl| MEH 44Tt feedsES HESICE.

$md_feeds = array_merge($md_feeds, $md_feeds_sp, $md_feeds_idp);

Che URL A2 ZZ5t0] HIEHHOE] BiEIF Y422 O|FOR[=A] 2felstht.

_‘l'l_
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# Production AEHC| OEIG|O|E CIRZE
http://SERVER_ADDR/simplesaml/module.php/janus/metadataexport.php?id=prod

# SPOF CIRZ2CE
http://SERVER_ADDR/simplesaml/module.php/janus/metadataexport.php?id=sp

# |dPEt CtR2E
http://SERVER_ADDR/simplesaml/module.php/janus/metadataexport.php?id=idp

% DJEIOE CHRRE 20l

C8 .- I
™
J [a aboutblank A ]

€« 2> C N [ htupy /simptesaml-idpl/module.php/janus/metadataexpert.php?id=idp

| || FederationMetadata _xml -|

% CI22EF HEH0H WE 27

w<nd :Ent it [esDescr fptor sming ied="urn:essts:pases  to SMIL:2. Dinetadata” Name=Fecerat|onkstadasts
1SIT AT 3T | D="p e 2580771 abB-0a - ab-de (219 1 231 ">
v <ds Signature wal s d="http: Meww. v3.0rg/2000/ 08 Kal ds i >
v <ds Signed|nfor
<ds :Canen ical 1zat lonkathod Algor]the="hEtp: ey, w3.0ra/2001/ 10k -eie— 14007 /o
<z SigratureMethod A |gorithe="htte /fem 93 ore/2000,/05/ m I dsis¥rea-shal />
w <ds FAelerence LAI="#bfxcl 204771 abS-0aB-eeb-de 015 alet >
vads: Transforme>
<da:Transtors Algor ithe="ht et/ fewe v, or 0/ 2000/0% vm dsi gifenve loped=si anature” />
<da:Transform Alsorithe="htte:/ e v3. ora/2001 /10 l-enc—cTand />
<fds:Transloress
<ds-Digestiethod Algorithe="htto:/feww. v3.0ra/2000/ 00/ na | dsigtthal "/
<dsDigest¥al usTr/ Dol VEILKENNSURK 4| B0 =/ds -0l a5t Va lueo
</dz:Reterence>
«/ds Slaned Infox
wods SianatureVsiyes
Jf;dug‘kEI.I.SB.N\'ltoi’ii'minEbl.'l‘m[a'ulLb)v!.EM'HlI 102 | uMcnBOUBMLMAL rewf AYEDN G 24 6E T8 | OIM [BLLLr s2) GoSat I (NG 631 1 3650 B 2yeqASrvY| /e JPH2Y| /20y | 201 U4
</ Signat ureVal uer
wids Kayintos

* cacheburot 1on="PT1 T2E00E™ valldunt 1="2015-11-

<t ARt >
i peyinio>
</dsSiamature>
v ooad Bt | tyfsar iptor seinside="htp:/ fewe 3 ara/20M0Ym ds i S8 entity ID="htte/ftest . fanus, kreorat. et/ 1/ s0/5 [aplesan Iph™ valldlnt [1="2015-11-
15N TAT-ME cachaluration="PT1728008" >

wand SPS3mser | ptor wroters [Sweart Ehunar it lor"urnoss Is n@es te S 2.Otpratoco | >
w<nd Keylescriptor usa="signing >
wads:Kerinto snbns ‘ds="httpi//wwr, 3. 0r9/ 2000/ (8 Xnl deiad >
v i XS0t e
v <di NEEDert | fl cate>
M CITCEAYACDLL bz 008 Mgk chik | BEw0BA CUFA TENM s w TN IV CUGE LA ECH AwGA 1 UECHMPST TVE: IR aliah VEls TEDS dHdvoas ROV Z2Wave Gl TbmibdG) AVEHVEANT
</ds: X50B0art if joatex
<fds (ElEmal
“/ds:Kayinte>
</udKeveser [prors
v <uil ‘Kaylescriptor usa="gncryption >
wds kit yulr ="http: /e, w3 0rg/2000/ B v de lo#f >
w s R0t o
v ods RECert | ticates
B CITCCA YACCTC « o 0K MEiah ok i e 0EA ULFA TENM Qe o CIN CHICTE v LU EOM AwGA 1 UECTHFE0I TYE:HTH a8l VB2 TEDE 1 diidve as G 278y BT |bnlbdai AVENVEINT
</ds - ¥E080art it |cate
«/is: G0HR LA
<fdzKeyintaxr
<fud:Kevleseriptor>
< SinglelLogenService Bindirg="urnioasisinames: o Sl 2 (ibindings (HTTP-Redirect ™ Locst|en="http:/ feinelesanl-
=nl/moduls. phev'sam| /sp/sanl 2-logolt .ohn/detau (-0 />
v <ad ‘Hang | [Format>
urniossisnames (Lo SANL 2. 0'naneid-fomat ‘transient
</od i Nase | [P rpat >
<nd ‘AssertionConsumerService Binding="urn'oss s names (Lo HBANL 2. 00h Indings *HETP-POBT™ Locat lan="http:/ simplesani-
spl/modul e, phey/'sam| /sp/sanl 2-acs. phe/de taul t=sp” Index="0"/>
«/nd- SPE5(0escr iptar>
</ud:Ent | tylescriptor>
</ad:Entitisslescrigtor>

_12_
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3. Jagger
3.1 Jagger 43|

- A3 &3

B Centos 6.7 x64

B Httpd(Apache) ( >= 2.2)

B PHP ( >=5.5)

B MySQL ( >= 5.1)

B Codeigniter framework ( >= 3.0)
B Composer

- Jagger 22|
2 7|2 2M0M= Jagger Version v1.5.08 Ax|GiCt

2 J|22M0M Apache / Mysql / PHPO| Ma|= A2kSiCH ALKO| M2|8tAD 2

got= el T2 ME0| Hx|= 0] UA0{OoF STt Jagger ¥ MO|Z|= Codeigniter

o UYIE AFESICE Codeigniter= PHP 7|EHo| @ Zg|Qlej30|ct YUHtzoz o

2% Zz2iY 2fo|E2] I 2ot ZH(XSS EEHY, CSRF B3 35)8 AS5HH

MVC(Model-View-Controller) 7|8te] ¢ AIO|EE FZot=0 =82 FCh WA

Codeigniter L2 U2 E CH2ZE ot

# git clone git://github.com/bcit-ci/Codelgniter.git
# cp -rf ./Codelgniter /opt/codeigniter

jaggerE Apache®| Document Root C|ZIER2|0f| CIREE

[

ofi

-

—
B

# git clone https://github.com/Edugate/Jagger.git
# cp -rf ./Jagger /var/www/rr3

Httpd A& RIfSHCt
# vim /etc/httpd/conf.d/ssl.conf
Alias /rr3 /var/www/rr3
<Directory /var/www/rr3>
RewriteEngine On
RewriteBase /rr3
RewriteCond $1 !~(Shibboleth¥#.ssolindex¥.phpllogos|signedmetadatal
flagslimages|applschemas|fonts|styles|limagesljs|robots
W .txtlpublincludes|cert)
RewriteRule A(.*)$ /rr3/index.php?/$1 [L]
{/Directory)
{Directory /var/www/rr3/application)
Order allow,deny
Deny from all
{/Directory>

_13_
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php.ini2| 2¥= L3 Z0| #HEs = apacheS AAI2fStCt

R

# vim /etc/php.ini
memory_limit = 256M
max_executiom_time = 60

# service httpd restart

Mysql 28S Ittt HIO|EH|0] A2t HIO|EH|O|A ARZALE 4d

ofi

FC}.

r

mysql> create database rr CHARACTER SET utf8 COLLATE utf8_general_ci;

mysal> grant all on rr.* to rr@'localhost' identified by 'PASSWORD';
mysql> flush privileges;

Jagger C|MEZ|2 0|55t install.sh IS AldlisiC)

=y} Z273 9 ajo|22{2|7} CheRC g7

S . Jagger MH|AO| ZR5H
IS HHoo| MM EICEH

=24

# /var/www/rr3
# install.sh

m

223 dEMUS FAISIL Chgat 20| HEFE,

Jagger Ax|E ¢|sl

# cd /var/www/rr3/application/config/
# cp config-default.php config.php
# cp database-default.php database.php

_14_
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# cp config_rr-default.php config_rr.php
# cp email-default.php email.php

[ config.php ]
$config[‘base_url] = ‘https://SERVER_ADDRESS/rr3’

[ database.php ]
$db['default']['username'] = 'rr'; //User Name
$db['default']['password'] = 'PASSWORD';
$db['default']['database'] = 'rr; //Database Name
$db['default']['dbdriver'] = 'mysaql';
$db['default']['dbprefix'] = '

[ config_rr.php ]
$config['rr_setup_allowed'] = TRUE;

codeigniter T 30M index.php DIYUZ Jagger?| FE C|HEZ|0| SAtsH
= timezonel} codeigniter T2|YUQ 0| HZE AHSGHCL

# cd /var/www/rr3

# cp /opt/codeigniter/index.php ./

# vim index.php
date_default_timezone_set('Asia/Seoul'); (index.php Z7})
$system_path = '/opt/codeigniter/system'; (index.phpOilA HZA)

composer F&S 0| &3l MBE|A0| HR2FH 27t S22 0|42 L2EE

o

tCt.

[

# cd /var/www/rr3/application
# composer install

_‘|5_
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Database & ZZA|

rt

e 2y

2l

—

ujo
0%
rol

FC}

# cd /var/www/rr3/application
# ./doctrine orm:schema-tool:create

# /doctrine orm:generate-proxies

CS URL2 H4310] Jaggere| Admin AW MAsiCt

—

https://SERVER_ADDRESS/rr3/setup

| JAGGER Setup X ==
€ C | & bepsy ltr3fsetu Fo Q
J° JAGGER

EN Login

Administrator details

Username

emall

Password

Confirm passward

First name
Surname
I MY ez gt config_rr.php O] MAHEZ $config['rr_setup_allowed']

= FALSE; 2 ¥3Z

510
H|0| 2|7} 2= =|0{0F

EAl
Fotot, 28 B3 = setup HO|A] Z& Al i3k &2 o
SO

.

An Error Was Encountered

Setup |5 disabled

3.2 Jagger A2
- Y HetRAE Sofl jagger HHO|AZ O|FSICE & HTHe| Login HES 2250

A8 ASS ST
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Log in with local account

Usermame USER NAME

8

Password srananen

uh
5]

Federated Access

- 2291 43 Al Jagger® CHAISE B18iS 2 4 Tk 22 S8 P, SPO HLt
B2I2to| £9US JICk2lE DlEROlE YRS = 4 At

J° JAGGER

Dashboard Federations Identity Providers Service Providers Register - Administration

Date Requester Request Type

- Register @2 225t0 |dP & SPE SZStiCt.

J  JAGGER

Dashboard Federations Identity Providers Service Providers Register Administration

| ]dentﬂy Providers Identity Provider

Service Provider

— FEderattons Identity/Service Provider
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J  JAGGER

Dashboard

Federations Identity Providers Service Providers Register = Administration

Metadata (otons @

Next

- Save draft 7|52 O|2af ZRst £40] 2
92 3R 0E 20iFH ¥ QEHIO0AE &

x Start over, Save draft, Register HHE
JAGGER

Dashboard Federations Identity Proyiders Service Providers Register ~ Administration

neral Organizatio Contacts Ul Information

i[>
0x
k=)

Your contact details

Usemname coreen
Given name COREEN
Surname COREEN
Email corsen@krecnet.net

Save drat

J JAGGER

Dashboard Federations Identity Providers Service Praviders Register -~ Administration

General Organization

Your contact details

Username coreen
Given name COREEN
sSurname COREEN
Email coreen@kreonet net

save drait
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* 8 GUIZ S8t 24 27}
General anization Contacis Ul Information Ul Hints SA Cerlificates
Name of organization
Enalish (en) organization name Remove :

Abkhaz (ab) =

At in new Ianguage

Displayname of organization

English (en) displayname

l

URL to information about organization

English (en) ‘ url infarmation| |

Abkhaz (ab) e

Add n new langtage

Save draft Register
g ;C
S b

ot IdP / SP / Federation2 70| S0, &2|x2e| &2l(Accept)0| E 25t}
J ' JAGGER

Dashboard Federations

Identity Providers Service Providers

Register Administration

Date Requester TR
Type
2015-11-15 COREEN COREEN
P -
18:11:13 (careen) 125 g

- 2|t 5¢ Mo
J  JAGGER

Dashboard

Federations Identity Providess Servica Providers Register Administration

Request awaiting for approval
Details

Requestor

COREEN COREEN (coreen)

Source IP
Federation(s) to join

Mone at the moment

Rejecl request Accepl requesl
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- Register 42| Federationg £&5t0] HH2{0|4S SSEICt IdP 551 Y
Queued| SE&|0 227t SQl(Accept)ali F0{0F StC},

J° JAGGER

Dashboard

Adrminisiration

Service Providers

Federations Identity Providers Register ~

Internal/system name test fed :
Federation name tet fed
Name In metadata urn:macetestfed

Details visible to other users

Access
Description my test-fed
Terms Of Use iy Terms of Use

“

i

ol

- Federation EHOAM SETH I 0| 0|82 S ot HH(IdP / SP)E FR7I5tCt
J  JAGGER

Federafions

r

Administration

Service Providers

Dashboard Register

Identity Providers

Name Name in metadata Description #

tet fed urn:mace:testied [ acts | my test fed »

7totALE HEIHIOIEE BIEE 4+~ UCEH

55 S wHE 2
o

J JAGGER

Dashboard Federations Identity Providers Service Providers Register Administration

(9 [ =\

Federation name tet fed

Name in metadata urn'mace testfed

Internalisystem name test_fed

EntitiesDescriptor ID prefix-20151115090815
Publisher

Description my test fed

Terms Of Use my Terms of Use

MBOES s

Contact

Download contacts list'in txt format 5
on Members sa

Diagram

Timeline

_20_
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General Membership Metadata Aftributes Validators Management

Membership management

(0] =\ ]

IDPs Add new ldentity Praviders to federation without invitation=
SPs Add new Service Providers to federation without invitation=
Invitation Invite Identity/Service Provider to join your federation=
Remove member Remove Identity/Service Provider from vour federation=
. . . E o = — =2 — [
* invitation HES 22510 Jaggerd| S5 IdPL} SPE HH2{0|H0| S5 7ts

List of available providers

* Name # n

a (http:/itest.janus.kreonet.net/idp/simplesamiphp)

“

2/5t0] HIEIHOIE|E BiEY 4 ULt IdP/SPE S&fot0] BHZESHAHL
U GIECIOE] HAHE HAIMEot0of HijZZet
of AJEE o] L2strt. DEIHO|E] ME2 3.3 Oi|E}

J JAGGER

Dashboard Fedemations Identity Providers Service Providers Register ~ Administration

General Membership Metadata Aitnbutes Validators Management

(& =\

Federation metadata public link (unsigned) https:it Iir3imetadata/federation/test_fed/metadata.xml =
Federation metadata public link (unsigned) https:// rraimetadatafederation/test_fed/DP/metadata xmi =
Federation metadata public link (unsigned) hitps: frr3imetadatalfederation/test_fed/SP/metadata xml =
Federation metadata public link (signed) hitps:// rr3/signedmetadata/federation/test_fed/metadata xmi =

3.3 MEIEOIE MY
HEIHOIE MEE 2IaiME Java®t xmisectool0] L3It £ 7|5 2AO0IA Java
M= AMEFSHCH xmisectool® CHRZE 87| Q3 wgetS At

—

# wget http://shibboleth.net/downloads/tools/xmlsectool/latest/xmlsectool-
1.2.0-bin.zip
# unzip xmlsectool-1.2.0-bin.zip

Ctg A3YES Adettt. st 2eld 229 328 Ao Muof| L

| # vim sign.sh
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#1/bin/bash

export JAVA_HOME=/JAVA_PATH/bin

# optional args

G=%1

H=%$2

XMLSECTOOLDIR="/PATH/xmlsectool-1.2.0"

SIGNCERT="/CERT_PATH/metadata-signer.crt"

SIGNKEY="/KEY_PATH/metadata-signer.key"

SIGNPASS="YOUR_STRONG_PASS_FOR_PRV_KEY"

RR3_PATH="/JAGGER_PATH/rr3"

RR3_URL="https://YOUR_SITE/rr3";

Y="tempfile’

cd ${XMLSECTOOLDIR}

if [ $G == "provider" ], then

wget --no-check-certificate -O ${Y} ${RR3_URL}/${H}

else

wget --no-check-certificate -O ${Y} ${RR3_URL}

fi

for i in “cat ${Y}: do

group="echo $ilawk -F ;" ‘{ print $1 }'|tr -d ' "
name="echo $ilawk -F “;" { print $2 }'|tr -d ' "
srcurl="echo $ilawk -F ";" '{ print $3 }'[tr -d ' "

#tempofileoutput="/tmp/${name}"
dstoutput="/JAGGER_PATH/rr3/signedmetadata/${group}/${name}"
if [ !-d "/JAGGER_PATH/rr3" ]; then
exit 3
fi
if [ !-d "$dstoutput” ]; then
mkdir -p $dstoutput
fi
${IXMLSECTOOLDIR}/xmlsectool.sh --sign --certificate ${SIGNCERT}
--key ${SIGNKEY} --keyPassword ${SIGNPASS}
--outFile ${dstoutput}/metadata.xml --inUrl ${srcurl}
done
rm ${Y}

Slo] AIYES ALGA| SHA-1S OI83 MYECL SHA2 MYS 435t A

8% signsh IS Ch5a 20| +Hstot
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# vim sign.sh

if [ !-d "$dstoutput" ]; then
mkdir -p $dstoutput
fi
${XMLSECTOOLDIR}/xmlsectool.sh —sign —digest SAH-256
--certificate ${SIGNCERT} --key ${SIGNKEY} --keyPassword ${SIGNPASS} w
--outFile ${dstoutput}/metadata.xml --inUrl ${srcurl}
done
rm_${Y}

ATEES LASIH HEHOIE AMYO| O|F0{ZICtH

| # ./sign.sh

27|20l DIEICOIE ME L 21 £AE 28 cront logrotate MA S 4345}
Of2Ho| cron A2 Off 6AIZHOAI, 6Al, 12A], 18AN0 MHS 4357 ¢Ig Zo|Ct,

# mkdir -p /var/log/jagger/sign/

# crontab -e

0 0,6,12,18 * » = /SCRIPT_PATH/sign.sh federation FEDERATION_NAME
>> /var/log/jagger/sign/message.log 2>&1

logrotateE AA3tCt.

# vim /etc/logrotate.d/jagger_metadata_sign

/var/log/jagger/sign/*.log
{
daily
rotate 53
missingok
copytruncate
compress
delaycompress
notifempty
sharedscripts
dateext

1
gjo

AN SHA-2562 MEE TEf20]4d HEE|OE & LFO0|Ct,
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womd JEnt It jaalesor intor == (n =T urn o gasisinaess i te S22 Drsetaidats s Ins="gm nag ie names TLe SANL 2. 0 nEl
E= 0P s s croanes e S Spro T leg s SS0  reques t=init |msmdnl 1 r="urn s omst 85 napds s ic SSANL tpetadats
s="urn e eich|bbolethisetadatac 1.0 Ine b fad labe = htrp: A dcledarat lon.o re o ZXE/L 1/ 13be |

htte: e vl o ey 2000 00l da el

anat hod A gari thes"htee ffeee. 93,0 rg/ 20011 05001 = e Ll
] aor bt tme"i tp s e 03, ar @ 00 0 e | del g-mnire m

="ht tp o/ e w3 org/ 200005 e | 4 el geniie loped—al gnature
s i tp o v w3, aro 001 1 0 | <o) Al

4. Trouble Shooting

- composer &3 Al php & B2 2y

Jagger version 1.5.00|M composerE O|&3H third-party OfZ2|#|0|HE CIR2
E g Z%2 php HH 55 O|4E 276t CentOSY &2 remi HEXEE|E H3|
5t php 5.58 Ax|GHC}

# rom -Uvh http://roms.famillecollet.com/enterprise/remi-release-6.rom
/| YHIOIE Al
# yum --enablerepo=remi,remi-php55 update php {OTHER LIBRARIES}
/1 2= 22| Al

yum --enablerepo=remi,remi-php55 install php {OTHER LIBRARIES}
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\ chown -R apache.apache /JAGGER_PATH/rr3/application

- Jagger @ HO|X|Of E&A| PHP Of2] 24l
Messsage : MemcachePool::set()....

ot 1. yumE 0|23 Memcached IH7|X|E AX|GICt 0|0 Hx[&[0 JUS FF
MH|AE AEHAIZICH

* MZ|
# yum install memcached
/] remi repoE AMESIY phpE Hx|5I¥UE Al

# yum —enablerepo=remi,remi-php55 install memcached

x MBlA A

service memcached start

2oL iptables A|3. iptablesE €3 memcached Al ZEE HO{&C}.

-A INPUT -s localhost -p tcp --dport 11211 -j ACCEPT
-A INPUT -s localhost -p udp --dport 11211 -j ACCEPT
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