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Mo locked files

[rootBlocalhost /]# python cwe-2015-0240 sanba poc localhost
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° rpm -ga | grep samba
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[root@localhost /]# rpm -ga | grep samba
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File Edit
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o dpkg -l | grep samba
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1 NTSTATUS netr ServerPasswordSet (struct pipes struct *p,|st::ct netr ServerPasswordSet *r|

=

NISTATUS status = NI_STATUS OK:

ing i:

5 struct netlogon creds Credentialitate *credsl
=l

status = netr creds server step check(p, p->mem ctx,

r->in. CDI[’.F‘.‘.tEI_Z]aIlZE P

r->in.credential,

10 r->out.return authenticator, &creds);
11 unbecome_root () ;

13 H if (!NT_STATUS IS5 OK(status)) {
14 [55i]

15 | TALLOC_FREE(cxeds);|

16 return status;

)
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1A Q10| netr_creds_server_step_check() &=2| creds ZOIE{Z MEE=ICH,

S4X= 0|8 2E510] creds 4t= Mg = YOO, X7|St=|X| LT AEHO|
Lo} Q= Zt2 TALLOC FREE &£ 0|&3l0] Ald Jt=3ict
EnEEE]
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* https://gist.github.com/worawit/33cc5534ch555a0b710b

* https://www.us-cert.gov/ncas/current-activity/2015/02/24/Samba-Remote-Code-Execution-Vulnerability
* http://blog.trendmicro.com/trendlabs
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