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1. BWCTL(The Bandwidth Test Controller)e] 7§ &

H 71&E A+ BWCTLMBandwidth Test Controller)®] H|AE WY, =+ Z+

7=
7%, B4, AdPHE FHORE Jestgon, 3 H JHed Awet )
g A= 1*:9] AR 9 H2ES Z}7t AE & E(Test Chart Flow)eol| st &A
Aolx 7|« HAES 53 WEYI AE7P olddgt= g4 BWCTLS o]
et AH A & F UAEE St AMEA Tlol B8 AZHE FFHoF Ji).

BTC : Bandwidth Test Controller(BWCTL) tool& w=]=¢] E2E piPEs,
Abilene Measurement Infrastructure ¢ ZZAHEo]| 93] HAFHOZ J1
golE Fojsir.
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AA Iperf+ tHFJ*Oi A4 HolHe AL = A HF HAEJ
FTEHOE ABEHE E % shuolth. sHARE Iperfe] ¢ A&AFE]
g Addedl #4l 9 LﬂEHﬂ A d9dE FXE 4%’5‘}7] o

S A
79 A AROAT, HE FTHU FHE A7) AHME H2ES S
Wb P Aztolslel AYARE, HolEY] F4alo] WM AT 5 3
9% A7t Atk BWCTLY F8% A8 B3 Lol AFAFol 3

93
I A oA A" Ar]Ad dAAE S on-demand B|AEE Ao 4
qslr] 9 & AT} AT At UEYIE A5 ol

BWCTLS 7|22 Muj=Agd e g k2o 3ol A28 74 o
UE A EA7F He FEe oty S8 sdFes 2
Ad# Z A=zl E(endpoints)l Al ARE 7Hsd HHZES FIst
o &, A S AYTF HZEE sfioF & B¢
UES A H2E B 5 & Wy F shtolth

]

BWCTL o]xol ©] #39 BH2E Wi AHPABES T8 T2EE 54
otal 7 /e dEZRIECNA Iperfut ARRE E75 A4 Adshe ZlolNd
ok e NOCO o3& Fdsts 71da 8484 Al 2 Ay

oA Iperf Awol thet A& A st= WHoIUH

BWCTLE &3l HZE <83d =
Ao FEFE HA= HZE tia] 1ystA Fot: "o oujojth =
2~

g NOCETH«I A flo] A HAZ AHEIHsT HEBeRS T H=
ste A A-s3kd HZHE 273t= 2o 7hestt. kst NOCe

=< Hl=olA sld BWCTLE ARE-3H #38t 77U E Y F& dojth
(http://e2epi.internet2.edu/case-studies/VLBI/cs-index.html)
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MY Ae e A8V digE ZA7F dojd wjE tivlste 150] b

OJHEES W= X F, A A (telescope locations)ol BWCTLS] HIAE T
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A A HEo]l 7Hesgk AP JIEH o2 T2 SHY AAV|sS B
7}%5& Aoy Y PIL YEYT ALAEoA FEst= Aol YukA o]
o 53] Iperf= ©]2d H2ES ¢ =72 Z 4HA lu YukHo g

/‘}%517101] T “SATIE” ont. ANt Iperfe Tad 22 2 7HA AP
o &3} =AE 7HHh

o Iperf AW
e Iperf 2+
« AAo]

o] EAle= RE IperfE Ay w FAo o B

. TEOE IperfE AT o == HREE F o iPolﬂ ur,
A3 A4S @A I dFE Iperf AHEAIES AAIZE HZAES]
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stelo] Hasty] ol s 58S AAs ok st
(31 Iperf+= Bandwidth Test Controllere} <& 3stAl S3IA] &Fe 0|5 =,
g H2E9 thF HAEE dA4dste 3 Al A8E & glith)

Tests from Albuguergue:
VN 4 UL 12U UUU DPS IVIBX. 4.£39.2U0.U0U D .
F wash-pt1 es net to sdsc-pt1 es net
Min: 3 687,330,000 bps Max 3,789.770.000 b
=J¥| hitp.//albu-pt1 es net:B085/perfSONAR_PS/senices

@1 albu-pt1 es net to chic-pt1 es net
Min: 2 887,780,000 bps Max: 3.050.270.000 b

[¥] 7 albu-pt1 es net to hous-pt1 es net
. Min: 1,016 630,000 bps Max: 1,016.630.000 b

[ albu-pt1 es net to sunn-pt1 ss net
Min:- 2,845 850,000 bps Max: 4,398 870.000 b

[} albu-pt1 es net to wash-pt1 es net
Min: 1,056,170.000 bps Max: 4,097 490.000 b

(71} chic-pt1 es net to albu-pt1 es net
Min: 181,398,000 bps Max: 3,099 670.000 bps

™ hous-pt1 es net to albu-pt1 es net
Min: 3.109.040.000 bps Max: 3,109.040.000 b

[i72]} sunn-pt1 es net to albu-pt1 ss net
) Min 3,536 460,000 bps Max 3,536.460,000 b
B hito/Mlbl-ot1.es net:8085/peFSONAR_PS/senvices/o

] chic-pt1 es net to Ibl-pt1 es net
Min: 2,870,970,000 bps Max- 2,943,160,000 b

] hous-pt1 es net to Ibl-pt1 es net
Min: 2:441.890.000 bps Max: 2,991.330.000 b

=] Ibl-pt1 es net ta chic-pt1 es net
Min: 3.707.600.000 bps Max: 4, 670.710.000 b

i} Ibl-pt1 es net to hous-pt1 es net
Min- 215.604.000 bps Max: 229.051,000 bps

Fl |bl-pt1 es net to sunn-pt1 8s net

o|Z <ls] BWCTL2

o Iperf FAA= AHOZ FHE
o Aol npxES 27 ojPa, “scheduled” AZF ol A7} 9

t}. BWCTL 7]|%(function and feature)
1) o] AE(Clent)

BTC ZgoldE S&Z2a3s} BWCTLS H2EOA ZAAH e 874
o AFuAcIdS LEHAAY FAT  Aen dd 2L BHd<e
(timeslot)ell tha @79 Bl2~E AAAS wi/iHsE 2384 At

BTC+= AR AAQd o= nfstA AS5H #= AHEst + 7iY &
A Abolo] M2 H2AE 152 84S & & Ut dA SFeoldER
Bl @A bandwidth B]2=E<] tjs) BTC7} A A= =
ot 9 2ZA3F ~E(ocal host)oll o] & 7153k A H, Fgholdd
H2~E AAgtel b5 4 v BTC+ Iperf = F-E 71%—8— A Aol FAE
2 A3 =, E 7HA Iperf |AE AdEHo] AT command line
options< 7}&3gt Iperfe] A3 wj-$- FAMSH.
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2) H&

2 rlo

H2Eo AA3 Fo|dEIS] Ado] F+dE+= 3ol bwctld(s] &)
H2~E #Ao ths) AP Ao =2 accept/fork 2~ELL 9 HlEolt} = FHZ
3ol H2AE ZTEANAE £8354 At

A7 A58 A d3] §H
“Iperf” ol th3t Q75 wolElth

e “time slot” & X3+
o Al okt AHE WA R o gk S-H(clientol] &3 o ek “start
session” WA A2 F2l= o},
3 =A&EH
St EFEES AT oJE8 Fd HAE A7 gAs Y-S Fe s
S}y, 1822 gl AWstes AT R H BTC 2A=HS AA) H

e connection policy (allow_open_mode)
e bandwidth (allow_tcp, allow_udp, bandwidth)

e scheduling (duration, event_horizon)

2}. BWCTL HAE X

1) BWCTL HAE %9 7/jQ
classic accept/daemon®.Z 7= %] ©™ master daemon-

bwctld ©]&-&
Mz HEYIAZS d7|shy, AZ"= druiekd bwcetld processesol] T
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Figure 1: Control Flow for BWCTL Archatecture
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27 ZEA2Y 8] FEFA FHHW, Feo|AdE 2499 A9
2 AR G hs BEA)ZZA 20 AFFT Y Phx B2
A7t ol§ b5 Aol U= AS, HEE 93¢ s AT HAE
Ang A%sA Aok

(3
ol
=

3) 2AEH

Foho|dEE Y HZEE 93 7FeAdddA 7HE 71231 HEE A
ZHtime period)& LF3th zHE H ] 2l
Z2A 2 A HAE NS 23T o] AIEE 2719 BYsREZE
Hastal gejgFowA @ dTh 27| A AY dgte Q
ZAZl tial] AAl deFS 8F ALY ‘request denied” WAIAE BT
ZEYOAEE TE $2Eo HEAZ Q731 ZIAFOEZA A AL
oF AME-S & 4 Qth A olgigt HE A} JQEXQIEZLS A7t ek T
T 82 AIZEY dA|o| EEEHAY H2EV} 715 HZAIXHrecent_time)
of =gt B eAst= BEAVE HT 2FARE M oy e 4 oA
3 BHZ7 o] ‘server too busy’ zHeE HWAIAZE RUiAl "B

I
I
kS
N
-,

Tt SEolJETL F /e AW ZEEE a3 BYEEE d=ud,
‘start session’ WA X| ol thal] o eFS FAstA FH ™, ‘start session’ WA
]

g 74 BFYo AT o A THE WholA] bwctl AW BI2E AIZE
3 7)3re] TEHT
4) H2E 23}

Zelo]AdET} 3 ‘start session’ & HUW LABEAE H2AH ©

1r

2 AAFE time offseto 2 npi= U< ] =& peer agentE E&3tH, H
2Eo Afger ARHe ArUAoldLAS AA3H. ©d H2E 4
Ak Nz=wlo] ARE Azke] ZHotolHolE AT ME Falo] 7Hsd)
b1l
x4
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e Iperf version 2.0
e NTP (ntpd) =ZA|2=®l AZF F7]3}
e NTP system calls

- AL, s A ZHEA

|
e NTP= ARt &7l tis] BAT & Sle tolHE Ao o 4

Xﬂ’“E = 7/4\01”4 H2E AHf}E o
AR A Hr.
(%31 . http://twiki.ntp.org/bin/view/Support/SelectingOffsiteNTPServers )

EE BS99 H8HAY 4 9= ojo} ek
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ol 3 2A

AYEA= F 7HA A2 A Yot AA, bwctld A& 7]1E
Ho g2 73 A=Y HEST Fdd YAt Aol F83H. ol EF
S2EQ} HESIALAE AMESHA] &3 bwctld AHAA SHHE HZZE U

oo Ave nEdTh ¥ WA, AESS AW o sHsd AW o
g4o] oo B HE mE Anse TESE gle] Basi

ah Bok 394

A H2E7F YES I HA Ee BRYUEPA2H 02 FE 3rd-party
DoS source T+ DoS targetS 2 AA| & A ¢ I xR} QA7 &
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A &5, 28 UES A Y

r
N
2
o >



7hH g2 (DDoS)

o T op

m wo [ o

U) Ed Y A A(traffic source)

T5E1 H2EZ == bwetld AW vt AHA R HA WE
=8 EfF(tracffioe °] &3 ol 7|[EHOZ bwctld AH7 O&
AIEE @l B2 HZle HUled ARSE Aok ol Wi Folsfok
& ARQbolH, 53 Ado] JISHA ¥ REdA e FA9 T2ER FF
F Q== Fstejopt FTHBTC-control client27 Evfjo] dgx oo}

o F 27 E F(Target)

ok y1ol 2 AA W ES Zo bwctle] BEE Al ~Hlo] o}k
bwctld AAHE s} ik
oo Ao FIFS E5 Aok A Ao HtH HE

ol Age] ]

bwctle] s Al=®lat VEH AL &2 AHEY F 7HA] 23 AEELS

EFl& 25} bandwidthol o). bwetld: AAS AEASAA AT FHE AZ

7] 9t BHEAS Bd2AE AAHEES 7ML A olHI Al

A3 Bl 47 A2 H2E 279 dis [P/netmaskyt AES keye] A
Z

$O8 BRFOEA Feath 4 BRE ssAwe A4l ts) Aol
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27%. gX|II0|E:
BTCA{tH(Bandwidth Test Control Server)

7=

LAz 34 R 24

MW TFF 83 ZE A2 UMEYIE T3 U2 4 e tar
do] zZaE o] Qrh o] AL internet?2 PYAolEo] A Ao} drho}
FaFx). sl Ax7F Adste Al 2EY OS& v 2.
(http://e2epi.internet2.edu/bwctl/download.html)

e FreeBSD 4.x, 5.x

e [inux 2.4, 2.6
e (Most recent versions of UNIX should work)

) aTAET ARAE

2 Aol BIC AWME 4XF & Y SF=dolsh 2z ol aTA
% 223 AFEgel s Aga,

st CPUSF WlR g, bus &%, NISo| thall AA3 Atefo] 875+

AL oyt
o 3l=9oj= BTCAMZ} Fdst= 730 @A ¢S A3t 2 FAS
H 2~ al

AAHozZ YAl ok 3, B2 HEE 2
St=go]E Q3
Abilened| A= th&o i3l Intel SCB2 motherboardS A &3},

e 2 x 1.266 GHz PIIl, 512 KB L2 cache, 133 MHz FSB
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e 2 x 512 MB ECC registered RAM (one/slot to enable interleaving)
e 2 x Seagate 18 GB SCSI (ST318406LC)

e SysConnect Gigabit Ethernet SK-9843 SX

#1217 24 BTC A

u
m\i
o
-
ox
i
>,
g&’i
= e
_|_.
ofo
ot
T

U &ZEd o] 87AE

e Iperf versions 1.7.0 or 2.0
e NTP (ntpd) synchronized clock on the local system

e Firewalls: leave lots of ports for communication and testing
e End hosts: TCP & A% FY(tune)o] @ A 2#l& AL&3}o]ok it}
http://www.psc.edu/networking/perf_tune.htmlhttp://www-didc.Ibl.gov/TC
P-tuning/buffers.html

o WEYD aTA

e TCPo| tigt HZE=E =z
e NE HX2Eo 3] <=
e AES Keys& Moty ot@al W

rok
rok
;;t

2. A54%
BTCol %3 A4l ta] the 2ol et}
D) YurEetEA)

Yt o7 HIAAE

FtA 71 Aol dis] H djxE FHA

_12_



F A8t A28 e 2274 W e(P chaing)S Ao 13y T
Ao JFe HAE Aol HIAYW BTCE peer d2e 4
“ephemeral” TCP portE A AT AL AT 2IaJSASS 20
AL thal s ET HA Y FHE FAE AT

_IE

=‘?‘:’ -llN'

2) BTC E<tF &4

BTC AF&AA AH o =22 F A= A2HG HEYI AME &2
olt}. o] & AAH O =R A3y ¢,
o H2Eo| AL =2 4 = bandwidthE A+ttt
e TCP/UDPZ AsE & &= HZE EFYS A3t

3) BTC 4 A]3}7]

BTCE AX3l7] 93 d=& F+= FHAHodA 3 UAFH Ao Eof A
(http://e2epi.internet2.edu/bwctl/download.html) A &=+ ] &
b4ty tar balldS o} tar file =S F3 AFH A4 23HE ALE

shel the-g Ay A TTh

% gzip -cd bwctl-$VERS.tar.gz | tar xf -

% cd bwctl-§VERS

% ./configure --prefix=/ami
# —-prefix is only needed if you don’t like the default
# (/usr/local on most systems)

% make

% make install

_13_



e H|AE T AEV} AHEIE EE F

o AEAE Alolo] T Ade

e ol A= BHdeEx WA

o Aduh} B g Fo] AR 71 & AR O F AR

e YEIZET ofye}t A"l Fap7t agFojof & Al =EAo] B2
Eo UF Bo] 2E H 7% HolHY AH&AA o] A3l

&
= gy AR
7 AEA 2Fe o Aul s

%Zﬂ"d

e
filo
1

BICE A% 7Hd Aol @aln R2xo 488 + UEE 7

o ¥ 4 gtk

e HEAE AZTEA BRE

o Shtel F9-3H9 AF S HEHM ol§ Absd 229 WA FO
2 gelgek

o AZol HATH, FAASH BE AF AR FEAL

o 2l Aok RTHYL W AZe) AW mE FAFL

2 o] o} oF &tHmemory/bandwidth/timeslot).
5 VES T 944
HESZS A4 A2He HES =z 4A % HeEFskA Agst BE A
2"y BTC £72 DNS mjxe "e Qo 948 EF37] A=
T 7FA ol ARgH T
7B IP/netmask
o FTo|AES [P F4E [P Untxa & ABEY g2Eo s 9
A3 Fefol]dEF A 7|23 94 AFATLE 53T

o Mg TAIF R s maske WA dagEoE AN

o]= routing FHOZHE “real” A HUYlo] 4
Urtxde @A F49 HAE Fste & Wyolth

W A-&Ao) &3 AES key

_14_



o ZFHOIJAEE A8A o]FS YEsta AW olv] A= AES keyE
rolof gt

e AES key+ symmetric A4 7] AR (el A EQ}F A= shared
secret 71 AR&gkTh)

o= 7]xZ <l static symmetric A4 7] AAo|t} BICE @& WA =
Tola 1% ZH|EHE ALEL u]g TSty dA 1S schemes HA
AdEa Hoh $93 solutiondl sl T3] /7] AdEY. & W
PKI& Diffie-Helman style key 3-8 tis] Al&=Ed, o2& BIC Z2&

Zo A Ag® AES sessiong & 83 do] Ab&HTH

2. Bandwidth Test Controller A¥ A4

bwctldE F A= 78S Al 2" oA bwctld.conf& A
e Aog. gz Adgxao=w  bwctldlimits I U3
bwctlkeys files F7lI12 A AT Y. o 3L bwctlde] -¢ =

AoE FFIE Z2 tdoldEY AX&F T8 =2 339, dF
He Ygdad9EZE /ami/letcolth. vl E£FH &= bwctld-$VERS/conf
sub A EF A A= o 3L o Ao,

7}. bwctld.conf T4

bwctld.conf file2 bwctld daemone] w3+ FAAolth o] AL listening
port, the path for Iperf, error logging®} #Z& Aue] 7|E A 492 ¢3l

bwctld.conf #j7E #Holx F437 FAHS sza}r,}
(http://e2epi.internet2.edu/bwctl/bwctld.conf.man.html)

R ANE O 46 wet 53w,

wvardir | Directory where bwetld.pid file is stored
user Specifies the uid the bwetld process will run as
group | Specifies the gid the bwetld process will run as

1}, bwctld.limits A

_15_



bwctldlimits2 ©l&2 #8f B AFS FASeTH AHEET oA
NzH3E A7} ks W oa Axs2 Fosis AL FLdtt AATLA

o % 74 wgol Ak

D 9%
b 24e ek ERE A
Yazre aio ok

d

AEATE FAY EE 54 WE

2) 317}

Ak AZdo] FlH bwctlde] H< &8 AJ7?

AFL 7 A2 AZdd g Agte FAZ 5Tz HAgdAn. 3
Ve olZle] Add 7+ AR ARES dATGoEH AL & 5 ok 4
7] 59 AT AT A mET. £33 A4 root WIHETE ofy g}
AHEA 5= A7 Al JAFEo ok Fr

bwctldlimits 3+ QoA linee T e Fold 4L T2
)3 ArgHTh limit lines: AFF 371E Aostnd AHY 2 Aol
geh @ o] Hde AxdoA ed o 2= limit lineo] A&
2 Aojalr] Aol Aulzo] HeHA ereth

# total available
limit root with \
bandwidth=900m, \
duration=0, \
allow_tcp=on, \
allow_udp=on, \
allow_open_mode=off
# Hostile

limit hostile with parent=root, \
bandwidth=1 \
allow_tcp=off, \
allow_udp=off

# NOC

_16_



limit noc with parent=root, \
allow_open_mode=on

o] A= @A 7 Mul= Al TR TS EC’JE}. o]0 limitclass& Al
g ] A% FAFAY AA 2AHS O wWwd #HolA bwctldlimitsel] A
o] At

(http://e2epi.internet?2.edu/bwclt/bwcltd.limits.man.html)

HoF= 9 A= [Pnetmask 55374 ERFS2EZRYH Ad4& E7/37] 4
3 ARESt=A HoFE

# loopback

assign net ::/127 noc

assign net 127.0.0.1/32 noc

# abilene nmslan (observatory systems)
assign net 2001:468:0::/40 noc

assign net 198.32.10.0/23 noc

assign net 10.0.0.0/16 hostile

o] dAl= oJEA loopback QIE #H o]0l Tk AW ojx= AZe] noc
limitclassell thall A#AH A|S 52 = A=A HAFo)

nmslan A]28-& & limitclass TFHTh o]AL bwctlE AT ~E0
A8-3ll bandwidth HI2EE Aste AL B7H53tth dukstd s 7]
O~

T Ed AR A7l & 2 A 2R S 25 dig i 2AE <
o] €8st bwctlde ol stue] 2 dAH Sxs9 & A

”O]E} Y 2 bwetld AT of Y 2HAFTS 18] AES bypass
AES 21=& 3ttt loopback/localhost line A4 & #-83kt}.

Fo1%l /‘13915’—%1?—151 BE dEE 31T 7 e W tis) AWt
= dAdE dFekA] e § ZAeEvh10.0.0.0/16 line). hostile limitclasse

Ir
=
I

g3ty wheba], open mode communicationg ©]
TAHAERE wopd & glty I8y o] ABUIS] AREATL AREEE7] 9
3] usename/AES key JUSHH S AME3stA ©h

teel dAE 54 ASAERES 94 BRI A% A4 53
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o),

# network admins
assign user joe root
assign user jim root
assign user bob root
# measurement geeks
assign user boote noc

bwctld A= FolR ALLAS ¢1=3slr] s FHLstch. 128-bit shared
keyE AH&sHAl HP 7] A4S A7 ARl 2 ot AW E bwctldkeys
E Ao ZX bwetld o AEHT AFE-A= bwctld.limits fileol] AR-&-3}7]
3l bwctldkeys fileol H<EsloF =m  bweltd FHAHL WY A&}
bwcltd.limitsell 7] &% A bwctld.keys fileo] A#H 7|1E 71RA 1 YA &S
o B e

t}. bwctldkeys T4

bwctld.keys file-2> identity/AES keys paire A&3s}7] 93 A& ™ bwctld
o AMEAE AFer] sl st o HYe TUle wiwd #HolA
aespasswdoll A== o] ¢lth bwctldkeys filee] 91X+ bwctlde] —¢ optionol
o3 =ddt.

bwctldeE & 21 AES keys% A5sh7l 98l A8 I8 =2 bwcetld
gho]AE = AESo]| o3t <QAEE& #s AEstiA L3 AES keyol «4o]
et o2 AR AES keyg 2} 5 Al 7)== passphraseol] & o s
fedok sttt S A"l dE| Ao} T AMEAE EEEHA RES AA
011”4-.

7t bwctld client7} identity®} AES keyS Alg3le] %L «30dA
bwctldeE o] Ao td xS & bwctldlimits fileoll & directives
foundE A& ZAolth.

{0

O

28

0

A

o O wE iy
O]

4>

AH8-2e] &3 AES key Rule:
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AHgAFo] B2 1672 A ST

AES key= 128 bit session keyo|t}.

AES key+ keys fileQtol] ¢a3ls]#] =

AES keyE #EAl717] 913l passphraseE AT 4 Ut

keys fileol] A 38¥ passphrase F7}= 93] AES passwordS A3k}

Client: $-82 273 ZEZEE passphrasec] thd Ah8-7olth.

7182 UNIX BHEWHL keys file2 ¢S & A +Ustes 15383
£ AHgAel g s

joe a0167ac6101b360d2f4dd164abba2337
bob 2dc36fc4807894cdfbel80b71d2b4a0f
sam 3fc763fb270ce6ba6e928bd10d4977d3

ket ALg2Fo] 28 hex encoded 128-bit valueo] E$FE o] glor
bwctldkeys filess A8t THE7] {3 74 Helgk WS aespasswd =
2aYE A A
2}. aespasswd

htpasswd(apache wedseven) e} AFstth. key files F7FA17]17]  $13
identityE ™Akl passphraseE Aot o] A2 AFEX}7F 128bit A&
7193512 X3t7] wfEol AFEET ol od ofF|g A oA Fi & HHo=E
128bit hex keyell passhraseE WHEste o AHEHET 53 SEIZED
bwctlell gt key fileS ] bwctldoll AF-g= )

key file ‘n’ option:

% aespasswd -n -f bwctld.keys demo
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Additional usernames can be added by omitting the
% aespasswd -f bwctld.keys joe

FIHEEE Al ESE FxE 5 o

http://e2epi.internet2.edu/bwctl/bwctld.keys.man.html,

http://e2epi.internet2.edu/bwctl/aespasswd.man.html,

http://e2epi.internet2.edu/bwctl/bwctld.limits.man.html.

ul. BTC 43}

Bandwidth Test Controllere] W3t HAEE F 712 T 2EE FAdoF 3+
Y E2EdA HZ2EY endpoint F7HAE A3 & 4 glsUoh.

v}, BTC Clinet HIZE (bwctl)

AR Z, Internet2 TAEQ dhi}o STo|HE A|xdHlogHr
XE7} 7bssho)
% [ami/bin/bwctl -s nmsx-aami.abilene.ucaid.edu A AESKEY jimbob

Al
)
1
et
L)

bwetle Z-¢H HWI) 2 AFLEE= AES 7] A AHe" ¢tz tha] A
&4} jimbob ®IA A7} FA| H T

1) Bandwidth Test Controller Daemon (bwctld) B AE

]_

ol
k1

-
N
o
2o
filo

e AL 2AHES Adss st HEe A9

ALEst HIAEE ok
% [usr/local/bin/bwctld -c [usr/local/etc -Z

PP gHEe P FARY WAMSFE AAtET ASED 9F 5
2RE AYHA GO ¢’ FHE A BrE
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http://e2epi.internet2.edu/bwctl/bwctld. man.html.

2) % 719 hosts, 5 709 daemon H|ZE

O s oldA-H A5 2Ed 5U3 EHAS2EE A=

ok FAE= bwetld 4l FElo]dE Sz aH HAES 2Z dT 9
EE AT F e Ado] A=A Flsfof g 3

& = oE& windows ARgdlof gty O9H F
bwctld Z2A 2~ SHIFHE & + Uth

% [ami/bin/bwctl -s nmsx-aami.abilene.ucaid.edu A AESKEY jimbob
i3] -A flagg AH&3ted <l

bwctl ET}oldE &&= tT key= wF FESHh Hrstd
symmetric keyo]”] wfitolm <oF-ZzZlo] thall @ARALSY] “internal” key F
7F HA ZA e FHolr] wEolt

i
e

A=l thal (AES keysl 28) the Waols F7hsta,

bwctl ~-A AE AESKEY myname -s hostA -c hostB

SHRIRIF Aol Af-olle -s/-c A Eel JAFAHEE FUI3oh

i}
i

bwctl -s hostA AE AESKEY myname -c hostB AE AESKEY
othername
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SAMPLE BWCTL COMMANDS

bwctl -c receive_host

This will use your host as the sender, and run a 10 second ipert test.

bwetl -c receive_host-t30-fm-i 1

This will use your host as the sender, run a 30 second test, format the
results in Megabits/sec. Also output results every 2 secs for both the
client and server.

owctl -c receove_host 35555 -1 30 -f m -w
16M-i 1

This will run the same test, but will connect to the bwetl dagmon on
the remote hast that is running on the non-standard port 55555
{more on ports below), The TCP window will be 16MEB.

bwetl -c receive_host -5 send_host-t 30 -f m

This Is very useful if you are not logged into one of the two endpaints.
It runs 2 30 secand test from send_host to recv_host.

bwetl -L 1000 -c receive_host-130-fm-i1

By default bwctl exits if it can not get a test slot within 5 minutes. Use
the -L flag for heavily used servers where you might have 1o wait
longer.

bwetl -T iperf3 -c receive_host-s send_host-
i1 -u-b500mM

Use iperf3 instead of iperf, and do a 500Mbps UDP test.

bwetl - receive_host -T nuticp

run nutecp instead of iperf

bwet -T iperf3 -c receive_host -5 send_host-
a5-t20

Use iperf3 instead of iperf, and omit the first 5 seconds of a 20 second
test (removes TCP slowstarz)

SAMPLE BWPING COMMANDS

bwping -5 send_host -C receive_host

run a ping from host Ao host B

bwping -T owarnp -5 send_host-c receive_host -N 1000 -

0

run owping from host A to host B, sending 1000 packets,
spaced .01 seconds apart.

bwping -E -c www.google.com

run a ping to a host not running bwetld

SAMPLE BWTRACEROUTE COMMANDS

bwrraceroute -c receive_host -5 send_host

run a tracetroute from host A to host B

bwtraceroute -T tracepath -c receive_host-| 8192 -5

send_host

run a tracepath from host A to host B, using a packet
size of 8192 bytes. This will help find MTU issues.
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3% BWCTL MP

1. BWCTL MP Aj¥] 2

perfSONAR MDM bandwidth HAEZ2 =4 Z:BTCTL MP)& 5+ 7R¢] bwctl
Abololl A bandwidth S Al A3t ol v STl ek Aulx
o

rol

e Achievable throughput (TCP)
e UDP throughput (UDP)

SQL MA

=~NWNWE Slore>
“NMWIGE Responans

“HMWG Reguest>

Figure 1.1 - System architecture oppd (Open Perl Perfsanar Daemon) [1]
7t A =" T4
A2 7} perfsonarUIZF-E bwctl E& Adst= F /M9 T2E Abolq

Aol AgF SAHS QstH Fgo]ldE= BWCTL MPe] XMLINMWG
schema)E 8 A3t BWCTL MP+ bwtcl toolS AM&3te] A& A3ysta
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XML responsedll 4] Se}o]AEQ A5 QHS FHAAZITh ©]E “on demand
measuremnet” 2 3o}

T3, BWCTL MPE= SQL do]glH]o] ~o =Au| o) A Ho] 7153t} o]
22 SQL MAE F3l o] Fojxit}
. AX
D A4 =

Red Hat Enterprise Linux6<¢} Debian 7.5

2 AT 2xEI ]

BWCTL MP¢] #-so 5 &<lst7] &l ths AZEg o7l E sttt

N

e bwctl- RED Hat Enterprise Linuxdel th$t BWCTL MP I3 =
FAOZ AXHEAY. AAHAL 1.5 T bwictl AZEJAE FF
o8 AMXAslr] ddTH AEA WwdHd AX] EFAE F3 A
W& g + ok
bwctlZ} bwctl-server A X771 H 23} bwtcl daemonol] E3g-F o] Ut}

i

o
<)
pul

Debian AF&#: bwetl toole] 7] tﬂaﬂ% l40)H AgAE T2
BWCTL MPell & deploymentol thdt s3Ado] FojsjoF ghrh 1.4H
A& AXAs7] #18lA4= Debian A i} ].é of FAEojoF Fity,
Debian 1.5W A& ALE3IH A2~2RE 502 HAXAst= Aol 7153}
=

[}
T} BWCTL MP packageEe #Asd oz Hisxql, 2E FQ3 perl
252 RHELo 9l& AlF=A ¢Fow EPEL A Ao S 4 o

e NTP - bwctl HHAE+= A

g3 AzHE7Ee] oEHo|n, ntpd M7}
a7HET YRR Linux ¥ %

ntpd 712 & A&7t

f
rr
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BWCTL MP A% Fol& 5oz A3 bwctl 2450 Zd3A H
2ESHE AL FHIT =3 TCP 9=% Ao|27)F A=A by A 5}
Al 2R A=A g &Rlo] H sttt
3) bwctl Hl

el A 2HEo] o]u] bwctl toolS AFE Zo]gld bwctl daemong A3 F
2o zAY 2 T 2EQ A4S B8 vAy TEANAES Hlwe] Bl
T RE Zlo] Agolgtd BWCTL MP Ax7F nhr-gldl Zela &A17F ¢l
ER=

bwtcl daemong A3t H2EE AlZ3HO
okeF EA 7 SRS 9

o W}3lo] A= ZFo]gkH TCPo| thdk bwctl control port(4823)8 &
Q153 UDP/TCPe| tigt 5000Gperf) portel] st allow £7%

[etc/bwctl/bwctld.limits L o] F Az Alo] Ao thsf] 5 &st= A
=5 g9l

o NTPS7} 5ol 9la F4aoz Adgo] HEx Feldch B A7

718 7F B3] FAE A FTE bwcetl tool FHo] E7153sT
NTP statusE H}47] Yajxs S o] A3}

e bwctl tool WAl 34 F2ldlt}y ALEst= W A-S bwctl tool HA-S
v 7] 913 o3 o] WHEAE AYIEE S
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# bwctl -V

4) TCP Window A}o]=z A3

3 2E9 bwctle A3 Fo|= TCP W3 Abo] Z(buffer size)7} A3
HQ=A A =3k TCP flow controld® 7 E(path), A d(Latency)S =4 3a}
o YEIAAA TCP BiHAo]ZE U EY A A=E9 bandwidthol
A2 gFo] HUA (o] EA)7F AgE 4 Atk Hul TCP wW I Alo] =
A7l ;g Alz"lo] AF g Fs T3 oY Z(bandwidth)E
T JAEE windows $52T F Jde= #7MA G

TCP W3] Abo]= 473:

e bwicl T2E AA] 9] Jol A= HZETL ZXALo|dA AdE & =

= 2%
o TAEAJYA RTT A A(atency) & =H
o BDP3tel Algtel me} 7t s 2E9 Hol TCP WHIAte]= A
o). Linux o)A ¢ BWCTL MP A X
LinuxE A33dctd RPM HjZ£E AR A4 perfSONAR MDM BWCTL MP
AAE 4 Ao ©<d Debian OSE AH&< T+ Debain packagesE At

g3}o] BWCTL MPS A xstd ®}

1) Debain Al2®lo] GEANT Source 37}

# wget http://downloads.perfsonar.eu/repositories/deb/perfsonar-wheezy.list
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t}2-8 A33}e] PGP key sourceE A &3h},

# wget http://downloads.perfsonar.eu/repositories/perfsonar.asc

# apt-key add perfsonar.asc

# apt-key list

A zdlol A wj 7] 2] gl2E7E dulolEdT.

# apt-get clean

# apt-get update

R8s AR FEAEA Sl g,

# apt-cache search perfsonar-oppd-mp-bwctl

}) Red Hat Enterprise Linux systemo] A Geant source 7}

1
1 3Y

ol

letc/lyum.repos.d directoryel] wjx|slH o] fAEg o] FEHIOZE %
oF gtt}. perfsonar-stable.repogts= HY & HARSHZ] 9138 o534 2
Elg=

> ru

l

32 hit(i386)= Al& Al
# wget http://downloads.perfsonar.eu/repositories/rpm/perfsonar-stable.repo

64 bit(x86_64)E AF& A :
# wget http://downloads.perfsonar.eu/repositories/rpm/perfsonar-stable-x86_64.repo

B3 AANAL FAHAEA BT
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# yum search perfsonar-oppd-mp-bwctl

2. H71A 4

1) RPM distributions AF-& =@ A X

Red Hatell BWCTL MPES A X35t distribution® A3steld th&x o)
Al &g},

1. £2E BWCTL MP9] AX] A<

32bit architecture(i3860) A& Al:

rpm -ivh http://download.fedoraproject.org/pub/epel/6/i386/epelrelease-
6-8.noarch.rpm

rpm -ivh http://software.internet2.edu/rpms/i386/RPMS.main/Internet2-
repo-0.2-9.noarch.rpm

64 bit architecture(x86_64) A& Al:

rpm -ivh http://download.fedoraproject.org/pub/epel/6/x86_64/epelrelease-
6-8.noarch.rpm

rpm -ivh
http://software.internet2.edu/rpms/x86_64/RPMS.main/Internet2-repo-
0.2-9.noarch.rpm

2. yum<g AHg&3le] BWCTL MPS A X gt}

# yum install perfsonar-oppd-mp-bwctl

3. BWCTL Amrl2=2] Az 5l FA
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# /etc/init.d/oppd [startistopirestart]

2) Debain H7|A & A&ty AX|3}7]

Debiano]u t& A4S distributione] BWCTL MPE A X]sl7] ]3| A]
I o] A3zt
1. BWCTL MP9] #-X]ol <
2. MA1L4FE 23 o] A~(Source)E A A ghth
# echo “deb http://ftp.debian.org/debian jessie main“ >>
Jetc/apt/sources.list
# echo -e “H Prefer packages comming
wheezy\nAPT::Default-Release
“wheezy“;“ > [etc/apt/apt.conf.d/50release
# apt-get update
3. BWCTL MP § AMH|2=E& AX]
# apt-get install perfsonar-oppd-mp-bwctl
4. BWCTL A B]2=9] A2} 9 F3
# /etc/init.d/perfsonar-oppd [startistopirestart]
3 AA HZE
BWCTL MPE& A &3] AXd=A H2Esta Aod thas gt

1. # ps ax | grep oppd

2. lusr/bin/perl/usr/bin/oppd.pl—config=/etc/oppd.conf-
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pidfile=/var/run/oppd.pid
--> A% HE <
4) BWCTL MP F+A43}7]
BWCTL MP= oppd frameworkE  AR&3Ht).

letc/oppd.confo]™ logfiledl A H<&e EAFAZD &

d A
24 @ Ak o] o= AT F e S A

Red hat& Az¥lo2 it RE fAd 3t 7RIS 2L 5 glo
H 1 FYEL [etc/sysconfigloppdZ oppd in I}, Debain Al 2~
Jetc/default/oppd. ©. 2 A st}
BWCTL MP A4S 9al /etc/oppd.d/bwctl.confS FUth.
Z. % BWCTIL MP example configuration
3. <service MP/BWCTL>
4. ¥ Necessary paramseters for module initialisation
5. module MP: :BWCTL # Hame of module to load
€. servicetype MP # Service type: MP or Mh
7. # Name, description, and kevword will be reported to Lookup Server
B. name "BWCTL Measurement Point"®
5. description "Measurement Point for doing on—demand BWCTL tests”™
10, keyword "projectimybwotl™
11. $ Further paramsters
32 metric "bandwidth™
13. $ Measurement metric(s). More than one element definition possible.
13, tool "Tbwotl™ # Tool name
i5. $ Module parameters
le. <moduls param>
17. $ Command to execute e.g. "fusr/bin/bwctl"™ or "/bin/bwctl".
1B. $ Omitting path searches SPATH.
19 command "bwCcEl"
20 $ gervice
21 $ Thi= is to get different service setting
22 $ For example eventtpye
23 service "bworlh
24. $ Store functionality
A store off ¥ Enable/disable store functionality
2b. store url "hotp:/ /WWw . mySQL-MA:8080"
27 . # URL of & MA service to send the results of measurements to
2B. </module param:
24, </service MP/BWCIL>
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module_param Zrell 4] command ®i7l¥ <=l ths) bwctl toold] HEES A
o & Atk o] BWCTL MP+= SAo] Ad3lE <+ ot

5) SQL %3715 dolg A%
SQL MAst o] dloEmlol o] Z471%E A%a] s & on o=

ANz 257 29 WARFE AR JhesHAl o 26WA =9
store_url wi7jH o] ths] URLS ~Ee|A e o & & 9

BWCTL MPS] T4 Fo the®®e ALgstel Auxsg oAl A& +
slct.

# /etc/init.d/oppd restart

6) BWCTL MP & A3}
- g3y g P AR
perfSONAR MDM 24 A 7|&2 o= Wy AbgstA] e As F4
&

stk BWCTL MPE Waby ¢ Awie] xdchd 54 JYLES 3
ey A4 e oka,

rr -

ARV AAS AT ") bwetl H|2EV A 2RE H2EE AT
o E~EAqHIA [etc/bwctl/bwctld.limits Y-S A A S}
https://forge.geant.net/forge/download/attachments/491888/bwctld.limits
=g perfSONAR MDM 3 9] o & AH&HA g
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