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7] Qs Eavh A|IAHO| FH|QF AZEQIO HX|of ot dHE 7|ESHRACE EGI D = FEU
0 NGI(National Grid Initiatives)?t Q&L =X &7|2(European International Research
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ESI FedCloud Infrastructure

EGI-Engage
* One year of production 5
« Resources 3

-

— 21 providers from 14 NGls
— 17 interested in joining from

7 new NGls
— Average A/R 82%/83%
* Usage
~700K VMs
~9M CPU hours wall time
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1) http://www.egi.eu/
2) http://www.egi.eu/infrastructure/cloud/
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MI2Z EGI Federated Cloud 7H
H1d™ 7|
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Grid Infrastructures, =7t O2|E QZghE2 ZZIRE AH|A(cloud services)& Xt=9| HTAf
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SHRY &= UA7IE #sta At olzfst a7 = M+=ET grid computing 0| ZSHAE 7|3t H
=%t AO0|C}. Grid computing 2 2+ HFA0H QUe batch computing clusterg2 Hgt(federation)
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EGI Federated Cloud QlZ2}= 2014 520 production @2 MAL|0 HAOZ EGIO| AMH|A
O| StL}7t E|QUCE XSl 2= 2,000 CPU core?t 15TB 9| storage 2 FME[0f QUL 2025E7}
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3) https://wiki.egi.eu/wiki/Federated_Cloud_Operation
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3% 9y 18

FedCloud Task ForceQ| &z2 Q| 129 Z LIFHOANH QL
1. VM Management

m |eader : Boris Pardk (CESNET)
2. Data Management

m |[eader : Kostas Koumantaros (GRNET)
3. Information Discovery

m |eader : Peter Solagna (EGLeu)
4. Accounting

m Leader : Stuart Pullinger (STFC)
5. Monitoring

® |[eader : Emir Imamagic (SRCE)
6. Federated AAI

m |eader : Paul Millar (DESY)
7. VM Image Management

m |eader : Marios Chatziangelou (IASA)
8. VM endorsement

m Leader : Vincenzo Spinoso (EGLeu)
9. Brokering, APIs, SDKs

m |[eader : Enol Fernandez (EGI.eu)
10. Security

® Leader : Linda Cornwall (STFC)
11. Intra Cloud Networking

m |[eader : Zdenek Sustr(CESNET)
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4™ Federated Cloud 7|=

x

My
ro

ZERE A2EE g2 ASSH|f6IME R 7HA
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ofm
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OIE|H 0| A7} o £lojof BhLt
= 23t2C QIEHO0|A

- VM management interface: OCCI

- Data management interface: CDMI

= VM Image management

= EGI T MH|AQF B3t

- Virtual Organisation Management & AAL VOMS

- Information discovery: BDII

- Central service registry: GOCDB

- Monitoring: SAM

- Accounting

AtM[BH Lf82 Technology Architecture 9 & & =x

EGI E 7 dsle AT EQ0 HXME2 open standard®} interoperability 2 22kgt 4~ QIC}.

St SME RS 7IE2 A MISAL AHAE Zedeh ZE HOXSOA 232 7IE
=<

EGl= Lt2el EESS SthRE Zet 35S 9ot 27 A YRz =5t ULt
Hl OCCI (Open Cloud Computing Interface)

OCCI (Open Cloud Computing Interface) = RESTful ZEEEEMN S22 LS 7|2to| X120 CH
St M1 ME 3| E I8 AAH = APIO|CH ZAIMQI HEFE HA= OGFo| OCCI-WG KZAOE5q|
M 2HI0|E &l QUCH

OCCl B&E2 M7tRle 712X @AF FHEO ULt (1) OCC Core Model®)2 QIAEAO| Ef
22 dost=0l, o EfYES2 HME CHROE X0 e FdotE HEiZ2 Fo7b £ UACH
(2) OCCI HTTP Rendering 2 &7 2 RESTful OCCI APIE 0|83l TO| REI MTAE5I= HHH
S HO|StCt (3) OCCI Infrastructured) =& DHEIL [aaS Y HOA OCCIO| =& HiEO| CHsH 7|=
St A=, At SR(type)t £-d(attribute) X I A0 CHSE SZf(action)of CHSH 7[& St

OCCI Core M= 7|2 EtRYSZ Resource, Link, Action, Mixin 0| QIC}. Resource 2t O|E =
X MSX7F X SSk= O|0|X|(storage resource), Y E 23 (netowrk resource), 7haM(compute
resource) L= 0| 27153t AH|AE0| L} Link= 27}X| Resource QIAEA Zio| AZAS ZsiC}
oE S8 HERA AHHO|A AL AEZX] A= 2EEX HESRR XS ARE A&

of ¢1Z&st= dgS ot} Action2 £7d Resource EFYO|L} Resource QIAEHAOl oo CHEH &

4) https://wiki.egi.eu/wiki/Fedcloud-tf: Technology:Architecture
5) http://occi-wg.org/

6) https://www.ogf.org/documents/GFD.183.pdf

7) https://www.ogf.org/documents/GFD.185.pdf

8) https://www.ogf.org/documents/GFD.184.pdf
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S0OAIl

Zt(operation)Z HOo|otCt 7Hat T{AIS THA|Zf StALL OFO|ZL2||0|M St= A2 S ResourceQ| &
EHE H2tA|7|= Action0f sHESICE Mixin2 22 9ot A2 ZEHHO|HO| S3tE HEHS
X&Sst7| 80[s5te & Btrt.
related to IMF Comm. iF>
Comm= interface regs internal
is HTTP ' < .
i Service Provider
i Domain
|
|
I
|
|
Resource 1
Service Management <« s Resources
Consumer Framework
most least
interoperable interoperable
2 2 MH|A fEXRAF OCCIo| K|
- FedCloudE 9|+ OCCIQ| =%t
Contextualization 2 ZFH|=l 7}AF Al O|O/X|E 0|83t HET I T3t ATEQOE MX|
Stil, 24785k FH[2PEE HSHCE (hostnameOf CHPE A7, IPFA A7, SSH 7(0f ot 47, M
HAE Al&SH= b, &3 O EF2(A0M8E HXgt= &) OCa vil OofM= ozt
contextualization 1}H0|| CHsE OfFIL|ZS0| E=8}7| 20| FedCloud QM= MEE OCCI mixinS

0| 835}0] user-provided H|O|E{E context

YEZ VMO XS 5+ JA==E 2% 5o QUct A&

mixin 2 Ct21F 2Lt
term schema attributes
http://schemas.openst | org.openstack.compute.user_data:  string  that holds
user_data | ack.org/compute/inst | base64 encoded data to be available at the VM upon
ance# instantiation
http://schemas.openst org.openstack.cred.entlaIs.pub!lckey.name: string with the
ublic_key | ack.org/instance/cred name of the public key (optional)
P - : org.openstack.credentials.publickey.data: string with the
entials# .
public key
2+2to| Cloud Management stack(OpenNebula, OpenStack, Synnefo)O A= 0| HEE 0|&3l(
VMO| X838t H#HLIZ0| EXsct FedCloud OfAlE cloud-init 92 0|83t g HBHLCH.
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cloud-init 2 context MEE XNzZ|g £ Q= HHS X IstH, CHYSH OS HAQ} [aaS S22 E
ZaZEY HE2Y = ULt 7|2XHoZ cloud-init 2 (1) ssh-keyE root user(or equivalent)9]

~/.ssh/authorized_keys L0 FEI7totCh (2) user data 7t EX{otH O|Z40] & AJREZEH AlH

Bl CDMI (Cloud Data Management Interface)

CDMI= SNIA 100 Fol& 2= AEZ[XE flet HHO|A AEQ|X] XM Ciet 7HY

El HZFO| RESTful APIO|C}t. CDMI = OfOFE AWS S32F MS Azure Blob2} S ASICEH CDMIE AE
2| 22| A|A"ar chol ol 250 Ofst S YHES Mot Z2EEFOl dA 9 7|2 ¥
e =2 (flexibility)lt 28 (efficiency) HIEQZ H7 =|/ACH HRo| MEE0| 2 SEE
(& £™ bob download)2 pure HTTP 22Z|0|91IEE 0|&23}0] +HE 4+ QUCt CDMIE= Object

oy
2= eSS 7oz AUt Object ZFO| W2t 7hsot 2|0 dat HEIE|O|E A7(0k7t
i 2t2to| Object = §YUst IDZ 7}

EGI Federated CloudO|A At2EL|= CDMI object = 47tX|7t =X} StCt.
- Data object : TFUO|Lt HEFEO[EIS 93+ 2 4k3t 2K
- Container : Z24E @|¢t =435} Container= CHE ContainerE Zg7ts. HTTP Z2EZ 0|2|9|
TZEZEZE export sl 42 container M 3=
- Capability : £ object0f CH$t feture setdf CHIE ME. CDMI S2t0|AHETL O functionality
7b Q=X Yot 7| QA= GET @8O 2 /cdmi_capabilitiesE & SIH EICH
- Domain : Ed JEO| HjZQ} 2t

tgmao] ~E2[X| XS HZASHZ| I8H NFSLE iSCSIE AFE3t=0|, CDMI= O|2et EE
container metadataE Edl ZCI0|UENAH X B35HA &, E2I0|HEE 0] MEQ OCA Z2E

== 0[&3l0 storageE VMO HZASHCE

B VM Image management
=4hEl federated cloud QIZE} H0A AFEXE VM O|OIX|S Of2] XHAOIM Z4t5H0] AL BHOF
= =0 M3tA ECh VM O|OfX| 22| A|A"-E2 MZ2 VMO|O|X|7} O™ XtIof 3T OfD|X|

t= &
7t XNAE=XE AFEAOA EB{EL)E B €2 7|sE MSshs A0l SHOIC

- VM O|OJX| 2}O[ZALO[Z 2| : EGI QlZa} Xt I EQOf 2t0[Z AtO|F 2|7t 0|70
’N|

[

- RAFE3HEl VM O|O[X| H{Z : VM O|O|X| MEE sHHDt publish 3t AIEMoz 2g2C XY
MSAtE HiZ7t O|F0{ TICt.

- HS7|&Ql H{Z fZ{L|E : O|O0|X|E publishing &t Zd1t pooling dt= A2 HIS7|H2Z 0]

9) http://cloudinit.readthedocs.org/en/latest/
10) http://www.snia.org/
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= PN

T [

- HSXAto ofst VM o|ojx|of gt M 2F : £ A MSAIt AA20| QZEtE 2251
?l8f VM O|OjX|Lt QIAE AL BEE EOHYXE MY &+ US.

B Virtual Organisation Management & AAL: VOMS
EGI Ql=2} Lo HFRE I3t HRLE[SL2 Virtual Organisations(VO)
2 0|2%tC}. EGI Cloudk VO HMEE authenticationl} authorization2 2|3l AFESICE ZE Xt
HEX= Ch29o| 37}X| VO X|sjoF siC}.
- ops VO : BLIEES 93t M& VO
- dteam VO : AIO|E YEXIE {3t HIAE 2X9| VO
- fedcloud.egi.eu VO : EH &8 HRFRLIE|N #6HX]| %2 VOZ FedCloud O|&A| prototyping®t
validationg EHO =& A3l VO
A MEAE O Qo FHHez VO d235t0 sl HRLIEIQ 28 &8 + ULk
AMEXHE VOMS QIZSME VOMS AMHO| 2Fsta Z2Z VOMS EEA 9SME
VOMS ZEA| 91FAME 0|F9| OCCI QK| AtEEICt rOCCI Z2I0|AHEE
framework ©] OCCI QIE{HO|A0| M E1, i QASAMO| AFRAIQ VOREE 0|83t0] 2
4 Adez AFA I

o
°
o
Ot
2
ro
ol
1
ra
|0

Il
ﬂ

cloud management

OpenStackO|A] rOCCI Z2t0|AHE = OpenStack Keystone MH|AZEEH tokeng QWS Hie=
Ct O] 10 VOMS ZEA| QIS ME 08510 ALEXI0|A FHSHA FIAECE

B Information discovery: BDII

EGIO|M AtEXt= Information discovery AMH|AO &8I0 0|27ts%t AAMEE Xolgt 4=
QULCt EGINA #Xj= Berkeley Database Information Index(BDI)E O|&310] EGI FOj|o Xt&HE
= Azx™oz Mol HIstam ULt

MEBA|AHS 3CHY @z TAMEo] QUCH

MH|ALS RpFAIQ] MEEZ publish 3HCE O|If AFRE|= A7|0F BEES OGF| BEZE &Al0l GLUE2
AF|OHDE AFESICE MH| AN A DT{EZ|A|E HE = Site-BDIIG| =% =IC}. Site-BDII= EGIS| R &=
AIO|E O] MX|&|0{of BtC}. Site-BDII= Top-BDIIO|| 2|8l F2|=IC}t. Top-BDlIe =7t EE= XY
|:}0|§ 74|§I-|9§

oA

oF

22| El L.

e MSA= Ol87tseh Ao it S2& mEC Al Site-BDIO| =25 oA HMSoiof o
Ct. 22tfE A0 RH=F GLUE2 A7[0E =gst= % Y0| =2|F0|H, effj= 7|& ECl 22|=
Arelnt e 2 EZEl subtree@l Glue2GrouplD=cloud 2 HEE HE2|A| 8t QUCt CrEat 22
HES0| HE22|Al Eot
- Cloud computing resources

- Service endpoint

11) http://www.ogf.org/documents/GFD.147.pdf
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Capabilities

Interface, the type of interface - e.g. OCCI 1.2.0

User authentication and authorization profiles supported by the services

Virtual machine images made available by the cloud provider

Resource templates (number of cores and physical memory) allocable in a VM

B Central service registry: GOCDB
AH|A 291 GOCDBO| M= production infrastructure®| ™A QI XII™FEE MH|A BHCE
e MEAE Aol 22k E ARl HEE GOCDBO| &= A|FOF oiCh F2tREQl HE
service type 2 LCtZu} ZCH
- eu.egi.cloud.accounting
- eu.egi.cloud.storage-management.cdmi
- eu.egi.cloud.vm-management.occi.
- eu.egi.cloud.vm-metadata.marketplace
- eu.egi.cloud.vm-metadata.vmcatcher

- eu.egi.cloud.vm-metadata.appdb-vmcaster

Bl Monitoring: SAM

EGI LOA X252 SAM(Service Availabiligy Monitoring)2 S350 ZLEHZ S B0t AHA
HSAts OlE floh AtRE ZLHE & = U= probe 7|52 HMSoHOF ot S2HRE AHAS 2

L o7 s o1 g8k|= probes2 ChZat ZCt

- OCCI probes (eu.egi.cloud.OCCI-VM and eu.egi.cloud.OCCI-Context): OCCI-VME OCCI 28 &
E50] APHO| M™E o|O|X|Q] QAAEAZ MWHBICE OCCl-Context &= T OCCI QIE{ T 0| A7}
FedCloud extension2 XMAS| X|St=X| N AL}

- Accounting probe (eu.egi.cloud.APEL-Pub): 2225 Xt20| OFIRE HEAZ HO|HE ELU
1 UEX| HAsHH

-  TCP checks (org.nagios.Broker-TCP, org.nagios.CDMI-TCP, org.nagios.OCCI-TCP  and
org.nagios.CloudBDII-Check): A{H|A0| CHst 7|2HQl TCP & M3

- VM Marketplace probe (eu.egi.cloud.AppDB-Update): O|2| Ho|=l O|0|X|E AppDBREEEH 7IX
2H, YHOIE F7|& MATCL

- Perun probe (eu.egi.cloud.Perun-Check): LHE X QI Perun QIELO|AE 0|23I0 AMHO| F7|H

oz Masirh

Bl Accounting
OGF Usage record0j|A] 7|8t Cloud Usage RecordE 0|83l O7I2E S £dTICE O L
EGI O|7}2E ME XNEAZR HLUXNofsl= MEZE HolsiCl. OpenNebulas cloudaccE 0|23,
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OpenStack2 CASOE 0|83t of7t2Y HEE MMHA|ZICHS APEL SSM(Secure STOMP
28 HMALZE ™EEICH EGI Accounting Potal 122 E310 4

dE of7ley HEE Zs 4 ULk

r “
/ A EGI Federated laaS Cloud Infrastructure
E ; d O O O ( O c O
— O
‘jC:: e ompute orage Discove
© Q.+
o <
c 0
_O
ﬁ O anageme 2
_
o D b Ope a Ope bula oudSta a ab
=
© >
s | %
o g )
e ]
o
()
[=T4]
m
E
\ / EGI Core Infrastructure Platform j

Z12l 3 EGI Federated Cloud Infrastructure Platform architecture and standards

12) http://accounting-devel.egi.eu/egi.php

_10_
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HMI3Z Federated Cloud AIO|E 3=

H1E axe3d

1 EX| MAR ALY

KISTI AfO|EOf EX|SQl AH g2 oh3a ZCth

:I'I'

i

CH =~

At

Controller

NEXTSERVER 1120 2Way 1U Rack Server

- 2 x Intel Xeon™ Processor E5-2660v2

- 96GB(6x 16GB) Reg. ECC DDR3 SDRAM

- 3TB 3.5 SATA 7200rpm DISK x lea
Intel(R) Xeon(R) CPU E5-2660 v2 @ 2.20GHz
10 cores x 2 sockets = 20 cores

Compute

Dell(TM) PowerEdge(TM) R815 Rack Mount Server

- 4 x AMD Opteron 6378 2.4GHz 16C Turbo CORE 16M L2/16M L3
1600Mhz Max Mem 115W

- 256GB Reg. ECC DDR3 SDRAM, 1333MHz

- 6 x 1TB 7.2K RPM, 6Gbps Near Line SAS 2.59/X| Hard Drive

AMD Opteron(tm) Processor 6378

cpu MHz : 24 GHz

16 cores x 4 sockets = 64 cores

YH| M AR (M2 i)

12l 4 Federated Cloud Resources in KISTI

_11_
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H|2Z= OpenStack (Juno)

1. MX|Z=H|
OpenStack AX| 710|E&= Ct2 FAE X108 UCEH

http://docs.openstack.org/juno/install-quide/install/yum/content/

Controller = EZ Al2% XH|= DNSO| SE& 3iC}

—

# nslookup fccont.kisti.re.kr
Name: fccont.kisti.re.kr
Address: 150.183.###.170

AL LEE= /Jetc/hosts 5280 =Lt

# vi /etc/hosts

150 . ### ###.170 fcecont . kisti.re.kr
150 ### ### 171 fccompl.kisti.re.kr
150 . ### ### 172 fccomp2.kisti.re.kr

et HERQZR EAE 8l iptables &S MAYBICE CentOS7 M= 7|2MOZ firewalld
7b ALEE[X|E iptablesE O[&% Izl EHE HFHLES 0|85t A0 T2 A= OAZICL

ik} Py

# vi /etc/sysconfig/iptables

# TRUSTED NETWORK

-A INPUT -s 150.###. ###.0/24 - ACCEPT
TWQ

selinux 842 disabled 2 $tLC}.

# setenforce 0
# vi /etc/selinux/config

H A ZEO|AME KVM hypervisor 7} AX| £|0| QI0{0f BtCt.

[root@fccompl ~1$ Ismod | grep kvm
kvm_amd 40665 0
kvm 333172 1 kvm_amd

_12_




EGI Federated Cloud #% Jl& 2 1Al

2oz 2XE WI[XE R[S

yum -y install tree wget mlocate bind-utils ntsysv man telnet
yum -y groupinstall "Development Tools"

yum -y install | ibxml2-devel openssl-devel Irzsz tree mlocate

yum -y update

ojo|M HHE =ittt

# python -V
Python 2.6.6

ANZtS712HE 218 ntp MH|AE EX[SICE ERA| /etc/ntp.conf Off EFRY MH| FAE FI1SHC.

# yum -y install ntp
# service ntpd start

MySQL H|O|E{H|O[A ME EX|

# yum -y install mysql mysqgl-server  MySQL-python
# chkconfig ——level 2345 mysqgld on

# service mysqgld start

# /usr/bin/mysgladmin -u root password '###HHHHH

# alias db="mysql —u root -pH#iH####'

# mysql_secure_instal lation

OpenStack AX|E 23t RDO repository AX|
Repository URL : http://repos.fedorapeople.org/repos/openstack/openstack-juno/epel-7/

‘# yum install -y http://rdo.fedorapeople.org/openstack-juno/rdo-release-juno.rpm

EPEL &% 2|ZX|E2| AKX

‘# yum install -y httpi//dl.fedoraproject.org/pub/epel/7/x86_64/e/epe|—release—7—5.noarch.rpm‘

OpenStack I{j7|X| AX|

# yum -y install openstack-selinux
# yum upgrade
# reboot

O| O| E{ Hf| 0| A (MariaDB) A X|

# yum install -y mariadb mar iadb-server MySQL-py thon
# vi /etc/my.cnf

[mysqld]

_13_
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bind-address = 0.0.0.0
[mysqld]

defaul t-storage-engine = innodb
innodb_file_per_table
collation-server = utf8_general_ci
init-connect = 'SET NAMES utf8'
character-set-server = utf8
max_connections = 1000
wait_timeout = 60

# systemct| enable mariadb.service
# systemct!| start mariadb.service
# mysqgl_secure_instal lation

) HAIE MH 2X|

OpenStackO M MH[AS ZHO| &2 SE HEIEE HES fI8l HAIX] E27HE O|&¢HCt O
AXl Ez7= E& HEEZ LM Z™ECh O[87lset EZF=Z&= RabbitMQ, Qpid,
ZeroMQ 0| RLC}

RabbitMQ A X|
# yum install -y  rabbitmg-server
# vi /etc/rabbitmg/rabbitmg.config

[{rabbit, [{loopback_users, [1}1}].

‘wQ
# systemct!| enable rabbitmg-server.service

# systemct| start rabbitmg-server.service
# systemct!| status rabbitmg-server.service

# rabbitmgct! status | grep rabbit
Status of node rabbit@localhost ...

{running_applications,[{rabbit,"RabbitMQ","3.3.5"},

# export RABBIT_PASS=xxxxx*
# rabbitmgct| change_password guest $RABBIT_PASS

HAIX 227 MH[A ZE

MH|A ZE
rabbitmq 5672

_14_
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2. Identity A{H|A(keyston) A X]|
mj7| x| 2%

# yum install -y openstack-keystone python-keystoneclient
# id keystone
uid=163(keystone) gid=163(keystone) groups=163(keystone)

HiO[EHO] A~ 28

# echo "CREATE DATABASE keystone;" | db
# export KEYSTONE_DBPASS=x % %% % % *

# echo "GRANT ALL PRIVILEGES ON keystone.* TO 'keystone'@'localhost' IDENTIFIED BY '$KEYSTO
NE_DBPASS';" | db

# echo "GRANT ALL PRIVILEGES ON keystone.* TO 'keystone'@'%' IDENTIFIED BY '$KEYSTONE_DBPA
Ss';" | db

# echo "select * from mysql.user" | db

# openss| rand -hex 10
13334e6a3a3491397351

# export ADMIN_TOKEN=13334e6a3a349f397351
# vi /etc/keystone/keystone.conf

[DEFAULT]

admin_token = 13334e6a3a349f397351

# cp /usr/share/keystone/keystone-dist-paste.ini /etc/keystone/keystone-paste.ini
keystone-manage pki_setup ——keystone-user keystone -—keystone—group keystone

chown -R keystone:keystone /var/log/keystone

chown -R keystone:keystone /etc/keystone/ssl

chmod -R o-rwx /etc/keystone/ssl!
su -s /bin/sh -c "keystone-manage db_sync" keystone

H O H FH HF

T

systemct!| enable openstack-keystone.service
# systemct| start openstack-keystone.service

keystone ZtH ZITOIY HA=Z

# less /var/log/keystone/keystone. log

keystone AMH|A ZE

MH[A ZE
keystone (public) 5000
keystone (admin) 35357
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Tenant, User, Role A4

Create the admin tenant

# keystone tenant-create ——name admin --description "Admin Tenant"

Create the admin user:

# export ADMIN_PASS=adminpass
# export EMAIL_ADDRESS=sangwan@kisti.re.kr
# keystone user—create ——name admin ——pass $ADMIN_PASS ——email $EMAIL_ADDRESS

Create the admin role:

‘# keystone role-create ——name admin

Add the admin role to the admin tenant and user:

‘# keystone user-role—-add —--user admin --tenant admin --role admin

Create the service tenant:

‘# keystone tenant-create ——name service —-description "Service Tenant"

Create the service entity for the Identity service:

‘keystone service-create ——name keystone ——type identity --description "OpenStack Identity“‘

Create the Identity service API endpoints:

keystone endpoint-create W
——service-id $(keystone service-list | awk '/ identity / {print $2}') W
——publicurl| http://controller:5000/v2.0 W
—-—internalur| http://controller:5000/v2.0 W
——adminur | http://controller:35357/v2.0 W
—--region regionOne

=
2X 843

# unset OS_SERVICE_TOKEN OS_SERVICE_ENDPOINT
# keystone ——os-tenant-name admin --os-username admin ——os-password $ADMIN_PASS
—--os-auth-ur| http://controller:35357/v2.0 token-get

Property Value

| | |
| expires | 2015-04-27710:17:01Z

| id | aeceBe2b3d684324864a44225083574 |
| |

I |

tenant_id | 341216285fad4fd095a84a7c3cc7703f |
user_id 94d4bf10737e42379e15a7001faa7408 |
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# keystone ——os-tenant-name admin ——os-username admin ——os—-password $ADMIN_PASS
—-—os-auth-ur| http://controller:35357/v2.0 tenant-1list

id name enabled

9052fd811bccd65d94f722685e9c24f4 demo True
633beb3d209f48528d260abe4d504a71 | service True

| | |
341216285fad4fd095a84a7c3cc7703f | admin | True |
| | |
| | |

3. Image A{H|A(glance) AX]

&1 : http://docs.openstack.org/juno/install-guide/install/yum/content/ch_glance.html
O[O|X| MH[AE Chg HEHEZ FdECh

SxOo

- glance-api : APl @&2 E4. image discovery, retrival, and storage
- glance-registry: O|0|X|2| HEFE|O|E{S ®E, M2l HEIHO|E L size, type, S50 HE
- database : O|O|X| HEIH|O|EE XZE.

- storage reposotory for image file :

To install and configure the Image Service components
# yum install -y openstack-glance python-glanceclient
# id glance

uid=161(glance) gid=161(glance) groups=161(glance)

HO[EHO] A Het 278

—_

# echo "CREATE DATABASE glance;" | db
# export GLANCE_DBPASS=glancepass

# echo "GRANT ALL PRIVILEGES ON glance.* TO 'glance'@'localhost' IDENTIFIED BY '$GLANCE_D
BPASS';" | db

# echo "GRANT ALL PRIVILEGES ON glance.* TO 'glance'@'%'  IDENTIFIED BY '$GLANCE_DBPASS';"
| db

user, tenant, service M

# source admin-openrc.sh

# export GLANCE_PASS=glancepass

# keystone user-create --name glance --pass $GLANCE_PASS

# keystone user-role-add —--user glance ——tenant service —--role admin

# keystone service-create ——name glance --type image --description "OpenStack Image Servic

e
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endpoint A

# keystone endpoint-create
—-service-id $(keystone service-list | awk '/ image / {print $2}') W
——publicur!| http://controller:9292 #
-—internalur| http://controller:9292 W
——adminur | http://controller:9292 W
--region regionOne

M Lol A
AY o =49

vi /etc/glance/glance-api.conf

[database]
ééanection=mysql://gIance:GLANCE_DBPASS@controIIer/glance
[keystone_authtoken]

auth_uri = http://controller:5000/v2.0
identity_uri = http://controller:35357
admin_tenant_name = service

admin_user = glance

admin_password = GLANCE_PASS

[paste_deploy]

flavor = keystone
[glance_store]

default_store = file
filesystem_store_datadir = /var/lib/glance/images/

[DEFAULT]
1210
notification_driver = noop

[DEFAULT]

3
verbose=True
debug=False

# vi /etc/glance/glance-registry.conf
[database]
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1143
connection = mysql://glance:GLANCE_DBPASS@control ler/glance

[keystone_authtoken]

1227

auth_uri = http://controller:5000/v2.0
identity_uri = http://controller:35357
admin_tenant_name = service

admin_user = glance

admin_password = GLANCE_PASS

[paste_deploy]
1243
flavor = keystone

[DEFAULT]
185
notification_driver = noop

[DEFAULT]

verbose = True

HlOJE] H|O|A =7[t B MBE|A AIESY|

# su -s /bin/sh -c "glance-manage db_sync" glance

# systemct!| enable openstack-glance-api.service openstack-glance-registry.service
# systemct!| start openstack-glance-api.service openstack-glance-registry.service
# systemct!| status openstack-glance-api.service

# systemct| status openstack-glance-registry.service

O[O|X| MH|A M ZEE= CfZ3t ZCh

MH|A ZE
glance-registry 9191
glance-api 9292

X 45

# mkdir /tmp/images

# wget -P /tmp/images http://cdn.download.cirros-cloud.net/0.3.3/cirros-0.3.3-x86_64-disk. i
mg

# source admin-openrc.sh

# glance image-create —-name "cirros—0.3.3-x86_64" ——file /tmp/images/cirros-0.3.3-x86_64-d
isk.img W

--disk-format qcow2 —-container-format bare ——is—public True —--progress

_19_
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| Property | Value |

| checksum | 133eae9fb1c98f45894a4e60d8736619

| container_format | bare |

| created_at | 2015-05-07708:31:16 |

| deleted | False |

| deleted_at | None |

| disk_format | gcow? |

| id | 9eabafdb-b223-4144-aff5-a1279b53e4f4 |

| is_public | True |

| min_disk | 0 I

| min_ram 0 |

| name | cirros-0.3.3-x86_64 |

| owner | cc5dd73321a8451aa7 fe04d2edfde697

| protected | False |

| size | 13200896 I

| status | active |

| updated_at | 2015-05-07T708:31:16 |

| virtual_size | None |

# glance image-|list

| ID | Name | Disk Format | Container Form

at | Size | Status |

| Qeabafdb-b223-4144-af f5-a1279b53e4f4 | cirros-0.3.3-x86_64 | qcow2 | bare
| 13200896 | active |

| 4f3bdd0e-6acc-40ae-853b-€33d23ed6207 | htcaas_agent | gcow? | ovf

| 1915682816 | active |

4. Compute Service (nova) 4 X]

11 http://docs.openstack.org/juno/install-guide/install/yum/content/ch_nova.html
Compute MH|AE CHEOF 22 F1ER4AE O|FO{X UL

= API

- nova-api AlH|2 : end user ©| compute API SE0| &% OpenStack Compute API, Amazon
EC2 APIQ} ZtZ|XHE {3t Admin APIZ 4.
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- nova-api-metadata A{H|A : instance® HE metadata QFY &
MX|A| multi-host ZE AMfTL AL

= Compute core

- nova-compute ZA|A : hypervisor APIZ 0| 8310 7hAb Al QIAEAZ A|&sD SR}
daemon.

- nova-scheduler TZM|A: queuel|A TFHAHA OIAEHA QXS
host of MASLXIE ZH.

- nova-conductor 2-& : nova-compute 2} database AtO|Q| ZAH X gt

|3t Oft compute server

%

= Networing for VMs

- nova-network O|&: HEZ 2H ™S XNg|g. (bridging interfaces A EE= iptables 1%
HE)

- nova-dhcpbridge A3 EE : IP FA leasesE FHSII O O|EHH|0|A0 Z|ZF$ICt (dnsmasq
dhcp-script 7| 52 0|&%lL})

= Console interface

- nova-consoleauth H&2

- nova-novncproxy H&

- nova-console &

- nova-xvpnvncproxy O &

- nova-cert G2

= Image management (EC2 scenario)

- nova-objectstore 0=

- euca2ools 2C}O|QE :

= Command-line clients and other interfaces

- nova ZZ}0|¢E

- nova-manage SZ}0|HE

= Other components

- The queue

- SQL database

7l HEER LE MK
7| x| 2K
yum install -y openstack-nova-api openstack—-nova-cert openstack—-nova-conductor

openstack—-nova-console openstack—-nova-novncproxy openstack—-nova-scheduler W
python-novaclient

HOlEHO]~ ot 28

echo "CREATE DATABASE nova;" | db
export NOVA_DBPASS=novapass

echo "GRANT ALL PRIVILEGES ON nova.x* TO 'nova'@'localhost’ IDENTIFIED BY '$NOVA_DBPASS';"
| db

echo "GRANT ALL PRIVILEGES ON nova.* TO 'nova'@'%' IDENTIFIED BY '$NOVA_DBPASS';" | db

_21_
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tenant, user, service &

source admin-openrc.sh

export NOVA_PASS=novapass

keystone user-create ——name nova ——pass $NOVA_PASS

keystone user-role-add ——user nova ——tenant service —-role admin
keystone service-create ——name nova ——type compute --description "OpenStack Compute"
keystone endpoint-create W

——service-id $(keystone service-list | awk '/ compute / {print $2}') W
——publicurl http://controller:8774/v2/%#( tenant_id#)s #

——internalur!| http://controller:8774/v2/%( tenant_id#)s W

——adminur | http://controller:8774/v2/%#( tenant_idi)s W

--region regionOne

HF O H FH H HF

# vi /etc/nova/nova.conf

[database]

ééﬁnection = mysql://nova:NOVA_DBPASS@control ler /nova
[DEFAULT]

;ée_backend = rabbit

rabbit_host = controller
rabbit_password = RABBIT_PASS

[DEFAULT]
1530
auth_strategy = keystone

[keystone_authtoken]

12614

auth_uri = http://controller:5000/v2.0
identity_uri = http://controller:35357
admin_tenant_name = service

admin_user = nova

admin_password = NOVA_PASS

[DEFAULT]
my_ip = 150.### ###.170

[DEFAULT]
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11970

[glance]
host = controller
[DEFAULT]

11484
verbose = True

EGI Federated Cloud #= Jl= 21MI

vncserver_listen = 150 ### ###.170
vncserver_proxyclient_address = 150. ### . ###.170

HIO[EHO] & Z=7[=f 81 MH|A AR

# su -s /bin/sh -c "nova-manage db sync" nova

# systemct!| enable openstack-nova-api.service openstack-nova-cert.service W
openstack-nova-consoleauth.service openstack-nova-scheduler.service #
openstack-nova-conductor .service openstack-nova-novncproxy.service

# systemct| start openstack-nova-api.service openstack-nova—cert.service W
openstack-nova-consoleauth.service openstack-nova-scheduler.service W
openstack-nova-conductor .service openstack—-nova—novncproxy.service

Compute AH|A AME

ZEL= Ct=21f ZCh

MH[A

irE

nova-novncproxy

6080

Nova-xvpvncproxy

6081

nova-objectstore

3333

nova-api

8773,8774

nova-api-metadata

8775

Lt A& = E EX]
o7 x| 2%

‘# yum install -y

openstack-nova-compute

sysfsutils

rtot

13N Y 3

[DEFAULT]

1180

rpc_backend = rabbit
179

196

# vi /etc/nova/nova.conf

rabbit_host = controller

_23_




rabbit_password = RABBIT_PASS

[DEFAULT]
1530
auth_strategy = keystone

[keystone_authtoken]
12614

admin_tenant_name = service
admin_user = nova
admin_password = NOVA_PASS

[DEFAULT]
1245
my_ip

CC =
i

150 . ##t# ### 171

my_ip = 150.##H# ### 172

[DEFAULT]

1977

vnc_enabled = True
11971

vncserver_listen = 0.0.0.0
vncserver_proxyclient_address

CC —
ol

vncserver_proxyclient_address

[glance]
12413
host = controller

[DEFAULT]

verbose = True

EGI Federated Cloud #= Jl= 21MI

auth_uri = http://controller:5000/v2.0
identity_uri = http://controller:35357

150 . #H##  #HH# 1T

150 . #HH# HHE1T2

novncproxy_base_ur| = http://control ler :6080/vnc_auto.html

MH|A A|RFSE|

‘# systemct! enable libvirtd.service openstack-nova-compute.service

_24_
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# systemct!| start libvirtd.service openstack-nova—compute.service
# systemct!| status libvirtd.service
# systemct!| status openstack-nova-compute.service

# source admin-openrc.sh ; nova service-list

5. 2| ¥ E (horizon) AX|

Xt http://docs.openstack.org/juno/install-guide/install/yum/content/ch_horizon.html
7| x| 2%

# yum install -y openstack-dashboard httpd mod_wsgi memcached python-memcached
Y Y 43

# cd /etc/openstack-dashboard/

# vi /etc/openstack-dashboard/local_settings

OPENSTACK_HOST = "controller"
ALLOWED_HOSTS = [ '+']

# Configure the memcached session storage service:
CACHES = {
'default': {
'"BACKEND' : 'django.core.cache.backends.memcached.MemcachedCache',
'LOCATION': '127.0.0.1:11211",

}
TIME_ZONE = "UTC'

MH|A A|EESE|

# systemct!| enable httpd.service memcached.service
# systemct!| start httpd.service memcached.service
# systemct!| status httpd.service

# systemct!| status memcached.service

ANH HZ29| /dashboard AZZ T http://150.### ###.170/dashboard

23022 admin AZL2= oA 2Fot == otrf.

rot
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6. E5 AEZ|X| AH|A(cinder) AX]|

HiOlEHO]A~ FHot 28

—

# echo "CREATE DATABASE cinder;" | db
# export CINDER_DBPASS=x*xxxxxxxxx

# echo "GRANT ALL PRIVILEGES ON cinder.* TO 'cinder'@'localhost' IDENTIFIED BY '$CINDER_DBP

ASS';" | db
# echo "GRANT ALL PRIVILEGES ON cinder.* TO 'cinder '@'%'
db

IDENTIFIED BY '$CINDER_DBPASS';" |

user, tenant, service AiAd

# keystone user—create ——name cinder ——pass $CINDER_PASS

ge
# keystone service-create ——name cinderv2 --type volumev2
orage"

# keystone endpoint-create #

——publicurl http://controller:8776/v1/%(tenant_id#)s W
-—internalurl http://controller:8776/v1/%(tenant_id#)s
——adminur | http://controller:8776/v1/%#( tenant_id)s W
—--region regionOne

# keystone endpoint-create W
—-service-id $(keystone service-list | awk '/ volumev2
——publicurl http://controller:8776/v2/%H( tenant_idH)s #

_26_

# keystone user-role—-add —--user cinder ——tenant service —--role admin
# keystone service-create ——name cinder —--type volume --description "OpenStack Block Stora

--description "OpenStack Block St

——service-id $(keystone service-list | awk '/ volume / {print $2}') W

L

/ {print $2}') W
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——internalur!| http://controller:8776/v2/%( tenant_id#)s W
——adminur| http://controller:8776/v2/%( tenant_id#)s #
--region regionOne

7|x 2X H 23

# yum install -y openstack-cinder python-cinderclient python-oslo-db
# vi /etc/cinder/cinder.conf

[database]

connection = mysql://cinder:cinderpass@controller/cinder
[DEFAULT]

;ée_backend = rabbit

rabbit_host = controller
rabbit_password=+#x**x

[DEFAULT]
auth_strategy = keystone
[keystone_authtoken]

auth_uri = http://controller:5000/v2.0
identity_uri = http://controller:35357

admin_tenant_name = service
admin_user = cinder
admin_password=C|NDER_PASS
[DEFAULT]

my_ip = 10.0.0.11

[DEFAULT]

verbose = True
debug=true

HIO[EHO] & 7|zt 81 MH|A AE

# su -s /bin/sh -c "cinder-manage db sync" cinder
# systemct!| enable openstack-cinder-api.service openstack-cinder—scheduler.service
# systemct| start openstack-cinder-api.service openstack-cinder-scheduler.service
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AMH|A ZE
cinder-api 8776

7. HELA AH|A (neutron) AX|

& http://docs.openstack.org/juno/install-guide/install/yum/content/section_neutron-networking.html

7l. HEER £ MX

# yum install -y openstack-neutron openstack-neutron-ml2 python-neutronclient

HiOlEHO]~ 23

mysql> CREATE DATABASE neutron;

mysqgl> GRANT ALL PRIVILEGES ON neutron.* TO 'neutron'@'localhost' W
IDENTIFIED BY 'NEUTRON_DBPASS';

mysqgl> GRANT ALL PRIVILEGES ON neutron.* TO 'neutron'@'%'
IDENTIFIED BY 'NEUTRON_DBPASS';

MH|A tenant OFO|C| F3}7|

# export SERVICE_TENANT_ID="keystone tenant-get service | grep id | awk '{ print $4 }"

tenant, user, service AiM

# keystone user-create ——name neutron -—pass NEUTRON_PASS
# keystone user-role-add --user neutron --tenant service —--role admin
# keystone service-create ——name neutron ——type network
——description "OpenStack Networking"
# keystone endpoint-create W
——service-id $(keystone service-list | awk '/ network / {print $2}') #
——publicurl| http://controller:9696 W
--adminur | http://controller:9696 W
—-—internalur| http://controller:9696 W
—--region regionOne

# vi /etc/neutron/neutron.conf
[database]
connection = mysql://neutron:NEUTRON_DBPASS@control ler /neutron

[DEFAULT]
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rpc_backend = rabbit
rabbit_host = controller
rabbit_password = RABBIT_PASS

[DEFAULT]
auth_strategy = keystone
[keystone_authtoken]

auth_uri = http://controller:5000/v2.0
identity_uri = http://controller:35357
admin_tenant_name = service

admin_user = neutron

admin_password = NEUTRON_PASS

[DEFAULT]

core_plugin = ml2
neutron_plugin_config="/etc/neutron/plugins/mli2/ml2_conf.ini"
service_plugins = router

al low_over lapping_ips = True

[DEFAULT]

notify_nova_on_port_status_changes = True
notify_nova_on_port_data_changes = True

nova_ur| = http://controller:8774/v2
nova_admin_auth_ur| = http://control ler:35357/v2.0
nova_region_name = regionOne

nova_admin_username = nova

nova_admin_tenant_id = SERVICE_TENANT_ID
nova_admin_password = NOVA_PASS

# vi /etc/neutron/plugins/ml2/ml2_conf.ini
(ml2]

type_drivers = gre

tenant_network_types = gre

mechanism_dr ivers = openvswitch

[ml2_type_gre]
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tunnel_id_ranges = 1:1000
[securitygroup]

enable_security_group = True
enable_ipset = True
firewall_driver = neutron.agent.linux.iptables_firewall.0QVSHybridlptablesFirewal IDriver

[ovs]

local_ip = 10.0.0.11
enable_tunneling = True
bridge_mappings = external :br-ex

[agent]
tunnel_types = gre

# vi /etc/nova/nova.conf
[DEFAULT]

network_api_class = nova.network.neutronv2.api.API

security_group_api = neutron

linuxnet_interface_driver = nova.network. linux_net.LinuxQVSInterfaceDriver
firewall_driver = nova.virt.firewall .NoopFirewal IDriver

[neutron]

url = http://control ler :9696

auth_strategy = keystone

admin_auth_ur| = http://controller:35357/v2.0
admin_tenant_name = service

admin_username = neutron

admin_password = NEUTRON_PASS

# In -s /etc/neutron/plugins/ml2/ml2_conf.ini /etc/neutron/plugin.ini
# su -s /bin/sh -c "neutron-db-manage -—config-file /etc/neutron/neutron.conf W
——config-file /etc/neutron/plugins/mli2/ml2_conf.ini upgrade juno" neutron

# systemct!| restart W
openstack-nova-api.service W
openstack-nova-scheduler.service W
openstack-nova-conductor.service
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# systemct!| enable neutron-server.service
# systemct!| start neutron-server.service

ETEES ZE

neutron 9696

Lt. HEHI E 2%

# vi /etc/sysctl.conf
net.ipv4.ip_forward=1
net.ipvd.conf.all.rp_filter=0
net.ipv4.conf.default.rp_filter=0

# sysctl —p

# sysctl -w "net.ipvd.conf.all.rp_filter=0

7| x| &K

# yum install -y openstack-neutron openstack-neutron-ml2
# vi /etc/neutron/neutron.conf

[DEFAULT]
rpc_backend = rabbit

rabbit_host = controller
rabbit_password = RABBIT_PASS

[DEFAULT]
auth_strategy = keystone

[keystone_authtoken]

auth_uri = http://controller:5000/v2.0
identity_uri = http://controller:35357
admin_tenant_name = service

admin_user = neutron

admin_password = NEUTRON_PASS

[DEFAULT]

core_plugin = ml2
service_plugins = router

al low_over lapping_ips = True

[DEFAULT]

verbose = True

openstack-neutron-openvswitch
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# vi /etc/neutron/plugins/ml2/ml2_conf.ini
(ml2]

type_drivers = gre

tenant_network_types = gre

mechanism_dr ivers = openvswitch
[ml2_type_gre]

tunnel_id_ranges = 1:1000

[securitygroup]

enable_security_group = True

enable_ipset = True

firewall_driver = neutron.agent.linux.iptables_firewall.0VSHybridlptablesFirewal IDriver
[ovs]

local_ip = 10.0.0.11

enable_tunneling = True

bridge_mappings = external :br-ex

[agent ]

tunnel_types = gre

# vi /etc/neutron/13_agent.ini
[DEFAULT]

inter face_driver = neutron.agent.linux.interface.0VSInterfaceDriver
use_namespaces = True

external_network_bridge = br-ex

router_delete_namespaces = True

[DEFAULT]

debug = True

# vi /etc/neutron/dncp_agent.ini
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[DEFAULT]

interface_driver = neutron.agent.linux.interface.0VSInterfaceDriver
dhcp_driver = neutron.agent.|inux.dhcp.Dnsmasqg

use_namespaces = True

dhcp_delete_namespaces = True

[DEFAULT]
debug = True

# vi /etc/neutron/metadata_agent.ini
[DEFAULT]

auth_url = http://controller:5000/v2.0
auth_region = regionOne
admin_tenant_name = service

admin_user = neutron

admin_password = NEUTRON_PASS

[DEFAULT]
nova_metadata_ip = controller

[DEFAULT]

metadata_proxy_shared_secret = METADATA_SECRET

[DEFAULT]

debug = True

# systemct!| enable openvswitch.service

# systemct!| start openvswitch.service

# ovs-vsct| add-br br-ex

# ovs-vsct!| list-br

# In -s /etc/neutron/plugins/ml2/ml2_conf.ini /etc/neutron/plugin.ini

# cp /usr/lib/systemd/system/neutron-openvswitch-agent.service #
/usr/lib/systemd/system/neutron-openvswitch-agent.service.orig

# sed -i 's,plugins/openvswitch/ovs_neutron_plugin.ini,plugin.ini,g' W
/usr/lib/systemd/system/neutron-openvswitch-agent.service

# neutron agent-1list

| id | agent_type | host | alive | admin_state_up | binary
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06642e03-4d4a-43ce-8d0e-84ab43d9d75a
37719016-2db2-4301-a35f-51248c0fd3c3
9cec429c-0e1f-4dad-9e37-f 34363cd816
df83dcd3-0318-4e65-bfe7-11bd9310e417
fbf1fald-0c0f-4ch4-8b80-6c687637425f
d20873b-5330-42da-9b3d-4c7b36227828

DHCP agent

Open vSwitch agent
Metadata agent
Open vSwitch agent
Open vSwitch agent
L3 agent

focont.kisti.re.kr | :-)
fecont.kisti.re.kr | :-)
fecont.kisti.re.kr | :-)
focomp2.kisti.re.kr | :-)
focompl . kisti.re.kr | :-)

)

fccont.kisti.re.kr

True
True
True
True
True
True

neutron-dhcp-agent
neutron-openvswitch-agent
neutron-metadata-agent
neutron-openvswitch-agent
neutron-openvswitch-agent
neutron-1I3-agent

Ch. HEH3I 74517
HESI #4842 H+2=E 0|83t]

SHRUCE

Create Network

Name

ext-net

Project*

fedcloud

Provider Network Type * @

Flat

Physical Network * @

Admin State *

up

# Shared

i@ Extemnal Network

Description:

Create a new network for any project as you need

Provider specified network can be created. You can
v | specify a physical network type (like Flat, VLAN, GRE
and VXLAN) and its segmentation_id or physical natwork

name for a new virtual network

In addition, you can create an external network or a shared

network by checking the corespending checkbox

QF HERIE

Networks

Networks
I Project Network Name
fedeloud

extnet

Displaying 1 tem

Subnets Associated DHCP Agents Shared Status

0 Yes

Network Detail: ext-net

Network Overview

Name

ext-net

1D

£2c8a516-vdbe -4ceb-Srd1-ee235ddbaafh.
Praject ID

B17d6eacdeb14663a7c 1d68b111feB81
Status

ACTIVE

Admin State

up

Shared

Yes

External Network

Yes

Provider Network

Network Type flat

Physical Network: extemal
Segmentation |D: -

Subnets

Name CIDR

Dispisying 0 tems

IP Version

Gateway IP

No items to display

ext-netd]| subnetZ

_ C34_ —

ACTIVE UP

Admin State

OHE O &=L} ext-net

=+ Create Network

Actions

Edit Netwark

Edit Network | «

Actions

=0 =L
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Create Subnet

Subnet Subriet Detail

Subnet Natnig Create a subnet asscciated with the network, Advanced

ext-subnet cenfiguration is available by clicking on the "Subnet
Detail” tab

Network Address @
150.183.250.0/24

IP Version *

1Pvd ”

Gateway IP @

150,183.250.1

(0] Disable Gateway

m

subnet 492 gateway IPE YA|SICH

Create Subnet

Subnet Detail

{7 Enable DHCP Specify additional attributes for the subnet

Allocation Pools @

150.183 250 173,150 183.250.199

DNS Name Servers @

150.183.95.96

Host Routes @

subnet 49 2 allocation poolg X|™sI =C}.
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Network Topology

Small  Normal

1U-pa

FT/005Z EBT 05T

#» Launch Instance < Create Network + Create Router

network topologyE < QISHC}.

Create Network

Name

| net1|

Description:

Project *

fedeloud

Provider Network Type * @

GRE

Segmentation 1D~ @

1

Admin State *

up

| Shared

| Extemnal Network

Create a new network for any project as you need

Provider specified netwerk can be created. You can

v | specify a physical network type (like Flat, VLAN, GRE
and VXLAN) and its segmentation_id or physical network
name for a new virtual netwark

In addition, you can create an external network or a shared
network by checking the corresponding checkbox

Cancel Create Network

7tak9

| & HEXHIE BSOECL
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Create Subnet

Subnet Subnet Detail
Subnet N o .
il Create a subnet associated with the network. Advanced
‘ subnet| configuration is available by clicking on the "Subnet
Detail” tab

Network Address @

100.0.024

IP Version *

|Pva v

Gateway IP ©
10.0.0.1

| Dizable Gateway

LHE Y E 39| network address?t gateway IPE HA|BHCL.
Networks

Networks + Create Network
B | pegeey | [0 Subnets Associated Dack St | Shaliza; |28 Actions
Name Agents State
O fedoloud | sxinet s o Yes  ACTIVE UP EditNetwork | ~

160.183.250.0/24
L fedcloud  nett subnet? 10.0.0.0/24 o No ACTIVE UP EditMetwork | =

Displaying 2 tems

ddE HWE/AIE ARet WE 2747F = F
Network Topology

Small Normal #» Launch Instanece + Creats Network + Create Router
&
2
g
B
1 B
2 &
14 B

network topologyE < QISHC}.
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Create Router

Router Name *

| routert|

Cancel Create Router

Network Topology

Small Normal

Z/0057 €8T 05T

HESI EZXE

Router Details

Router Overview: router1

Name

routert

D
0bB49759-5a1d-446d-b3al-bf2eBf52bbel
Status

ACTIVE

Admin State

up

External Gateway Information
Connected Extemnal Network: ext-net

Interfaces

Interfaces
[ Name Fixed IPs

O (deB9Da34) 150.183.250.175
O | (7058£46d) 10.0.0:1

Displaying 2 tems

2t H

$TIOG0TT

Status

DOWN

DOWN

212 Ef

=0 FLf.

# Launch Instanece <+ Create Network + Create Router

gtolsic).

Clear Gateway [

=+ Add Interface

Admin State Actions

Delete Interface
Delete Interface




EGI Federated Cloud #= Jl= 21MI

ssh-keygen -t rsa
nova keypair-add —-—pub_key
nova keypair-|ist

~/.ssh/id_rsa.pub

demo-key

Name

| Fingerprint

demo-key

| dd:c2:72:32:f3:d1:90:50:55:2¢:20:70:06:38:80:ba

_39_

flavor =3|6}7| (ZpAHAI QIAEHAO|l CPUZ|4, RAM A7|E H9|)
# nova flavor-1list
| ID | Name | Memory_MB | Disk | Ephemeral | Swap | VCPUs | RXTX_Factor | Is_Public |
| 1 | mi.tiny | 512 | 1 | 0 | | 1 | 1.0 | True |
| 2 | ml.small | 2048 |20 |0 | | 1 | 1.0 | True I
| 3 | ml.medium | 4096 | 40 | 0 | | 2 | 1.0 | True
| 4 | mi.large | 8192 | 80 |0 | | 4 | 1.0 | True I
| 5 | ml.xlarge | 16384 | 160 | 0 | | 8 | 1.0 | True I
RIAEHAONM AMES O|O|X| ID F5}7|
# nova image-list | tee output
| 1D | Name | Status | Server |
| e0dedbb7-b533-4a2¢c-a77a-63¢c101177583 | Cirr0S 0.3.1 | ACTIVE |
# export ID="grep Cirr0S outpu | awk '{ print $2 }"°
QIAE AR SSHRt ping2 8HA| security group 122 A7
# nova secgroup-add-rule default tcp 22 22 0.0.0.0/0
# nova secgroup-add-rule default icmp -1 -1 0.0.0.0/0
| IP Protocol | From Port | To Port | IP Range | Source Group |
| tcp | 22 | 22 | 0.0.0.0/0 | |
| IP Protocol | From Port | To Port | IP Range | Source Group |
| icmp | -1 | -1 | 0.0.0.0/0 | |
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# nova secgroup—|ist
| Id | Name | Description |
| 1 | default | default

# nova secgroup-list-rules default

| IP Protocol | From Port | To Port | IP Range | Source Group |
| tcp | 22 | 22 | 0.0.0.0/0 | |
| icmp | -1 | -1 | 0.0.0.0/0 | |

nova boot ——flavor ml.small

L

—image $IMAGE_ID --nic net—id=$NET_ID

—-—secur ity-group default -—-key-name demo-key

demo—instancel > output ; cat output

Property Value
0S-DCF:diskConfig MANUAL
0S-EXT-AZ:availability_zone nova

0S-EXT-SRV-ATTR:host
0S-EXT-SRV-ATTR:hypervisor_hostname
0S-EXT-SRV-ATTR: instance_name
0S-EXT-STS:power_state
0S-EXT-STS: task_state
0S-EXT-STS:vm_state
0S-SRV-USG: launched_at
0S-SRV-USG: terminated_at
access|Pv4

access|Pv6

adminPass

config_drive

created

flavor

host Id

id

image

key_name

metadata

name
os—extended-volumes:volumes_at tached
progress

security_groups

status

instance-00000919
0

schedul ing
building

S4sDeMFWeallZ

2015-10-05T02:20:30Z
mi.small (2)

9763a64e-9cf7-4004-8593-a%b f 5e417e2b

cirros-0.3.3-x86_64 (9eabafdo-b223-4144-aff5-a1279p53e4f4)
demo-key

{}

demo-instancel

[]

0

defaul t

BUILD

_40_
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tenant_id | 817d6eacdeb14663a7c1d68b1111e681
updated | 2015-10-05T02:20:30Z
user_id | 32df0da96be34486bdb039c587088717

JHAM Al OIAEHA FIAE

ool 1A
# nova list

I ID | Name | Status I Task State I Power State I Networks |
I87be4ced—0566—4257—b945—277023613397 | demo-instancel | BUILD | spawning I NOSTATE | net1=10.0.0.9I
I.E.BIt.)c.eA.Ic.:(.s(.i—CS66—4257—b945—277023e13397 | demo-instancel | ACTIVE | - | Running | net1=10.0.0.9 |

AA =EO| M virsh list 2 MAE OIAEA

o
Jo
ro

#
I

virsh list
d Name State

1

instance—00000001 running

L. O 2=E 0[85t0] ALHA HPG5o|

openstack

Log In

User Name

fedeloud

Password

a2 23¢9
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Launch Instance

Details * Access & Secunity ™ Netwarking * Post-Creation Advanced Options

Avallability Zone Specify the details for launching an instance.

nova . The chart below shows the resources used by this

project in relation to the project’s guotas
Instance Name * F
Flavor Details

my vm
Name m.tiny
Flavor * @ VCPUs 1
ki " RootDisk 168
Instance Count " @ Ephemeral Disk 0GB
1 Total Disk 1GB
Instance Boot Source " @ RAM 512 M8
Boot from image v R .
Project Limits
Image Name Number of Instances
cirros-0.3.3-x86_64 (12.6 MB) v
Number of VCPUs
Total RAM

cance m

Launch Instance

Details * Access & Securty * Networking * Post-Creation Advanced Options

Key Pair @
ol Control access to your instance via key pairs. security

demo-key vl s+ groups. and other mechanisms

Security Groups " @

¥l default

7| mjof 478

Launch Instance

Details * Access & Secunty * Networking * Post-Creation Advanced Options

Selected networks Choose network from Available networks fo Selected
networks by push button or drag and drop. you may
m netfe mazess SO change NIC order by drag and drop as well.

Available networks

b

FECERE!
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Instances

Instances Instance Name v Filter Filtar | | #¥Launch Instanse © Terminate Instances
Instance P Key Availability Power  Time since

=] i i

"~ Name Image Naile | wjgress S8 pgy | SHEME g Task | State  croated flions

& ¢imos-03.3 demo-

"] v 1.timy -
my vm ¥86 64 100057 midny | o Active  nova None Running O minutes Creats Snapshot

Displaying 1 tem

MWYE QIAHA 22

— L =

Manage Floating IP Associations

IP Address *

IP Address Select the |P address you wish to associate with the

150,183 250 182 A + selected instance.

Port to be associated ™

my vm: 10,0.0.57 hd

Cancel sociate

=2y P oy
= o = O
—

Instances

Instances Instance Name v | Filter Filler | 4»Launen Instance

s Time
@ |[dnstanems |y fine |1 Addbesa S (| DO | Gt | DR g | B Actions
Name Pair Zone State
created
I myvm :g;g'l} 1;‘:?1%;7250162 mi tiny ::,N} Active  neva None Running 1 minute Create Snapshot | ~
Displaying 1 em
Log Lengu (92 com | view FulLog
Instance Console Log | -
Arch: x86_62

CPU(s): 1 @ 2400.228 MHz

Cores/Sockets/Threads: 1/1/1

Virt-type:

RAM Size: 491MB

Diskst

NAME MAJ:MIN SIZE LABEL FOUNTPOINT

wda 253:8 1673741824

wdal 253:1 1061861128 cirros-rootfs /

sshd host keys

- ~BEGIN SSH HOST KEY KEYS-----

ssh-rsa fyc: 7oL P 35iK2TUr62123%yrheDZKRTWFOK 16FHC: 2BUpTKY /XNIO1ATKPs S

@R165KETq0BC BurfluSLTs/ 280z BBy FQME7nu2BNYTRMK /NE L YXSB= I iy

sshodss MAABBZJza(ik(}?’lAAA(BALRuzﬂla]h(ughuzlhhgwyﬁﬁl{h‘g‘ip‘ﬂplly—unxbr&SSbP(mhi\ﬂumbxru[7DijhL5;5gT2ht—/5X]uTvngq\.'mMS)H‘tVUﬁ‘(n{%Dﬁim

NTt12Rty 306 A TATmYN/ Cyun3CX0Lxx67 s ChARAF QCHFETSHUnUGBSA5 d2gh7 1 =3y 3GDQAATEATHFL XOaTEENKASFASPzpecL 1V Fpx

CYyT/Y4PO 1H1aDSVYBUPLEQBEEK F Zowbtu/ 16 /uh » HOVrpTOZHLF+2CndBHYVE 5 2xT02FTVIORLC er

TFNAKABACAC 45605 2BOUMSBZuBy hat DeL ZoklyyD2p755nCxUd1 /Bnliad THE /VIKVq I 2xF Tt++kZebaXZhF 8/ WL IqPRIHBLFX1HpS+3saHbF cy 186 IRRAL SROZPszPHEKQR

AMBKSHZ T/ X00nTMrAZVF IR2AL+L+EVhCENNS=
~END SSH HOST KEY KEYS-----

network info
nfo: lo,0p,127.8.0.1,8,::1

-info: eth@,up,1€.2.0.57,24, feB0; :f816: 3eff:fe00 7810
-route:default vis 10.8.6.1 dev ethe
oute:18.9.0.8/24 dev ethé src 16.8.8.57
datasource: ec2 net
instance-ic: 1-00009=a3
name: N/A
availability-zone: nova
local-hostname: my-vm.novalocel
launch-index: @

cirros: current=2.3.3 uptime=7.94

(3 e ==

VI R N

N pF N
nttp://cirros-cloud. net

login as ‘cirros’' user. default password: 'cubswin:)'. use ‘sudo' for root.
my-ym login:

dAEA 2z 27 X3
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beard inp

click the broy

kernel
kernel

login i . d: ’cubswi . use ’sudo’ for root.
vm login: _

Send CtriAltDel
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H|3& Federated Cloud 2T E$|0| MX]|

FedCloudE 2%t CMS(Cloud Management Frameworks) AX|& {|diA= EtAT EA ALO|EQ|
SMBIE HIOTICEH S| X|2dt= EAEN M E Icehouse?l JunoO|H Havana HHAE2 s X|
_ O [e]

HE|X| A= O|™O|CL keystone AH|AE E4=0|[H, OCCIE 0|2%t VM 2| 7|52 f8iA nova,
A

.|_

cinder, glance, neutrong AX[5}|OFSICL. nova-network = neutron C{Al AMEE 4 UX|TH A
OpenStack 1} 87| Ct2 AZEQO{E MX|8|OF stCt.

- OCCI-OS : OpenStackgZ ¢|$t OCCI API

- keystone-voms : VOMS proxyE 0|2%t 915

- cASO : OpenStack®| O{7}2&E HEE £=%3d
- BDIl : AFO|E HEQI MME EGI HE A|AE
- vmcatcher : EGI App DBE X35l O

OpenStackOf A 0|8 =+ A== o

2 OfL|C}. CDMI # 22 O|&dt10At otCtH swiftE A X|sl|ofF StC}.

|>

o |y

2E

—_

=
[

1o S
|[EE O[O[X|Z7} E=Xfot=A| At CH2ZESHY

o=

O

EGI federator
OpenStack resource provider services
Keystone OpenStack
components
") Get access token Keystone- s i
— s add-ons
VOMS x509 proxy M VOMS

Apache+55L EGI integration

+mod_wsgi | tools
" Publish
Ig Extract usage accounting 3 £6| .
& ceilometer cASO s accounting
g, repository
vy
m
=

Publish
Native OS clients . Extract site cloud-bdii- endpaint Site BDII
nova-api provider information ite
0OCCI clients
occl
r
Manitor site g e
EGI lance Register/update vmcatcher Subscribe to AppDB

monitoring g i mages + hooks image lists (vmcaster)

12l 29. OpenStack 7|Ht9| FedCloud AH|A FAME

1. VOMS AN
VOMS 4 AH|AL= RFC 3820 Of 7|HIS X.509 ZZA|

s+ U=, -rfc 4

rulo
Al
rl:l
|n
Iy

i

13) https://wiki.egi.eu/wiki/Fedcloud-tf:ResourceProviders:OpenStack#OpenStack
14) http://en.wikipedia.org/wiki/VOMS
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ro

O] Ar83HoF otCt. H&2| X509 S MLfAl 0] ZEA= HAHE keystone MHO| ASEEZZE A}
= 7t QULCt. keystone VOMS authentication module &4 & github 190 2244 ULt

ol
+

\Sstaa (1 Gridema Q1= M, fetch-crl |

'.2 VOM;S, ool 5 E ."[ {14 WOHEH, Isc THY, vomses THR J [15 vomsjson Th J

VOMS-enabIed | \,’OMS_ '_"d'_.f_‘i, iQ pip gxi J' ll[) voms EE gﬁl (keystone-voms) J 111 paste.ini- g@, J
i keystone | 12 voms module configuration | l:13 keystone.conf #’EJ

_ (Bwsgi A3 HE #x | (4 wsal 87 |
WGl 1L [3 apache, mod_wsgi, mod_ssl | | 5 MH2AZA J i:z‘ allow proxy certs=1 4% J

1;8 passworc.l. credential test J

LEﬂﬁE } {I? METAEY | {18 voms-proxy-init j ‘L.IQ curl test |

2l 30 keysont-voms AX| 1tH

EUgridPMA CA certificates A X|

# cd /etc/yum.repos.d

# wget http://repository.egi.eu/sw/production/cas/1/current/repo-files/EGI-trustanchors.repo
# cat EGl-trustanchors.repo

# yum install -y ca-policy-egi-core

fetch-crl A X|

# yum install -y fetch-crl

# /usr/sbin/fetch-crl -h

# /sbin/chkconfig fetch-crl-cron on
# /sbin/service fetch-crl-cron start
# touch /etc/sysconfig/fetch-crl

# time /usr/sbin/fetch-crl

VOMS 20|E2{2| AX|

# yum -y install voms
# rpm —af /usr/lib64/!ibvomsapi.so.1
voms—2.0.12-3.¢el7.x86_64

keystone N +=H

# vi /etc/keystone/keystone.conf

[paste_deploy]
# Name of the paste configuration file that defines the available pipelines

15) http://ifca.github.io/keystone-voms/
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# config_file = /usr/share/keystone/keystone-dist-paste.ini

config_file = /etc/keystone/keystone-paste.ini

‘wq

# cp /usr/share/keystone/keystone-dist-paste.ini /etc/keystone/keystone-paste.ini

OfmbX| EAMH X2t 23
Apache 0 WSGI 2F mod_ssl 2 HZA3slICt.

# yum -y install mod_wsgi mod_ss| httpd php

OtLtX| MHE LISt 20| 28ttt
HLEHSE J|E keystone I} S mt7| Qs 5001, 35358 2 BiCh.

# cp /etc/httpd/conf/httpd.conf  /etc/httpd/conf/httpd.conf.orig
# vi /etc/httpd/conf/httpd.conf
<Directory />
AllowOverride none
Require all granted
</Directory>

WSGISocketPrefix  /var/log/httpd

Listen 5001
<VirtualHost _default_:5001>
LogLevel warn

ErrorlLog /var/log/httpd/5001_error.log
CustomLog  /var/log/httpd/5001_ss!|_access. log combined

SSLEngine on

SSLCertificateFile /etc/ssl/certs/hostcert.pem
SSLCertificateKeyFile /etc/ssl/private/hostkey.pem
SSLCACertificatePath /etc/grid-security/certificates
SSLCARevocat ionPath /etc/grid-security/certificates

SSLVerifyClient optional

SSLVer i fyDepth 10

SSLProtocol all -SSLv2

SSLCipherSuite ALL: 'ADH: EXPORT: ISSLv2:RC4+RSA:+HIGH: +MED | UM: +LOW
SSLOptions +StdEnvVars +ExportCertData

WSGIDaemonProcess keystone user=keystone group=keystone processes=1 threads=1
WSGIScriptAlias / /usr/lib/cgi-bin/keystone/main
WSGIProcessGroup keystone

</VirtualHost>

Listen 35358
<VirtualHost _default_:35358>
LogLevel warn
ErrorLog /var/log/httpd/35358_error. log
CustomLog  /var/log/httpd/35358_ss!|_access. log combined
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SSLEngine on

SSLCertificateFile /etc/ssl/certs/hostcert.pem
SSLCertificateKeyFile /etc/ssl/private/hostkey.pem
SSLCACer tificatePath /etc/grid-security/certificates
SSLCARevocat ionPath /etc/grid-security/certificates

SSLVerifyClient optional

SSLVerifyDepth 10

SSLProtocol all -SSLv2

SSLCipherSuite ALL: 'ADH: IEXPORT: ISSLv2:RC4+RSA:+HIGH:+MED | UM: +LOW
SSLOptions +StdEnvVars +ExportCertData

WSGIDaemonProcess  keystoneapi user=keystone group=keystone processes=1 threads=1
WSGIScriptAlias / lusr/lib/cgi-bin/keystone/admin
WSGIProcessGroup keystoneapi

</VirtualHost>

SSLVerifyClient &M optional 2 37| 20 VOMS ZEAI7L Qe Atz keystone
I

credential 2 Q9150| 7ts3d|iCt.

Keystone € WSGI application 22 Asds}7| 8 WSGI A3 T EJ} & QsiCt.
0| A& keystone B|ZX|E{2|0| ZEE|0f UL}
https://github.com/openstack/keystone/blob/stable/havana/httpd/keystone.py

of A3 EEE Mot Ltz 20| 3§ U= =ot

# mkdir -p /usr/lib/cgi-bin/keystone/

# cd /usr/lib/cgi-bin/keystone/

# wget https://raw.githubusercontent.com/openstack/keystone/stable/juno/httpd/keystone.py
# In -s /usr/lib/cgi-bin/keystone/keystone.py /usr/lib/cgi-bin/keystone/main

# In -s /usr/lib/cgi-bin/keystone/keystone.py /usr/lib/cgi-bin/keystone/admin

/etc/grid-security Off QAIZTME ZAts) =L}

cd /etc/grid-security

chmod 644 hostcert.pem

chmod 644 hostkey.pem

cd /etc/ssl ; In -s ../pki/tls/private

cp /etc/grid-security/hostcert.pem /etc/ssl/certs/hostcert.pem
cp /etc/grid-security/hostkey.pem /etc/ssl/private/hostkey.pem

H HF H H HF

X509 ZEA| QS ME OFIHX] MHO|A O[83t7| fIiM 2t Ha+E 2Tt

[

# vi /etc/sysconfig/httpd

OPENSSL_ALLOW_PROXY_CERTS=1
wq
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httod MHE A|ZfSHCE

# /etc/init.d/httpd restart

curl B 0|83t 27 =0l UH

# export CURL_OPTION="--capath /etc/grid-security/certificates"

# curl $CURL_OPTION —i -X POST https://fccont.kisti.re.kr:35358/v2.0/tokens -H "Content-Typ
e: application/json" -H "User—-Agent: python-keystoneclient" -d '{"auth": {"tenantName": "ad
min", "passwordCredentials": {"username": "admin", "password": "admin"}}}'

SQL Token driver M7

# grep "driver =" /etc/keystone/keystone.conf | grep Token
# vi /etc/keystone/keystone.conf
[ token]

driver = keystone. token.backends.sql.Token

VOMS module AX|
python-pip A X|

# yum install -y python-pip.noarch git swig
# yum install -y openssl-devel py thon-deve |
# yum -y groupinstall "Development Tools"

Keystone VOMS module AX|

# pip uninstal | keystone-voms

# cd /root

# git clone git://github.com/IFCA/keystone-voms.git -b stable/juno
# cd keystone-voms

# pip install . 2>&1 | tee i.log

Successful ly installed python-keystone-voms
Cleaning up...

g% gl

# pip list | grep keystone
keystone (2014.2.2)
keystone-voms (2014.2.0)
keystonemiddleware (1.2.0)
python-keystoneclient (0.11.1)

2B

/usr/1ib/python2.7/site-packages/keystone_voms
/usr/1ib/python2.7/site-packages/python_keystoneclient-0.11.1-py2.7.egg-info
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Keystone VOMS module &3} 8}7|

# vi /etc/keystone/keystone.conf
config_file = /etc/keystone/keystone-paste.ini
“WQ

# vi /etc/keystone/keystone-paste.ini

[filter:voms]
paste.filter_factory = keystone_voms.core:VomsAuthNMiddleware.factory
WQ

# systemct!| restart openstack-keystone.service

VOMS module &%H

vomsdir_path: Path storing the .Isc files.

- ca_path: Path where the CAs and CRLs are stored.

- voms_policy: JSON file containing the VO/tenant/role mapping.

- vomsapi_lib: Path to the voms library to use.

- autocreate_users: Whether a user should be autocreated if it does not exist

- add_roles: Whether roles should be added to users or not.

user_roles: list of role names to add to the users (if add_roles is True).

# vi /etc/keystone/keystone.conf

[voms]

vomsdir_path = /etc/grid-security/vomsdir
ca_path = /etc/grid-security/certificates
voms_policy = /etc/keystone/voms. json
vomsapi_lib = |ibvomsapi.so.1
autocreate_users = True

add_roles = False

user_roles = _member_

Allowed VOs A 7435}7|
# FedCloud voms setting

# mkdir -p /etc/grid-security/vomsdir/fedcloud.egi.eu

# cd /etc/grid-security/vomsdir/fedcloud.egi.eu

# cat >voms1.egee.cesnet.cz.lsc <<EOF

/DC=0rg/DC=terena/DC=tcs/0OU=Domain Control Validated/CN=voms1.egee.cesnet.cz
/C=NL/O=TERENA/CN=TERENA eScience SSL CA

EOF

_50_



EGI Federated Cloud #= Jl= 21MI

# cat >voms2.grid.cesnet.cz.lsc <<EOF

/DC=org/DC=terena/DC=tcs/0U=Domain Control Validated/CN=voms2.grid.cesnet.cz
/C=NL/ST=Noord-Ho| land/L=Amsterdam/O=TERENA/CN=TERENA eScience SSL CA 2

EOF

VO to local tenant mapping 84

# vi /etc/keystone/voms. json

{
"fedcloud.egi.eu": {
"tenant": "fedcloud"
I3
"dteam": {
"tenant": "ops"
}
"ops": {
"tenant": "ops"
)3
)5
HAE

VOMS ZE10|¢E MX|

‘# yum install -y voms-clients

VOMS proxy 44

# su - sangwan

# mkdir .globus

# cd .globus # AFSXAE QASA A}
# chmod 644 usercert.pem

# chmod 400 userkey.pem

VOMS ZEA| MM

# voms—proxy—init -voms fedcloud.egi.eu ——rfc —dont-verify-ac

Enter GRID pass phrase:

Your identity: /C=KR/0=KISTI/0=GRID/0=KISTI/CN=80864141 Sangwan Kim
Creating temporary ProXY . ... e e Done

Contacting voms2.grid.cesnet.cz:15002 [/DC=org/DC=terena/DC=tcs/0U=Domain Control Validate
d/CN=voms2.grid.cesnet.cz] "fedcloud.egi.eu" Done

Creating ProXy . ... Done

Your proxy is valid until Thu May 14 05:05:45 2015

DZEA MNE 29

=/ -

# voms-proxy-info —file /tmp/x509up_u1000 -al |
subject © /C=KR/0=KISTI/0=GRID/0=KISTI/CN=80864141 Sangwan Kim/CN=105066999
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issuer : /C=KR/0=KISTI/0=GRID/0=KIST|/CN=80864141 Sangwan Kim
identity : /C=KR/0=KISTI/0=GRID/0=KISTI/CN=80864141 Sangwan Kim
type - RFC compliant proxy

strength : 1024 bits

path © /tmp/x509up_u1000

timeleft : 11:58:46
key usage : Digital Signature, Key Encipherment, Data Encipherment
=== V0 fedcloud.egi.eu extension information ===

VO . fedcloud.egi.eu
subject : /C=KR/0=KISTI/0=GRID/0=KISTI/CN=80864141 Sangwan Kim
issuer : /DC=org/DC=terena/DC=tcs/0U=Domain Control Validated/CN=voms2.grid.cesnet.cz

attribute : /fedcloud.egi.eu/Role=NULL/Capabi |ity=NULL
timeleft : 11:58:46
uri : voms2.grid.cesnet.cz:15002

VOMS 91& HAE

export X509_USER_PROXY=/tmp/x509up_u1000

echo '{"auth":{"voms":true}}' > data_voms

cat /etc/grid-security/certificates/*.0 > /etc/grid-security/certificates/ca-bundle.crt
export ENDPOINT=https://fccont.kisti.re.kr:5001/v2.0/tokens
export CURL=/usr/local/curl/bin/curl

$CURL ——cert $X509_USER_PROXY —-X POST $ENDPOINT #
$CURL_OPTS -H "Content-type: application/json" W

-d @data_voms #

--cacert /etc/grid-security/certificates/ca-bundle.crt W
-—-capath /etc/grid-security/certificates > output

# cat output | python -m json.tool

{

H O H FH HF HF

"access": {
"metadata": {
"is_admin": 0,
"roles": []
I3
"serviceCatalog": [],
"token": {
"audit_ids": [
" jBdpSUs0Sb6KO0 i 4a5MaQjw"
]
"expires": "2015-05-20T03:01:50Z2",
"id": "7bd3785e64ae4d6aa780a383daa28a43" ,
"issued_at": "2015-05-20T702:01:50.671625"
I3

"user": {
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"id": "aa874aa706bd435abfdb782123615a1a",

"name": "/C=KR/0=KISTI1/0=GRID/0=KIST|/CN=80864141 Sangwan Kim",
"roles": [],

"roles_links": [],

"username": "/C=KR/0=KISTI/0=GRID/0=KISTI|/CN=80864141 Sangwan Kim"

2. OCC

The Open Cloud Computing Interface (OCCI) is a RESTful Protocol and API designed to
facilitate interoperable access to, and query of, cloud-based resources across multiple resource

providers and heterogeneous environments.

OCCI MH|A MX]|
j7|x[ 2K

‘$ yum install -y python-pip.noarch git

pyssf LiO|M I{7|X| X

# pip install pyssf
# pip list | grep pyssf
pyssf (0.4.7)

ocCi-os AA AX| 16)

# git clone git://github.com/EGI-FCTF/occi-os -b stable/juno
# cd occi-os/
# python setup.py install

OpenStack A4

# vi /etc/nova/api-paste.ini

HHHHHHHE

# OCCl #

HHHHHHE

[composite:occiapi]

use = egg:Pasteffur Imap

/% occiapppipe

[pipeline:occiapppipel]

pipeline = authtoken keystonecontext occiapp

16) https://github.com/IFCA/occi-os
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[app:occiapp]
use = egg:openstackocci-havana#occi_app

# vi /etc/nova/nova.conf
enabled_apis=ec2,occiapi,osapi_compute,metadata

wq

OCCI MH|AE keystone 0O SE3}7|

# keystone service-create ——name occi_api ——type occi ——description 'Nova OCC| Service'

# keystone service-list

# keystone endpoint-create —-service_id 527a66524bba441cal13750a9787b096 --region RegionOne #
——publicur | http://controller:8787/ W
-—internalur! http://controller:8787/ W
——adminur | http://control ler:8787/

£+HZ nova-api AMH|AE T A|E}

‘# /etc/init.d/openstack-nova-api restart

OCClI AMH|A ZEE 3

# vi /etc/nova/nova.conf
occiapi_listen_port=9999

MEIAS TAIE

‘# systemct!| restart openstack-nova-api.service

nova-api AH|A7} 9999 LEE AIE2F 2 =9l
# netstat -antp | grep ":9999" | grep LISTEN
tep 0 0 0.0.0.0:9999 0.0.0.0:+ LISTEN 3910/python

ALE3SE AMH|A EE. (Of2ff ZEE iptables BSIE0|A HO{=LCt)

MH[A E
OCCI (http) 9999
OCCI (https) 8787

ofmpx| 28 =3

# yum -y install mod_proxy_html
# vi /etc/httpd/conf/httpd.conf
LoadModule rewrite_module modules/mod_rewrite.so
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LoadModule proxy_module modules/mod_proxy.so

LoadModule proxy_http_module modules/mod_proxy_http.so

LoadModule substitute_module /usr/lib64/httpd/modules/mod_substitute.so
LoadModule filter_module /usr/|ib64/httpd/modules/mod_filter.so

LoadModule proxy_balancer_module modules/mod_proxy_balancer .so

# 0OCCI
Listen 8787
<VirtualHost _default_:8787>
LogLevel warn
ErrorLog /var/log/httpd/8787_error.log
CustomLog /var/log/httpd/8787_ss|_access. log combined

SSLEngine on

SSLCertificateFile /etc/ssl/certs/hostcert.pem
SSLCertificateKeyFile /etc/ssl/private/hostkey.pem
SSLCACertificatePath /etc/grid-security/certificates
SSLCARevocat ionPath /etc/grid-security/certificates
#SSLCACer tificateFile /etc/pki/tls/certs/ca-bundle.crt

SSLVerifyClient optional
SSLVerifyDepth 10
SSLProtocol all -SSLv2
SSLCipherSuite ALL:!ADH:!EXPORT: !SSLv2:RC4+RSA:+HIGH:+MEDIUM: +LOW
SSLOptions +StdEnvVars +ExportCertData
<|fModule mod_proxy.c>
# Do not enable proxying with ProxyRequests until you have secured your
# server. Open proxy servers are dangerous both to your network and to the
# Internet at large.
ProxyRequests Of f

<Proxy =*>

Order deny,al low

Deny from all

#Allow from .example.com
</Proxy>

ProxyPass / http://fccont.kisti.re.kr:9999/ connectiontimeout=600 timeout=600
ProxyPassReverse / http://fccont.kisti.re.kr:9999/

FilterDeclare OCCIFILTER

FilterProvider OCCIFILTER SUBSTITUTE resp=Content-Type $text/

FilterProvider OCCIFILTER SUBSTITUTE resp=Content-Type $application/
<Location />

#AddOutputFilterByType SUBSTITUTE text/plain

FilterChain OCCIFILTER

Substitute slhttp://fccont.kisti.re.kr:9999|https://fccont . kisti.re.kr:8787|n
Order allow,deny

Allow from all

</Location>
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rOCCI 220|P1E AX|
x

occi AX|ZHHINZ &I

ok

yum repository A7

b},

4.repo

# wget -0 /etc/yum.repos.d/rocci-cli.repo W
http://repository.egi.eu/community/software/rocci.cli/4.2.x/releases/repofiles/s|-6-x86_6

7| x| 2]

# yum install -y occi-cli

# In -s /opt/occi-cli/bin/occi

/usr/bin/occi

AMEH

# occi —-version
4.2.5

# occi
Usage: occi [OPTIONS]

Options:
-e, ——endpoint URI

-n, ——auth METHOD
to "none"

-k, —-timeout SEC

-u, —-username USER
mous"

-p, ——password PASSWORD

-c, ——ca-path PATH
ity/certificates"

-f, ——ca-file PATH
-s, ——skip-ca-check
-F, ——filter CATEGORY

-x, ——user-cred FILE
rcred.pem"

-X, ——voms
le
-y, ——media-type MEDIA_TYPE

-r, —-resource RESOURCE
-t, ——attribute ATTR

-T, —-context CTX_VAR

-a, ——action ACTION

be useé together with the -m option

esource instances: [occi.core.title]

Missing required arguments: resource, action

0CCl server URI, defaults to "http://localhost:3000"
Authentication method, only: [x509|basic|digest|none], defaults

Default timeout for all HTTP connections, in seconds
Username for basic or digest authentication, defaults to "anony

Password for basic, digest and x509 authentication
Path to CA certificates directory, defaults to "/etc/grid-secur

Path to CA certificates in a file
Skip server certificate verification [NOT recommended]
Category type identifier to filter categories from model, must

Path to user's x509 credentials, defaults to "/root/.globus/use
Using VOMS credentials; modifies behavior of the X509 authN modu

Media type for client <-> server communication, only: [applicat

ion/occi+json|text/plain,text/occi|text/plain|text/occi], defaults to "text/plain,text/occi"

Term, identifier or URI of a resource to be queried, required
An "attribute='value'" pair, mandatory attrs for creating new r

A "context_variable='value'" pair for new 'compute' resource in

stances, only: [public_key, user_data]

Action to be performed on a resource instance, required

17) https://wiki.egi.eu/wiki/Fedcloud-tf:CLI_Environment
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-M, —-mixin IDENTIFIER
#TERM

-j, ——link URI
ble only for action 'link'

-g, ——trigger-action ACTION
M or TERM

-1, ——log-to OUTPUT
'stderr’

-0, ——output-format FORMAT

Federated Cloud /#5 Jl& Z21A |

Identifier of a mixin, formatted as SCHEME#TERM or SHORT_SCHEME
URI of an instance to be linked with the given resource, applica
Action to be triggered on the resource, formatted as SCHEME#TER
Log to the specified device, only: [stdout|stderr], defaults to

Qutput format, only: [json|plain|json_pretty|json_extended|json

_extended_pretty], defaults to "plain"

-b, ——log-level LEVEL
unknown|warn]

-z, ——examples
-m, ——dump-mode |
-d, —-debug

-h, —-help

-V, —-version

ME OHE =223

# occi -z

# Examples

## Quick reference guide

occi ——endpoint http://localhost:
occi ——endpoint http://localhost:
occi ——endpoint http://localhost:

occi ——endpoint http://localhost:
bian6 —-—mixin resource_tpl#small

occi ——endpoint http://localhost:
s5fg65sfg465sfg-sf65946sfhgdsdfg

## Listing resources

occi ——endpoint http://localhost:
occi ——endpoint http://localhost:
occi ——endpoint http://localhost:
occi ——endpoint http://localhost:
occi ——endpoint http://localhost:

## Describing resources

occi ——endpoint http://localhost:
occi ——endpoint http://localhost:
occi ——endpoint http://localhost:
occi ——endpoint http://localhost:
occi ——endpoint http://localhost:

## Creating resources
occi ——endpoint http://localhost:

Set the specified logging level, only: [debuglerror|fatallinfo]

Show usage examples

Contact the endpoint and dump its model
Enable debugging messages

Show this message

Show version

3000/ ——action list ——resource os_tpl
3000/ ——action list ——resource resource_tpl
3000/ --action describe —--resource os_tpl#debian6

3000/ --action create —-resource compute —-mixin os_tpl#de
——attribute occi.core.title="My rOCCI VM"

3000/ --action delete ——resource /compute/65sd4f654sf65g4-

3000/ --action list --resource compute
3000/ --action list —-resource network
3000/ --action list --resource storage
3000/ --action list ——resource os_tpl

3000/ --action list —-resource resource_tpl

3000/ --action describe --resource compute
3000/ --action describe --resource network
3000/ --action describe —-resource storage
3000/ --action describe ——resource os_tpl

3000/ --action describe ——resource resource_tpl

3000/ —-action create [ --attribute attribute_name='attrib

ute_value' 1+ [ ——mixin mixin_type#mixin_term ]+ —-resource compute

occi ——endpoint http://localhost:

3000/ ——action create [ ——attribute attribute_name='attrib

ute_value' 1+ [ ——mixin mixin_type#mixin_term ]+ —-resource network

occi ——endpoint http://localhost:

3000/ —-action create [ --attribute attribute_name='attrib

ute_value' 1+ [ ——mixin mixin_type#mixin_term ]+ —-resource storage

OCCI 20| E AtE2H
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OCCI 22109 EZ 0|2810] VMEZ| &}
0S ElZ2| g|AE X3
A

CESNET (OpenNebula) AtO|E

HF EH
od

rir

# occi ——endpoint https://carach5.ics.muni.cz:11443/ --action |ist —-resource os_tpl| W
——auth x509 --user-cred /tmp/x509up_u500 --voms
http://occi.carach5.ics.muni.cz/occi/infrastructure/os_tpl#uuid_monitoring_20
http://occi.carach5.ics.muni.cz/occi/infrastructure/os_tpl#uuid_egi_s|6goldenimage_cesnet_50
http://occi.carach5.ics.muni.cz/occi/infrastructure/os_tpl#uuid_generic_vm_54

http://occi.carach5.ics.muni.cz/occi/infrastructure/os_tpl#uuid_ubuntu_server_14_04_Its_fedcloud_duk
an_84

MOIELfS| 288 + A= @ =257

# INFN-Bari (OpenStack) https://prisma-cloud.ba.infn.it:8787/

# occi ——endpoint https://prisma-cloud.ba.infn.it:8787/ --action list —-resource os_tpl W
——auth x509 --user-cred /tmp/x509up_u500 --voms

http://schemas.openstack.org/template/os#tecabb03e-d6df-4964-a490-aelef57536e7

http://schemas.openstack.org/template/os#7440eb4db-f f1e-4059-a3fa-78112362282¢

http://schemas.openstack.org/template/os#36378598-7f42-4fc5-806b-9a6df2791f20

http://schemas.openstack.org/template/os#c0a2f9e0-081a-419c-b9a5-8chb03b1dech5
http://schemas.openstack.org/template/os#7cfba655-f692-406f-a659-7900224290cc

E7 OS templete?] HEE 7|

# occi ——endpoint https://prisma-cloud.ba.infn.it:8787/ ——action describe W

——auth x509 --user-cred /tmp/x509up_u500 --voms W

——resource os_tpl#72ada03a-5694-4a79-8e7e-069516a31a59
HHHHHHEH A
[[ http://schemas.openstack.org/template/os#72ada03a-5694-4a79-8e7e-069516a31a59 ]

title: Image: Ubuntu-14.04-amd64
term: 72ada03a-5694-4a79-8e7e-069516a31a59
location: /72ada03a-5694-4a79-8e7e-069516a31a59/

HHHHHHE A A R A A R AR AR

242 HE3 HE @7
# occi ——endpoint https://prisma-cloud.ba.infn.it:8787/ —-action list W
-—resource resource_tpl ——auth x509 —-user-cred /tmp/x509up_u500 —-voms
http://schemas.openstack.org/template/resource#1cpu-1gb-10dsk
http://schemas.openstack.org/template/resourcef#fmi-xlarge
http://schemas.openstack.org/template/resource#2cpu-4gb-20dsk
http://schemas.openstack.org/template/resource#2cpu-4gb-50dsk

http://schemas.openstack.org/template/resource#8cpu-16gb-40dsk
http://schemas.openstack.org/template/resource#8cpu-8gb-10dsk
http://schemas.openstack.org/template/resourcef#fmi-medium

glan HES HE A7)
# occi ——endpoint https://prisma-cloud.ba.infn.it:8787/ ——action describe W

--resource resource_tpl#2cpu-4gb—20dsk W

—-—auth x509 --user-cred /tmp/x509up_u500 --voms
HHHHHHHHHHHHH AR A
[[ http://schemas.openstack.org/template/resource#2cpu-4gb-20dsk ]
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title: Flavor: 2cpu-4GB-20dsk
term: 2cpu—4gb-20dsk
location: /2cpu—4gb-20dsk /

HHHHHHH AR

keypair 24435}7|

\# ssh-keygen -t rsa -b 2048 -f tmpfedcloud

contextualization2 |3t A H AAEE EtMd

# cat > tmpfedcloud. login << EQOF
#cloud-config
users:
- name: cloudadm
sudo: ALL=(ALL) NOPASSWD:ALL
lock-passwd: true
ssh—import-id: cloudadm
ssh-author i zed-keys:
- “cat tmpfedcloud.pub’
EOF

# cat tmpfedcloud. login
#cloud-config
users:
- name: cloudadm
sudo: ALL=(ALL) NOPASSWD:ALL
lock—-passwd: true
ssh—import-id: cloudadm
ssh-author i zed-keys:
- ssh-rsa AAAAB3NzaC1yc2EAAAABIwAAAQEAvV8hr TXYVKNepmwYxF8ahOmiVOuBOL9 1 i j3jMO2NCrZrFUh

V+BGd7n3w [ QtDvC | GxyXmw== sangwan@fccont.kisti.re.kr

N P PNPNPTRE

L — o

# occi ——endpoint https://prisma-cloud.ba.infn.it:8787/ ——action create ——resource compute W
—-attribute occi.core.title="MyFirstVM" #
-—mixin os_tpl#72ada03a-5694-4a79-8e7e-069516a31a59
-—mixin resource_tpl#2cpu-4gb-20dsk W
--context user_data="file://$PWD/tmpfedcloud. login" W
——auth x509 --user-cred /tmp/x509up_u500 --voms
https://prisma-cloud.ba.infn.it:8787/compute/e302331e-665c-4cal-8047-97eala9d02d2

AABA N YE

# occi ——endpoint https://prisma-cloud.ba.infn.it:8787 —--action describe W
——resource https://prisma-cloud.ba.infn.it:8787/compute/e302331e-665c-4cal-8047-97eal1a9d02d2 W
—--voms --auth x509 --user-cred /tmp/x509up_u500

HHEHHHHHHHHEHHHHEHHEH S H A HEHH

[[ http://schemas.ogf.org/occi/infrastructure#compute 1]

>> |ocation: /compute/e302331e-665c-4cal-8047-97eala9d02d2

occi.core.id = e302331e-665c-4cal-8047-97eala9d02d2

occi.compute.architecture = x86

occi.compute.cores = 2

occi.compute.hostname = myfirstvm

occi.compute.memory = 4.0
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occi.compute.speed = 0.0
occi.compute.state = active

org.openstack.compute.console.vnc = http://prisma-cloud.ba.infn.it:6080/vnc_auto.html?token=8141567a
-187a-4912-9767-cad6ceefe86f

org.openstack.compute.state = active

Links:
[[ http://schemas.ogf.org/occi/infrastructure#networkinterface 1]
>> |ocation: /network/interface/9dd33d82-d387-4578-8ee1-b086f65¢f3c4
occi.networkinterface.gateway = 90.147.102.1
occi.networkinterface.mac = fa:16:3e:7e:6d:29
occi.networkinterface.interface = eth0
occi.networkinterface.state = active
occi.networkinterface.al location = static
occi.networkinterface.address = 90.147.102.243
occi.core.source = /compute/e302331e-665c-4cal-8047-97ealadd02d2
occi.core.target = /network/admin
occi.core.id = /network/inter face/9dd33d82-d387-4578-8ee1-b086f65ef3c4

Mixins:
[[ http://schemas.openstack.org/compute/instance#os_vms ]]
title:
term: 0S_vms
location: /os_vms/

[[ http://schemas.openstack.org/template/os#72ada03a-5694-4a79-8e7e-069516a31a59 ]]

title: Image: Ubuntu-14.04-amd64

term: 72ada03a-5694-4a79-8e7e-069516a31a59

location: /72ada03a-5694-4a79-8e7e-069516a31a59/
Actions:

[[ http://schemas.ogf.org/occi/infrastructure/compute/action#stop 1]

[[ http://schemas.ogf.org/occi/infrastructure/compute/action#suspend 1]

[[ http://schemas.ogf.org/occi/infrastructure/compute/action#restart 1]
A HH

SSH 2 9IAHEA0N 2E19I5}7|
$ ssh -i tmpfedcloud -1 cloudadm 90.147.102.243

The authenticity of host '90.147.102.243 (90.147.102.243)"' can't be established.
RSA key fingerprint is 84:98:f9:18:f2:80:cc:4e:41:ee:1d:52:5b:32:a9:50.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '90.147.102.243' (RSA) to the list of known hosts.
Welcome to Ubuntu 14.04 LTS (GNU/Linux 3.13.0-24-generic x86_64)

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

$
OIAEIA A3} 7|
# occi ——endpoint https://prisma-cloud.ba.infn.it:8787/ ——action delete W

——resource https://prisma-cloud.ba.infn.it:8787/compute/e302331e-665c-4cal-8047-97eal1a9d0
2d2 W

——auth x509 --user-cred /tmp/x509up_u500 --voms
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3. Accounting System

EGL X2l MZAH= O{7}2El AMH|AQI APELS MX|3}0| siZ AFO|EC| AF22 HMEZ FedCloud
sfjo

o728 MHZ FE5I0 =8HE F=UALF f otCt O]7H2 8 MH|A0| Cist XtMBH LHE2 Ef
ASZE 9|7|18)2 itn3iC)
S 0728 FHEZL +=HELD Jes AO|EO Cist HE= 198 Fasict

Sites publishing new cloud accounting records (SSM 2.0)

Page last updated: 2015-12-01 07:30:08.621071

Site NumberOfMachines| CloudType LastUpdated
100IT 17920 OpenStack [2015-12-01 00:09:28
BIFI 229906 OpenStack [|2015-11-30 09:55:56
CERM-PRCD 472371 OpenStack (2015-11-30 22:49:55
CESGA 144251 OpenNebula||2015-12-01 06:00:07
CESNET-MetaCloud 62352 CpenNebula|2015-12-01 06:15:17
CETA-GRID 18267 OpenStack [|2015-12-01 00:00:25
CSIC-EBD-LW 3 OpenStack ||2015-10-29 15:45:42
CYFROMET-CLOUD 8285 OpenStack (2015-12-01 07:00:03
FZl 71594 OpenStack |2015-06-15 11:05:08
GoeGrd 52635 Openhebulal|2015-12-01 06:15:06
GRIF 47 StratusLab  (|2013-09-10 0%:27:05
HG-09-Ckeanos-Cloud |5412 Synnefo 2015-12-01 07:00:05
[FCA-LCG2 30166 OpenStack [2015-12-01 05:30:06
[mSAS-Bratislava s Openstack [2013-04-09 12:23:19
[msAs-Fedcloud 36643 openstack [2015-12-01 07:18:06
[nsas-Pucioud 1492 openstack [2015-12-01 05:4044
[nazp3-cC 11 Openstack [2013-03-19 13:47:58
[n2P31RES 3610 OpensStack [2015-11-30 23:30:16
”'INFN—CATANLC\—NEBULA 16583 OpenNebula||2015-12-01 07:03:57
”INFN—CATANL"-\—STACK 11561 OpenStack [|2015-12-01 02:14:04
INFN-PADOWA-STACK 97694 OpenStack [|2015-11-30 23:30:06
KISTL 143 Cpenstack ||2015-04-29 10:00:07
KR-KISTI-CLOUD 230 OpenStack |2015-11-28 21:50:06
KTH-CLOUD 14198 OpeniNebulal|2015-02-03 21:59:47
MK-04-FINKICLOUD 13956 OperiNebulal|2015-10-22 10:48:37
NCG-INGRID-PT 8992 OpenStack [|2015-11-30 08:20:10
PRISMA-INFN-BARI 32687 Openstack |2015-11-27 17:00:07
SZTAKI 9186 OpenNebula||2015-03-02 07:30:38
[TR-FC1-ULAKBIM 10090 OpenStack [2015-11-28 08:10:08
TW-EMI-PPS 213 OpenStack [|2013-09-12 14:11:42
UA-BITP 500 OpenStack |[2015-12-01 07:10:06
UPWV-GRyCAP 3241 OpenNebulal|2015-12-01 06:15:09

2l 31 EGI FedCloud O{7}2E! =%l AIOIE ®MHE
EGI Accounting Portal 200 A{= FedCloud ¥& AIO|EEQ| 07|28 HE EAEZ =3& £
Ct. VMO| 7Hz%=, CPUA|ZE E=A|ZE HEZ| AFEE, HEQA Ar2EF ClA3 AFE2FE SITE?} VO

SR @R EslE 4 QUCk

18) https://wiki.egi.eu/wiki/Fedcloud-tf:WorkGroups:Scenario4
19) http://goc—accounting.grid—support.ac.uk/cloudtest/cloudsites2.html
20) http://accounting—devel.egi.eu/cloud.php
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EGI ACCOUNTING PORT. /) cisca

[ GLOBAL View | | VO MANAGER View | [ VO MEMBER View | | SITE ADMIN View | [ REPORIS | | METRICS PORTAL | [ LINKS |

Hierarchical Tree Cloud View --> Production

8l Teer1 D“'a Bl | i umber of Vs v | Total number of VM run
oL Tier2 S _
) Countris | perios: EEPEPITER Startmonth:| 12 ¥ End year:| 2014 ¥ End month: | 11 ¥
& em3 m Show data for: | SITE ¥ i a Fmefion st | DATE v
b gL EcT
gl ose Refresh|

[8l UNREGISTERED
fel vo_piscipline
& vO_mMetrics

& CUSTOM view

Total number of VM run by SITE and DATE.

The following table shows the distribution of Total number of VWM run grouped by SITE and DATE

‘HG-09-Okeanos-Cloud' i] ] ] o 1 ] i] ] ] 0 0 1 0.00%
1007 547 ] ] 1 i ] a ] ] i 0 648 121%
BIFI 0 94 ] 1 85 120 85 19 142 308 0 833 156%
CERN-PROD 17 ] ] 3 § 16750 2672 318 3 494 14782 36,888 69.02%
CESGA 783 11 8 3 1088 7] 21 80 2 88 4 2318 434%
CESNET 963 39 7 (] ] (] ] ] il 0 1,016 1.30%
CESNET-MetaCloud 353 ] 4 3 120 k] 153 4 12 61 175 1199 2.24%
Developed by /74 4 CETA-CIEMAT 0 ] ] ] i} (] ] 3 0 i 0 3 001%
4 CETA-GRID i ] ] ] 0 ] i] 1 ] 0 160 173 0.32%
CYFRONET-CLOUD 0 ] ] ] 0 ] 186 ] ] 0 1 187 0.35%
Fzl 769 42 ] 2 2 4 8 1 a 0 0 837 15T%
GoeGrid 1,532 4 4 ] 264 ] 753 ] 5 1 163 2726 5A0%
GWDG 786 2 2 2 139 207 0 ] ] 0 0 1418 209%
HG-09-Okeanos-Cloud 0 (] 3 ] ] ] 2 bL] ] i 125 164 0.31%
IFCA-LCGZ 2 1 7 35 ] a7 83 it 32 0 210 424 079%
115AS-FedCloud 0 7 1 17 5 302 12 1 ] i 20 384 072%
INFN-CATANIA-NEBULA 4 2 ] 33 1 443 3 ] 1 95 193 776 1.45%
INFN-CATANIA-STACK il ] 1 11 4 5 2 7 n 2 186 218 0.41%
INFN-PADOVA-STACK 0 ] ] 0 0 ] 123 bid 1 236 0 456 0.85%
KISTI i] ] ] ] i ] ] ] ] 24 0 24 0.04%
KTH-CLOUD 747 3 ] ] 0 4 £ ] a 0 0 763 143%
MK-04-FINKICLOUD 0 ] ] ] il 3 o ] &0 o 171 234 0.44%
PRISMA-INFN-BARI ] 1" 4 5 14 5 3% 21 18 3 1,107 1,225 229%
SZTAKI i] ] ] 2 5 333 2 2 ] 43 191 584 1.09%
TR-FC1-ULAKBIM i] ] ] o 0 ] 8 ] ] 43 0 B0 DA%
UPV-GRYCAP il ] ] ] i ] (] ] ] 8 171 185 0:35%
6,563 229 60 124 1,727 18,632 4,339 2,368 358 1405 17,639 53,444
12.28% 0.43% 0.11% 0.23% 3.23%  34.86% 8.412%  443% 0.67% 263%  33.00%

28l 32 EGI Accounting Portal (Cloud View)
cASO AX|
cASO& Cloud Accounting Usage Records MEHE QLEAEBOZHE F=| 7] st A3 TE
O|C}. novalE= ceilometer APIE 0|23%}0] MEE A=C| APEL SSLO| M&5H7|e HEZ =H
sich,

7| x| 2]

# pip install caso
# pip list | grep caso
caso (0.3)

83 T 2ol

= -

# cp /etc/caso/caso.conf.sample /etc/caso/caso.conf
# cat /etc/caso/caso.conf | grep -v "~$" | grep -v ""#"
[DEFAULT]

debug=true

verbose=true

spooldir=/var/spool/caso

extractor=nova

si te_name=KR-K|STI-CLOUD

tenants=fedcloud
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messenger s=caso.messenger . ssm. SsmMessager
[extractor]

user=accounting

password=account i ngpass

endpoint=http://fccont .kisti.re.kr:35357/v2.0
insecure=true
mapping_file=/etc/keystone/voms. json

[ logstash]

[ssm]
output_path=/var/spool/apel/outgoing/openstack

o7t El2 93t roleg FETtBHCE

# keystone role-create ——name accounting
# keystone user-create ——name accounting ——pass x**x**xx*
# keystone user-role-add ——user accounting ——role accounting ——tenant fedcloud

o7t2 82 {dll policy mtes =4

# vi /etc/keystone/policy.json

{
"admin_required": "role:admin or is_admin:1 or role:accounting",
"service_role": "role:service",

qu
# cp /etc/keystone/voms.json /etc/caso/voms.json

O7t28 HE FE5|7|
# caso-extract
2015-06-19 15:49:09.558 53635 DEBUG keystoneclient.session [-] RESP: [200] {'date': 'Fri, 1
9 Jun 2015 06:49:09 GM 'application/json', 'content-length': '459', 'vary': 'X-Auth-Token'}

RESP BODY: {"users": [{"username": "/C=KR/0=KISTI/0=GRID/0=KIST|/CN=80864141 Sangwan Kim",
"enabled": true, "name=GRID/0=KIST|/CN=80864141 Sangwan Kim", "id": "aa874aa706bd435abfdb78

2123615a1a"}, {"username": "admin", "name": true, "email": "sangwan@kisti.re.kr", "id": "d
Oedee57b85d4611822ae1c44adscect"}, {"username": "accounting", "namenabled": true, "email":
null, "id": "elfbd5e15a8e4e6c85670359c9fe6e62" ]}

_http_log_response /usr/lib/python2.7/site-packages/keystonec!ient/session.py:182

2015-06-19 15:49:12.306 53635 INFO caso.extract.manager [-] Extracted 3 records for tenant
‘admin' from 2015-06-10:00 to now

# tree —if /var/spool/apel/outgoing/openstack
/var/spool/apel/outgoing/openstack
/var/spool/apel/outgoing/openstack/5583bb5c
/var/spool/apel/outgoing/openstack/5583bb5c/5583bb684h4134
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1 directory, 1 file

# cat /var/spool/apel/outgoing/openstack/5583bb5c/5583bb684b4134
APEL-cloud-message: v0.2

Status: completed

SiteName: KR-KISTI-CLOUD

MachineName: sangwan_20150618165346

Imageld: 9eabafdb-b223-4144-af f5-a1279b53e4f4

LocalUser Id: aa874aa706bd435abfdb782123615a1a

FQAN: fedcloud.egi.eu

LocalGroupld: cc5dd73321a8451aa7fe04d2edfde697

GlobalUserName: /C=KR/0=KISTI/0=GRID/0=KI1ST|/CN=80864141 Sangwan Kim
VMUUID: 7a2f2efe-2bfa-46ef-8301-613203669bc3

CloudType: OpenStack

%%

CpuCount: 2

Memory: 4096

CloudType: OpenStack

o728 HEE ECGI MH= TE3H7| f/8)| APEL SSME O|&%tC}.
EMI3 B ZX|E 2| Mx|

# yum -y install http://emisoft.web.cern.ch/emisoft/dist/EMI/3/s16/x86_64/base/emi-release
-3.0.0-2.el6.noarch.rpm

# yum repolist
# rpm —gl emi-release-3.0.0-2.el6.noarch

apel-ssm I{{7|X| AX|

# yum install -y apel-ssm
# yum install python-daemon python-dirg stomppy

roms Y AX[5t= 2y
# rpm —ivh ——nodeps  http://emisoft.web.cern.ch/emisoft/dist/EMI/3/s16/x86_64/updates/apel
-ssm—2.1.5-1.el6.noarch.rpm

27y Y £

# vi /etc/apel/logging.cfg
[ loggers]
keys=root,SSM,Crypto,stomp.py

[handlers]
keys=fileHandler
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[formatters]
keys=simpleFormatter

[ logger_root]
leve | =DEBUG
handlers=fileHandler

# Pick up the logging from the stomppy package
[ logger_stomp.py]

level=INFO

handlers=fileHandler

qualname=stomp.py

propagate=0

# We use the SSM key so we get the fileHandler
[ logger_SSM]

level=INFO

handlers=fileHandler

qualname=SSM

propagate=0

[ logger_Crypto]
leve | =DEBUG
handlers=fileHandler
qualname=Crypto
propagate=0

[handler_fileHandler]
class=FileHandler

leve | =DEBUG
formatter=simpleFormatter
args=("'/var/log/apel/ssm.log', 'a')

[formatter_simpleFormatter]

format=%(asctime)s - %(name)s - %(levelname)s - %(message)s
datefmt=

# vi /etc/apel/sender.cfg

[broker]
host: mg.cro-ngi.hr
port: 6163
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use_ssl: true

[certificates]

certificate: /etc/grid-security/hostcert.pem
key: /etc/grid-security/hostkey.pem

capath: /etc/grid-security/certificates

[messaging]
destination: /queue/global.accounting.test.cloud.central
path: /var/spool/apel/outgoing/openstack

[logging]

logfile: /var/log/apel/ssmsend. log
level: INFO

console: true

SE2ES YASHE WHS 27pX|7} UG BDIO H2IE oto] ALSTHSY HEAE e YWY
£y B27jo| SAES EES YAISH: WHOICL 0] ZEL stomp TRESS 9%} ASELH

# /usr/bin/ssmsend
2015-06-19 17:43:10,154 - ssmsend - INFO -
2015-06-19 17:43:10,155 - ssmsend - INFO - Starting sending SSM version 2.1.5.

2015-06-19 17:43:10,155 - ssmsend - INFO - No server certificate supplied. Will not encryp
t messages.

2015-06-19 17:43:10,507 - stomp.py - INFO
ort 6163

2015-06-19 17:43:10,834 - ssm.ssm2 - INFO - Connected.

2015-06-19 17:43:10,834 - ssm.ssm2 - INFO - Will send messages to: /queue/global.accountin
g.test.cloud.central

2015-06-19 17:43:10,835 - ssm.ssm2 - INFO
2015-06-19 17:43:10,835 - ssm.ssm2 - [INFO
2015-06-19 17:43:10,849 - ssm.ssm2 - INFO

2015-06-19 17:43:11,178 - ssm.ssm2 — INFO
1

2015-06-19 17:43:11,250 - ssm.ssm2 - INFO - Tidying message directory.
2015-06-19 17:43:11,251 - ssmsend - INFO - SSM run has finished.
2015-06-19 17:43:11,252 - ssm.ssm2 - INFO - SSM connection ended.
2015-06-19 17:43:11,252 - ssmsend - INFO - SSM has shut down.
2015-06-19 17:43:11,252 - ssmsend - INFO -

Established connection to host mq.cro-ngi.hr, p

Found 1 messages.

Sending message: 5583d5d8/5583d5e53d1521
Waiting for broker to accept message.

Broker received message: 5583d5d8/5583d5e53d152

DO=IE1

o

mjo

9| Z7|Moz Mgttt 32 EQo=z FIKELY| (O§6A|ZHOICH
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# vi /usr/bin/caso-run.sh

#!1/bin/sh

/usr/bin/caso-extract

/usr/bin/ssmsend

# chmod 755 /usr/bin/caso-run.sh

# crontab -e

50 /6 = = * [usr/bin/caso-run.sh

SSM 20 oA +TEE o7t E W ¥A2 C18at 2t

H 15 SSM 2.0 Accounting Information

Key Value Description Mandatory
VMUUID string Virtual Machine's Universally Unique IDentifier Yes
SiteName string Sitename, e.g. GOCDB Sitename Yes
MachineName | string VM Id

LocalUserld string Local username

LocalGroupld string Local groupname

GlobalUserName | string User's X509 DN

FQAN string User's VOMS attributes

Status string Completion status - started, completed, suspended

StartTime int Must be set if Status = Started (epoch time)

EndTime int Must be set if Status = completed (epoch time)
SuspendDuration | int Set when Status = suspended (seconds)

WallDuration int Wallclock - actual time used (seconds)

CpuDuration int CPU time consumed (seconds)

CpuCount int Number of CPUs allocated

NetworkType string Description

NetworkInbound | int GB received

NetworkOutbound | int GB sent

Memory int Memory allocated to the VM (MB)

Disk int Disk allocated to the VM (GB)

StorageRecordld | string Link to associated storage record

Imageld string Image ID

CloudType string e.g. OpenNebula, Openstack
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4. Information System

BDIIQt HZ ZrAH2 Openstack JF OpenNebula 7} RF S USICt KAsH ghHe 2|7|120g #1
StCt.  cloud-info-provider 1I{7|X|= EGI's AppDB220jA #ES £ QC =
RHEL/CentOS/ScientificLinux £ 7|&=9 2 %L}

BDII A
repository A X|

# wget http://repository.egi.eu/community/software/cloud.info.provider/0.x/releases/repofi
les/s|-6-x86_64.repo -0 /etc/yum.repos.d/cloud-info-provider.repo

o 7| x| X

# yum install cloud-info-provider—-service

E=
# rpm —ivh ——nodeps W

http://repository.egi.eu/community/software/cloud.info.provider/0.x/releases/s|/6/x86_64
/RPMS/cloud-info-provider-service-0.5-1.el6.noarch.rpm

HX 2 Do HHE ZHZ 20[2E2 2§ +322 &4 &

# mv /usr/lib/python2.6/site-packages/cloud_bdii-0.5.dev146.gb0877a4-py2.6.egg-info W
/usr/lib/python2.7/site-packages/
# mv /usr/lib/python2.6/site-packages/cloud_bdii  /usr/lib/python2.7/site-packages/

/etc/cloud-info-provider 0Off Q= MAHOIASS FH05L0 AHESHCE YAML O g 2Hy

# cp /etc/cloud-info-provider/sample.openstack.yaml /etc/cloud-info-provider/bdii.yaml

# vi /etc/cloud-info-provider/bdii.yaml

site:
# Your site name, as in GODCB (if omitted or set to None, this value is
# retreived from /etc/glite-info-static/site/site.cfg )
name: KR-KISTI-CLOUD

# Site url

url: http://waw.kisti.re.kr
# Production level
production_level: production
# Two digit country code
country: KR

# Site Longitude

longitude: 127.35

# Site Latitude

latitude: 36.36

# Your affiliated NGI

ngi: AsiaPacific

# Contact email
general_contact: fedcloud-list@kisti.re.kr

21) https://wiki.egi.eu/wiki/Fedclouds_BDIL instructions
22) https://appdb.egi.eu/store/software/cloud.info.provider
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# User support email

user_support_contact: fedcloud-list@kisti.re.kr
# Sysadmin contact emai |

sysadmin_contact: fedcloud-list@kisti.re.kr

# Security contacts email email
security_contact: fedcloud-list@kisti.re.krorg
# User support email

bdii_host: fccont.kisti.re.kr

# User support emai l

bdii_port: 2170

compute:

# Total number of cores available
total_cores: 64
# Total RAM available (GB)
total_ram: 512
# Hypervisor name
hypervisor: gemu-kvm
# Hypervisor version
hypervisor_version: 0.12.1.2
# OpenStack version
middleware_version: havana
# Service Production level (testing, candidate, production...)
service_production_level: candidate
# Service capabilities
capabilities:

- cloud.managementSystem

- cloud.vm.uploadlmage

provider A™8&Z 23} python-novaclient& O|&3lH E[=0|, --os-username,
--auth-tenant-name, --os-auth-url, --os-cacert 2} Z2 FMO0| O|&EICt
keystone Of OCCI EtRQ| MH|AT}F SE|0 0|0{0F $tC}.

keystone service-|ist

--0s-password,

id | name | type | description

#
|
| 2c5c89375b1748afbe f3dea720e0208¢
|
|
|
|
|
I

ceilometer | metering | Ceilometer Telemetry Service |

|
cab0766ae08745e5b553eb215e9ca474 | cinder | volume | Cinder Volume Service |
6be960dc450c42769chef82eba216b92 | cinderv2 | volumev2 |  Cinder Volume Service V2 |
0f05e889c916453daaeb4e5a677e59ch | glance | image | Glance Image Service |
171443ad21c540184ac4231bd8fb55¢c | keystone | identity | Identity Service |
2b0937c081ch48429488489818ae5d42 | nova | compute | Nova Compute service |
8418e8373eec45a38832a0b4b9ae8d73 | nova |  occi | Nova OCCl Service |

provider A7
/var/lib/bdii/gip/provider/cloud-info-provider I} &2 MGt

# vi /var/lib/bdii/gip/provider/cloud-info-provider
#1/bin/sh

cloud-info-provider-service ——yaml /etc/cloud-info-provider/bdii.yaml #
--middleware openstack W
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—-—0s-username admin -—-os-password adminpass #
--os-tenant-name admin -—os-auth-ur!| http://controller:35357/v2.0 W
—full-bdii-Idif

2 H2AE

# chmod +x /var/lib/bdii/gip/provider/cloud-info-provider
# /var/lib/bdii/gip/provider/cloud-info-provider

INFO:ur|1ib3.connectionpool :Starting new HTTP connection (1): fccont.kisti.re.kr
DEBUG:ur I I ib3.connectionpool:"POST /v2.0/tokens HTTP/1.1" 200 6267

dn: o=glue

objectClass: organization

0. glue

dn: GLUE2GroupID=cloud,o=glue
objectClass: GLUE2Group
GLUE2GroupID: cloud

INFO:ur | 1ib3.connectionpool :Starting new HTTP connection (1): fccont.kisti.re.kr
DEBUG:ur I I ib3.connectionpool : "POST /v2.0/tokens HTTP/1.1" 200 6267
INFO:ur | 1ib3.connectionpool :Starting new HTTP connection (1): fccont.kisti.re.kr

DEBUG:ur I I ib3.connectionpool : "GET /v2/46196f54ae8d4edbacbbb4a7d7871849/flavors/detail HTTP/1.1" 200
2149

DEBUG:ur I I'ib3.connectionpool : "GET /v2/46196f54ae8d4edbacbbb4ard7871849/ images/detail HTTP/1.1" 200 2
200

dn: GLUE2ServicelD=http://fccont.kisti.re.kr:35357/v2.0_cloud.compute,GLUE2Group|D=cloud,o=glue
objectClass: GLUE2Entity

objectClass: GLUE2Service

objectClass: GLUE2ComputingService

GLUE2ServiceAdminDomainForeignKey: KR-KISTI-CLOUD

GLUE2ServicelD: http://fccont.kisti.re.kr:35357/v2.0_cloud.compute

GLUE2ServiceQualityLevel: candidate

GLUE2ServiceType: laaS

GLUE2ServiceCapability: ['cloud.managementSystem', 'cloud.vm.uploadlmage']

dn: GLUE2StorageServiceCapacitylD=fccont .kisti.re.kr_cloud.storage_capacity,GLUE2Service|D=fccont.ki
sti.re.kr_cloud.storage, GLUE2Group|D=cloud,o=glue

objectClass: GLUE2ENntity

objectClass: GLUE2StorageServiceCapacity

GLUE2StorageServiceCapacitylD: fccont.kisti.re.kr_cloud.storage_capacity
GLUE2StorageServiceCapacityType: online
GLUE2StorageServiceCapacityStorageServiceForeignKey: fccont.kisti.re.kr_cloud.storage
GLUE2StorageServiceCapacityTotalSize: 0

2|Qt Z0| LDIF g@Alo2 L™ MZO|Ct. O|AN| bdii AHAE A|ZFSICE

‘# systemct!| start bdii

LDAP Mo 2 30|

# ldapsearch -x -h localhost —-p 2170 -b o=glue
# extended LDIF

#

# LDAPv3

# base <o=glue> with scope subtree
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# filter: (objectclass=*)
# requesting: ALL
#

# glue

dn: o=glue

objectClass: organization
o: glue

# grid, glue

dn: GLUE2GroupID=grid,o=glue
objectClass: GLUE2Group
GLUE2GroupID: grid

# cloud, glue

dn: GLUE2GroupID=cloud,o=glue
objectClass: GLUE2Group
GLUE2Group!D: cloud

# resource, glue

dn: GLUE2GroupID=resource,o=glue
objectClass: GLUE2Group
GLUE2GroupID: resource

# KR-KISTI-CLOUD, glue

dn: GLUE2Domain|D=KR-KISTI-CLOUD,o=glue

objectClass: GLUE2Domain

objectClass: GLUE2AdminDomain

GLUE2DomainDescription: Korea Institute of Science and Technology Information,
Republic of Korea

GLUE2DomainWWW: http://www.kisti.re.kr

GLUE2ENnt ityOther Info: GRID=KOREA

GLUE2Domain!D: KR-KISTI-CLOUD

# fccont .kisti.re.kr_cloud.storage, cloud, glue

dn: GLUE2ServicelD=fccont.kisti.re.kr_cloud.storage, GLUE2Group|D=cloud,o=glue
GLUE2ServiceAdminDomainForeignKey: KR-KISTI-CLOUD

objectClass: GLUEZ2Entity

objectClass: GLUE2Service

objectClass: GLUE2StorageService

GLUE2ServiceQualityLevel: None

GLUE2ServiceCapability: ['cloud.data.upload']

GLUE2ServiceType: STaaS

GLUE2ServicelD: fccont.kisti.re.kr_cloud.storage

# location.KR-KISTI-CLOUD, KR-KISTI-CLOUD, glue
dn: GLUE2LocationID=location.KR-KISTI-CLOUD,GLUE2Domain|D=KR-KISTI-CLOUD,o0=glu
e

objectClass: GLUEZ2Location

GLUE2Locat ionLongi tude: 127.359308

GLUE2Locat ionCountry: South Korea

GLUE2Locat ionDomainForeignKey: KR-KISTI-CLOUD
GLUE2LocationID: location.KR-KISTI-CLOUD
GLUE2LocationlLatitude: 36.365830

# numResponses: 28

# numEntries: 27

0|20 resource BDII £ site-BDII 0ff SEoljOf 3L} Site-BDII A0 2oiAM= 7| 2EAMDBE
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i<l
mJJ\;\PAGI;{EE_Endp_mnﬂ[}:h‘tpﬂfci:nnijsii{gzkES?TANZJAG19;;}54&_@51149%3:‘Ehhda?d?s?l%?fqunstatk,;XS}G_Q—\.’_DMS,Gngggmiceiq:hﬂ&;_{'ffc ont kisti re.kr35357/v2 0 Em@mg_me,gm,tglﬂi&
File Edit MNavigate LDAP Window Help
= Ll i x H E LDAP
7% LDAP Browser =0 :’@ GLUEZEndpointiD=http://fccont kisti.re kr8774/v2/46196754ae8d4edbac6bbaard7871 2 = O | 8= out =0
i = v| v [ DN: GLUE2EndpaintiD=http;//fecont kistire krB774/42/4610615 = = | 8 | & | B 3% 7 || 4 [0 GLUE2Endpo
= GLUE2EN
a4 % b - Attribute Description Valug GLUEZER
4 [#) Root DSE (3) objectClass GLUEZCompulingEndpoint (structural) GLUE2ER
v | GLUE2GrouplD=services,o=glug objectClass GLUE2Endpoint (structural) = GLUEZEn
a & o=glue (4) objectClass GLUEZEntity (abstract) GLUEZER
[0 GLUEZGrouplD=grid GLUE2EndpointHealthState ok GLUEZEn
4 [ GLUE2DomainID=KR-KISTI-CLOUD (5) GLUE2EndpointID http://fccont kisti.re kr:8774/v2/46196f54ze8d4edbacbbbday... = GLUEZEn
[ GLUE2ContsctiD=genersl.contact KR-KISTI-CLOUD: GLUE2EndpointinterfaceName OpenStack GLUEZER
[ GLUE2ContactD=security.contact KR-KISTI-CLOUD GLUE2EndpointQualitylevel  production GLUEZER
[ GLUE2ContactD=sysadmin.contact KR-KISTI-CLOUD GLUE2EndpointServiceForeignl http://fecont kistire.kr:35357/v2.0_cloud.compute ohjectCla|
[ GLUE2ContactiD=usersupport contact KR-KISTI-CLOUD 4 GLUE2EndpointServingState  production GLUE2En
[ GLUEZLocationID=location KR-KISTI-CLOUD 3 GLUE2EndpointURL http://focont kisti.re kr:8774/v2/46196f54ae8d4edbacbbb4al... GLUE2ER
4 [ GLUE2GroupID=cloud (2) GLUE2ComputingEndpeintComg hitp://fccont kistirekr:35357/v2.0_cloud.compute GLUE2Co
a [ GLUE2SenvicelD=fceont kis..ire kr_cloud storage (4) GLUE2EndpaintCapability ['cloud managementSystem’, 'cloud vm uploadimage'] GLUEZEn
() GLUE2EndpaintiD=https://s..8080_COMI_1.0.1 X509V GLUE2Endpainimplementation™ OpenStack Nova GLUEZER
U (] GLUEZ2EndpoindD=https.//s..8080_CDML1.0.1_X509-V GLUE2EndpointimplementationV havana = GLUEZEn
() GLUE2ManagerD=fccont kis....kr_cloud storage_manage GLUE2Endpeintmplementar OpenStack
[} GLUEZStorageServiceCapaci...kr_cloud storage_capacity GLUE2EndpointinterfaceVersion 2
4 [ GLUE2SenvicelD=http://fcc..57/v2.0_cloud.compute (8) GLUEZ2endpointTechnology REST
[/ GLUE2EndpaintiD=http: 849_OpenStack 2_X509-V GLUE2ENtityCtherinfc Authn=X509-VOMS
[ GLUE2EndpointiD=https://f 8787/ OCCL 11 _X500-V(
[*] GLUE2ManagerID=http://fcc..2.0_cloud.compute mane
() GLUE2ResourcelD=resource_.nt kistire kr35357/42.0
|~ GLUE2ResourcelD=resource_.nt kistire kr35357/2 0
("] GLUE2ResourcelD=resource _.nt kisti.re kr35357/2.0
[} GLUEZResourcelD=resource_..nt kistire krr35357/42.0
(| GLUE2ResourcelD=resource_ . nt kistire kr35357/42.0
s G nlN=racniree 1Y —
4] 11 » <[ [
|4 Connections &3 LDAP Servers| i | m By ‘ =S (& pro = 0|
i bil.grid sinica.edutw — = = = = = ! i
% fecont & Modification Logs . [/ Search Logs | BH| T L|av " ; AT
& = : = = || No operations to di
! I
’
N 0% Open Connection
ke

2l 33 Apache Directory Studio£ 0| 2%+ LDAP EE2lR %

(2) ZLIHE S 2|8 GOCDBY| S&3}7|

-— |+

222 E X0 st RLIEE 2 availability 2f reliabilityS ZSHCE 7HAO| AFEXAIE MOk
79| Oj2| Hol=l VME X AlZt 59 XS A|H 222 M availability 2F reliability & HAE 3l

Ct. EGI FedCloudQ| 2 L|E & A|AHN A= NAGIOS £ HIESZE O|F0{EILC}

22t9C ALO|S GOCDB [110] Z7} 310 BLIEE MH|AT} &2 4 ATE &of
Che b 242 AH|A EFRI0| GOCDBO| SE& 00} et

rot

c}.

- eu.egi.cloud.accounting (required)

- eu.egi.cloud.information.bdii (required) --> QA &
- eu.egi.cloud.storage-management.cdmi

- eu.egi.cloud.vm-management.occi (required)

- eu.egi.cloud.vm-metadata.marketplace

23) https://wiki.egi.eu/wiki/MANO1_How_to_publish_Site_Information
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MX = endpoint 7 £3tAE SITEE A= AO|Ch O7|0= 271X &Eo| UL
a. 7| 2| EGI AIO|E0| S&E5t= &Y
0| Z2 Sl AIO|EQ| ME|= "Certified" O|LC}.
b. M22 AIO|EO| F7t5l= 2
MZ22 AMO|E= L3t 22 27380| ERdiot
Infrastructure: 'Production' / Certification Status: 'Candidate’
T 8% 25 MH|[X endpoints = Chg SIS 280 otot.
Production: 'N' / Beta: 'N' / Monitored: 'Y'
Ch2ol MH|A EFRO CHoiM = SZo 20| HEEIC
- eu.egi.cloud.storage-management.cdmi: URL O C}2 ™E7} =0{7}0F StC}.
http[s]://hostname:port
- eu.egi.cloudvm-management.occi: URL Of Ct& ™EE7t S0{7}0f $tCt.
https://hostname:port/?image=<image_name> &resource=<resource_name>
<image_name>, <resource_name>0f= JHEX}7} E0{Z £ QoM O|A2 2 os_tpl 1t
resource_tpl O s =ICt.

GOCDB @3 WHe [212 &n3ict

—

i

[1] http://goc.eqi.eu/
[2] https://wiki.egi.eu/wiki/GOCDB/Input_System_User_Documentation

Service Availability Monitoring (SAM) [3] 2 ©QIZ 2Ot A| resource=2 EL|EHEZ 517 8 At
&&= ZFO|C}L. grid/cloud AtO|E Q| availability@} reliabilityS 2 L|E{ & SIC}.
SAM instance &= [4]0]| MX|E|O| L}
SAMO|M HIAESI= &52 [510] 7[& &0 UCH
[3] https://wiki.eqgi.eu/wiki/SAM
[4] https://cloudmon.egi.eu/nagios
[5] https://wiki.egi.eu/wiki/Cloud SAM tests

H 16 SAM Tests

Nagios H|AE Z=7| 29
eu.egi.cloud. APEL-Pub 12 hours | APEL publishing ZL|EHZ X3
image list 2 £EE hvimagelist.dcdatecreated HEE

eu.egi.cloud.AppDB-Update | 15 minutes | = A
error(>12 hours), warning (6~12 hours), ok(<6 hours)

Af%xﬁf OCCI interface 2 VME MME £ Y=X| A
3¢

eu.egi.cloud.OCCI-VM 1h
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S0OAIl

eu.egi.cloud.Perun-Check | 5 minutes | perun Off X310 MEHE ZL|EHE T
org.nagios.Broker-TCP 15 min broker TEE 3%
org.nagios.CDMI-TCP 15 min | CDMI ZEE {j3ag

. ] i | BDIZL M ZOIX| M| 3%
org.nagios.CloudBDII-Check | 15 min (using bo=glue and LDAP version 3)
org.nagios.OCCI-TCP 15 min | OCCI ZEE X3

Nagios’

General

® Home
©® Documentation

Current Status

@ Tactical Overview

@ Map

@ Hosts

@ services

@ Host Groups
= Summary
s Grid

@ Service Groups
s Summary
* Gnd

@ Problems
= Seryices (Unhandiad)
+ Hosts (Unhandied)
* Network Outages
Quick Search:

Reports

@ Availability
@ Trends
@ plerts
* History
= Summary
* Histogram
@ Notifications
© Event Log

System

© Comments

@ Downtime

@ Process Info

@ performance Info
@ Scheduling Queus
@ Configuration

Current Network Status

Last Updated: Tue Nev 18 07:06:05 CET 2014

Updated every 601 seconds
NagiosS Core™ 3.3.1 - wvw.nagios org

Logged in as /C=KR/O=HISTIO=GRID/ '(}KJSTPCN 80864141 Sangwan Kim

View Service Si

Host Status Totals
Up Down Unreachable Pending

Service Status Totals

Ok Waming Unknown Critical Pending

BE o] o

[ s

]

|

s Detail For All Host Groups

\4\:\ Slﬂ[us QOverview For All Host Groups

\. iew Status Grid For all Host Groups

smary For All Host Groups

Host Status Details For All Host Groups

All Problems All Types

All Probiems All Types

Host *& status *4 Last Check *% Duration *% Status Information
aurora ncg ingrid pl B up 11-18-2014 07-05:04 52d 166 9m 23s Ok Host OK
bdi-iaas ceta-ciemat es E upr 11-18-2014 07:03:04 138d 14h 28m 29s OK: Host OK
bdi.cloud pdckth.se g up 11-18-2014 07.03:04 3704 17h 31m 49s OK: Host OK
bscgridls bsc.es : B, up 11-16-2014 07:05:04 370d 17h 24m 195 OK: Host OK
carachSics. muni.cz B up 11-18-2014 07:05:04 370d 17h 31m 28s OK: Host 0K
edmi cloud.gvidg. de i B up 11-18-2014 07:05:14 3704 17h 24m 458 OkK: Host OK
ge-iber bifi unzar g5 g up 11-18-2014 07:05:14 318d 10h 56m 56s OK: Host OK
ce2-prg biflunizar.es B, up 11-18-2014 07:03:04 167d 18h 56m 32s OK: Host OK
cloud.cesga.es B up 11-18-2014 07:03:14 70 17h ITm2s OF: Host OK
cloud.ifca.es g up 11-18-2014 07:05:04 3704 17h 30m39s OkK: Host OK
eloudbdi.ncg. ingrid. pt E\ up 11-18-2014 07:03:14 52d 16h.9m 95 OK: Host OK.
cloudmon.col eu Bf up 11-18-2014 07-05:14 647d 15h 45m 335 Ok Host OK
confrolier cela-ciemal es S upP 11-18-2014 07:03:14 138d 14h 18m 59s OK: Host OK
egi-cloud-accounting. 100percentit.com E up 11-18-2014 07:05:24 370d 17h 20m 49s OK: Host OK
egholoud. pd.infrit g up 11-16-2014 07:05:04 166d 1%h 2m 10s OK: Host OK
egl-cloud zam ifa-juefich.de Bf up 11-18-2014 07:05:24 370d 17h 33m &5 OF: Host OK
egi cloud pde kih se i B up 11-18-2014 07-05:34 3704 1Th3Im 7s Ok Host OK
fo-one.i3m.upves E upP 11-18-2014 07:05:34 111d 13h 40m s OK: Host OK
fecont lastire ki B up 11-18-2014 07.05:34 34¢ 17h 54m 48s OK: Host OK
frctrl ulakbim. gov.ir B up 11-16-2014 07:05:34 206d 18h 31m 13s. OK: Host OK
Fad-cloiid zam kfa-juelich.de B up 11-16-2014 07:05:34 2d 14h 22m 525 O Host OK
head. cloud.cyfronet.pl B up 11-18-2014 07:05:34 203d 14h 13m 10s OkK: Host OK

a3

34 FedCloud Nagios SAM 2 L|EZ
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«®» cocDBE 5.3 _br; Site: KR-KISTI-CLOUD

Korea Institute of Science and Technology Information Federated Cloud Resources for EGL.eu

Browse
° My Sites
e Projects Contact . Project Data *
NGIs
- Sites E-Mall fedcloud-list@kisti.re.kr NGI/ROC AsiaPacific
2 Sofye CIotps Telephone +82-92-869-0647 Infrastructure Production
Services
Add Emergency A e e Certification Status Candidate Change
) Telephane =
o Add Site Scope(s) £GI
= Add Service Group CSIRT Telephone +82-42-869-0647
= AddiService CSIRT E-Mail fedcloud-list@kisti.re.kr
Add Downtime
Downtimes Emergency £-Mail
o Active & Tiarninant Helpdesk E-Mail fedcloud-hst@kisti.re_kr
About GOCDBES
= Doc, Help & Support
Networking i Location ¥
Search
Home URL Rttps /v kisti.re ke Country South Korea
GIIS URL Idap://fccont.kisti_re.kr: 2170/mds-vo-name=KR-KISTI- Latitude 36.36
Submit CLOUD,o=grid
Longitude 127.35
1P Range .
User Status Time Zone Asia/Seoul
IP v6 Range :
Registered, as: Lacation Daejean, Korea
Sangwan Kim Domain kisti.re. kr
View Details
Manage Roles I
Site Extension Properties
(-] - e Name value Edit Remove
Add Properties
Services
Hostname (service type) URL Production Monitored Scope(s)

fecont.kisti_re.kr
- . -

EGI

2l 35 GOC DB Site Infomation : KR-KISTI-CLOUD
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Ml4Z Federated Cloud &£

Federated Cloud £ &8%3d}7| M= user support H|O[X| [1]1E X IOSHCL AFEXt= CHS It
€2 EXE MEtoF ot
) A2lE 2ENM Ea
2) fedcloud.egi.eu VO(virtual organization) 7+2
3) AppDB Cloud Marketplace [2]0{|A] O|O|X|E ME4SIY =2
4) ZME 2}l £ L} high-level brokering tool2 0|23%}l0| FedCloudE &8% 4+ QUCt

=

[1] https://wiki.egi.eu/wiki/Federated Cloud_user_support

[2] https://appdb.egi.eu/browse/cloud

H1E VO 2|#7tY

FedCloud®| VOEH2 fedcloud.egi.eu®Z 7t2S QsfA= [3]18 YWESIH = HS HE/A| O
2lc AEME *JE%HOF SfDf, MEish 18|C 9IEM AMBXIZ VOE ZHsiA ECh 12|S SN

= AMEARS] HEte A Lo 2X[E0] A OF SHCf

[3] https://perun.metacentrum.cz/perun-reqgistrar-cert/?vo=fedcloud.egi.eu

Application for fedcloud.egi.eu

Flease fill the form. For more information see httpi/dswne. egl ewdinfrastructure/cloudy

certDN” FC=RKRIO=KIST HO=GRID/O=RIST G HN=808641 41 Sangwan Kim
Given name* Sangwan @ ok
Surname™ Kim @ ok
E-mail” sangwan@kist re kr @ ok
wh KIZT| is working to be a resource mrovider =

¥Ry of federated cloud. We want to access S ok
want to FedCloud ¥0 because we should test the

interlocking between KISTI's resource and
access other resources.
FedCloud?*
Login® sangwan s Username
available

Password® | s i @ ok

E Applications

= Application for fedcloud.egi.eu O

2 My applications
& Logout Application for fedcloud.egi.eu has been successfully created.

You have provided unverified e-mail, please check your mailbaox for validation link.

Please wait until your application is either approved or rejected by VO administrator. Check your e-mail
for further information.

12l 36 FedCloud VO 7t3tH
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i
=
>
H
K

Al

H2E HHEZQ 24 d7d
FedCloudE &87317| M= X HMERLQ SHNA ZE0| 7HsBICE Ruby AU ZE ZHYE
OCCI rOCCI [1] & MX|$}H =ICt [2] &1

[1] https://github.com/gwdg/rOCCI-cli
[2] https://wiki.egi.eu/wiki/Fedcloud-tf:CLI_Environment

MKE Ll 64HIE EB|EA A|AHIO| ZHQSICEE
AX|7ls OS: RedHat 6.x (x86_64) / Scientific Linux 6.x (x86_64) / CentOS 6.x (x86_64) / Mac OS
X > 10.6 / Debian >= 6 (amd64) / Ubuntu 12.04 (amd64)

Ch2ar 22 =ME MECLL
L J2[E ArEA 2I3AM E'
2. 37| AN 28

3. FedCoud VO 7t+¢!

4. VO Z22l0|¢E EF MX]
5. VO membership &4

6. ZEA| 2ASM A8

7. rOCCI 22}0|E AX|

1) J2|= ALEX 21BN e

J2|E QIE7|8 (Grid Certificate Authority)& E310] AF2X| CISME g d=Ct g H
AHe QIZ|BOMCH 7HY 2Oz ¢fT $F 7| wI BAES watof dt A5V HoR £
H 2222 A SMe 71017| 8 7HA| D Set0|AES| HASH X|0| FABHELE

=C|aE 2|9 .globus Z0t2 usercert.pemdt userkey.pemOf QIS MQt 7|QI7|E ZAtsHCH

o [

| S g | Ti=0f EGI QIZ2tofAf CtHE
7|2l TS 2ESH| fsiME Y AF7|=S| AT M= EX[S§ F0{of piCh EU Grid PMA
initiative [3] O A] Z2|E|T QU= CASO| QIZMZ A8 =C}

[3] http://www.eugridpma.org/
EGI trust anchors (1= 7|2t Q1= A{) AX| gbH
# cd /etc/yum.repos.d

# wget http://repository.egi.eu/sw/production/cas/1/current/repo-files/EGI-trustanchors.repo
# yum install -y ca-policy-egi-core
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3) FedCoud VO 7}¢!
EGI Q1= 2}L{jofl Al E7 VO(Virtual Organization)dj 7tEto 2N £ VOLJQ| XIS &8

UCE AFEAEZE Of= VOOf £a A=X0f et §2E E A2nf, MHA0 F2LM A4
Bt7| Q8 =2 A| QS AM(proxy certificate)2 AFRSICE ZZ2A| QISAME= AR
o

AN

3 Atel

of = + cnf, HEe VO 54 YEE U ULt FedCloud VOO 7t F@2 & Zof
Ho Yoo

mo ot
x Ot o

ol
Rl
tu
S =
0

O SEf0|HE =7 X
ZTEA =S ME DHE7| T VOMS client toolsE A X|SHC}.

# yum install voms-clients3

5) VO membership service A7
VOMS client tool0] ZEA| QIZAE TIEOL7| YHIAME <7t M MEIJ} ZQsict 7telst
VO2O| membership serviceVOMS)0| CHgt HEE M| F=0{0f SiCt
VOEE= L 20 MTECt
- /etc/grid-security/vomsdir C|2lE 2|
- /etc/vomses L}
VOMS MH|A He MH

# mkdir -p /etc/grid-security/vomsdir/fedcloud.egi.eu

# cd /etc/grid-security/vomsdir/fedcloud.egi.eu

# cat >voms1.egee.cesnet.cz.|sc <<EQF

/DC=org/DC=terena/DC=tcs/OU=Domain Control Validated/CN=voms1.egee.cesnet.cz
/C=NL/0=TERENA/CN=TERENA eScience SSL CA

EOF

# cat >voms2.grid.cesnet.cz <<EOF

/DC=org/DC=terena/DC=tcs/0U=Domain Control Validated/CN=voms2.grid.cesnet.cz
/C=NL/O=TERENA/CN=TERENA eScience SSL CA

EOF

VOMS AMH|A FA HAX™ (vomsl.egee.cesnet.cz:15002)

# cd /etc
# cat >>vomses <<EQF

"fedcloud.egi.eu" "vomsl.egee.cesnet.cz" "15002" "/DC=org/DC=terena/DC=tcs/0U=Domain Control Validat
ed/CN=voms1.egee.cesnet.cz" "fedcloud.egi.eu" "24"

"fedcloud.egi.eu" "voms2.grid.cesnet.cz" "15002" "/DC=org/DC=terena/DC=tcs/OU=Domain Control Validat
ed/CN=voms2.grid.cesnet.cz" "fedcloud.egi.eu" "24"

EOF

TEA ASME HMGI7| 28 voms-proxy-init H&H 2 0| 2L

$ voms—proxy-init -voms fedcloud.egi.eu —-rfc —-dont-verify-ac

Enter GRID pass phrase:

Your identity: /C=KR/0=KISTI/0=GRID/0=KISTI/CN=80864141 Sangwan Kim

Creating temporary ProXy . .........ee e Done

Contacting vomsi.egee.cesnet.cz:15002 [/DC=org/DC=terena/DC=tcs/0U=Domain Control Validated/CN=voms
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1.egee.cesnet.cz] "fedcloud.egi.eu" Done
Creating ProxXy . ... Done
Your proxy is valid until Thu Nov 27 01:20:37 2014

WYE T2 AZMO HEE Holsks Wi

$ voms-proxy-info -all
subject : /C=KR/0=KISTI/0=GRID/0=KIST|/CN=80864141 Sangwan Kim/CN=1288283198

issuer © /C=KR/0=KISTI/0=GRID/0=K1ST|/CN=80864141 Sangwan Kim
identity : /C=KR/0=KISTI/0=GRID/0=KISTI|/CN=80864141 Sangwan Kim
type : RFC compliant proxy

strength : 1024 bits

path © /tmp/x509up_u500

timeleft : 11:59:17
key usage : Digital Signature, Key Encipherment, Data Encipherment
=== V0 fedcloud.egi.eu extension information ===

VO . fedcloud.egi.eu
subject : /C=KR/0=KISTI/0=GRID/0=KISTI/CN=80864141 Sangwan Kim
issuer : /DC=org/DC=terena/DC=tcs/0U=Domain Control Validated/CN=voms1.egee.cesnet.cz

attribute : /fedcloud.egi.eu/Role=NULL/Capabi | ity=NULL
timeleft : 11:59:18
uri - voms1.egee.cesnet.cz:15002

7) rOCCI 22}0|2E AX|

# wget -0 /etc/yum.repos.d/rocci-cli.repo http://repository.egi.eu/community/software/rocci.cli/4.3.
x/releases/repofiles/s|-6-x86_64.repo

# yum install -y occi-cli
# In -s /opt/occi-cli/bin/occi /usr/bin/occi

O|X #X|&l OCCI E2t0|AEE 0|&510] FedCloud A0 HZg 4= AL
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