HEZS It Al A7 5

Trends in Al Researches for Networking

o2

OH
02
Ho

o
KiSTi 23apegseyy

Mores Instists of Science end Technolagy Informaiion
e il e



CONTENTS

1, A B 3
2. HA HYU/Y BY TR e 5
2.1 HAL B{YHO|RE e 6
2.2 HA BHO BE i 9
2.3 B YO[Bl v 15
3. L'”E'?’%% 2| st D-lAl_I EI'EJ/.";! E.|Lé .............................. 23
3.1 MLNE| YT EE R -rrerrerrrrmsrmnnnninnn 23
3.2 MLN AT S&8F o 26
4, REZ] Tt HEEE e 53
4.1 M=ol DEA JHee Ho|E|M| EE e 53
4.2 YEQT || BFES| 53
4.3 HEQT KFR BFE| cooeeerrermememmee 54
A 4 SDN rrrereeermerrermser 56
REFERENGCES ::sereeeessrrrmsssnmisnmrmnsnnissans s 58




1. A&

—

AR AE e AREN 71S(CT)Y] §oR ol2olx: AN 4% %ol
Ot A4AF Atdegolst fol= F2eA #HbZ(Klaus Schwab)7b Q]&o|ddH
Economic Forum, WEF)o|A #&= &ofo|t}. o]

gojo] apale ol dlolgl BA, ABAL, 2RB, ABUEY, B 25 ST

= = R
o A7), 2 AHEAN, 3D A, U 7]1&3 2L 70 RopolA AR 7%
s 4l0]cH{ 1]
A4zt AriedEe 2eld, AREA, OALA AAS 9 dolejo] wfety EGA7
AN LAY S RE Ropo] Aake DAL CJUR Al7|&E HWE & ot
oA A7 ORIl Al ST 0202 E35] »3qsw, BB AA

A AAe CAE Al e g 4 ot

Xl
(]

P
re

s Ase, AAZY. ViE, §T 5 T o
ot dF5AlE0l S5t AtEo]l AlsetET, 5GE vIF R AR, 7Y & 289
AFE7HR] AAIZEo 2 AA(IoT)sh= 294 Atg](hyper-connected Society)2 ®
gtstt], 7HQISYEE A& AB|A7F 7hHeste, A4S ZAIPE ARRFAIAL Al7]&o0]
AsAde st A2 IA &0l 7t Aoz Bz [2].

2

rlo

o714 4AF APl 2 RIEAlE oltth. < Holg & 7|etez o

AR5

2 Al Aol Y AR olHRE AR mu 2712 wes duyE
o
=

—t




Mo

O
i)
=
x
10
=)

b

o] BAVAE oW 5 o Eff Aoje BAH YEYY e
/% B ool sl Lolwol SAA YEY Fuels, £E U Ze|dy
S Jpgstid ARArSOlA £l H: Al /g Bd B A7 53 U o
T wokg AdfstuAl st



2. Al B/ Y e

20164 Ol S AT HIS AL MY vs A AR, A ARL
o7l e AR iAW A AAASS F40 Wtk ATl A1 =
2HES JIAP} A ek 278 ggSoR B Rt Iwe o 2 548

ekt

ﬁ Google DeepMind

HAl A2 &9 DA o @ o gle EAIVE HAH. A& =0 o
& =HolAlY w& kF, dolH G, youtube SOIA AEE g, @GO
=78 UM, oJujA] HA § W2 FHA HAl 2go] AREE AL QT



oy 2

2.1 HAl 2'golzt

a)
or
)
2
(o]l
=
19

ABASS ASA FAS T 5 Jr AR 2AFE 2xEo], JAGERE,
2% 5P BolEt Al A7 A9 LAKsimulation) §2 Ttk oA ¢
FA59 Aol ZAAoln] Aatolth. Ae RolQl o ARoARE wWe
AR WY 4 9lou] At FAlolch SHAIT o BAIME Al 7H
AREY ZeIMoRA A B B, AE 5, 9ol ofs) 53 52 A
Aot (Amah) 7122 Aostuat stol, 717 sEY @ 2de ABAsola:
XS PASH: sHUe) YHECR WL o] Bge ok,

WAl 2] de]l MAFel Tom Mitchell2 TAl e ‘A3 S Edf AF=0 2 SFAY]
= o2& o| st AL (the study of computer algorithms that allow
computer programs to automatically improve through experience)etil 7]
oitt. ® gl A8HY = FAA AoEa o2t o] ojopr|shr|= st
oF ARH m2 o] EAS g3 TE £338 ol 45 PUE MAdEe 39
EE Yol 1 AFEH mz il a3 Tt A5 Pof| tis dd EE a3t
atst &~ 9ICHA computer program is said to learn from experience E with
respect to some class of tasks T and performance measure P, Iif its

performance at task in T, as measured by P, improves with experience
E) [12].



oAl Bde 54 QPE Aelsts WRe Zzaeide] weh Aol ofust M
J(ets) olek 2ol A4o] WAA Ark oAl 2ldo] s JE B 4
2952 o83 Y Hlolele A 1 F MES AAsin, 1%L wgos
ol&g ATt of WA ¢Izto] ALEolo] S FPL YAL WA ¢
oh #4 BYOlA BHoF Ax TALS QAR AR QAICHH, AlAH] HE
A 7)5e 0f] QY AAR QRS AN, ALRRE S5 Yues
A8 BOiZICh 0l eldo] Jhsd AlAEle ARAle] A4S B2 aissie] md
A S Axz P 3] F FHES 5l SEde Aol

o{7|A t5(learning)2 = A2 o Ad7t? B st da2E&2 59, 3
7Hevaluation) @ Z]AsHoptimization)2] A 7FA] +4 Q@A =2 & o]Qict.

H ¥ (representation)Z Tlo|H & UEY= Z22 HAECH Hojy NES A/deh
T FAUAZE? o] GAOA 2] dlolEof = (UEUE) 2 (5, A% 2
HHoIA A)e Aoy stog. AB/dd dlojglo tisl 54 &4 FEE 7MI5HA]
Aot wAlE AT 2EZ A46lof gt d¥E dauEo] olsid 4~ A
+ A= vHlE mAo] Basit. £5] 4 FiHfeature space) B+ JH &
{Hstate space)ollA] dFE BEISH= YHS At £2 54 NEE AMEstH
A AAA 72 xR o A A0 tigh BE Fast JEE AT
sp7] 9ol wHlo] W EAS ZFsiele) A4 & Qltt. o] ofutke upAeh
(overfilling) &2 o]ojAl Zolt}. AL tolg MNEE A/dst AN 57 o

g 7Hevaluation)= 258 mp2tojgof tfs A= ot

Asteict. Woh/2A g4

20o] ol Y "= FR(classification), &A1 &3 W= 2] H(regression),
gl &40l 24=Y e deHreinforcement), 40 o] HEY T &
£ 7% (probabilistic)o] .



1940 1950 1960 1970 1980 Deepleaming 4gq 2000 2010
— O 04 “ “ O Ol 0=
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* Stagnation. Overall, the progress of Machine Learning (ML) was minimal in the 1970s w“q M;:.p. Bagging, AdaBoost SGBoost
* Resurgence leveraging both Backpropagation (BP) and Connectionism OsiN8 _ Support Vector Machines/Regression (SVM/SVR)
! Boosted by both the increment of available date and the increasing capacity of computing resources .

Fig. 5 The evolution of machine learning techniques with key milestones

a8 3 714 gt 7lse X3} [4]



H=
| = 1
Faol H4minims) = AU Maximo)e $E HEs} Sk U 1
A Y2 o] 2 oetolE S AlLtstl 7MY W2 @ /(minims) £ 7t
=2 YA Maximo)e ZEste e AdEstE Zolth. A|ASh:=  greedy
S %3} gradient descent?} 72 AoF Q= A4 R AGH A mg
ae)Y e Mok 4 HAsts svos & 4 9o

2.2 M4l 399 &R/

HA Hde X%  ShS(supervised learning), H]A|L  Sh5(unsupervised
learning), 733t st(reinforcement learning) & 37| 371X &dozg E&EF
t}. of7]9] & R|&= St(semi-supervised learning) =& §39 stz 2855}
7%= SEAIRE 9] 37HR| =2 ER/she Aol 2 S8 Adog Hudh. -

T

Froankoghd
et e o)

HruTinem bpe

: . . Tiennarnay Aegnrian
[Hggaretty Chassfiragiog

Brig chars Dimensionalicy e eevity Feaud

Wiliaion: Reductian W Ticimrion Dot Classification .

Femo T ey

Unsupervised Supervised

Smavmiri :
Learning ; Learning Wharher
ForaiasLing
Clustering M h . Regression
51';:’-3:'12:':@5: : ac I n e Miorden
FMarkaging

Pt

Learning SN e

Rzad-rime doecisions

Reinforcement
Learning

B Mavigatiag S Ao

Limermirg Fask

29 4 ¥4 S99 BF (5]

1% dlole] Bt £9 AEo] 27 Ht lol2(label)o] o] Tt Alw st
HAE S50z et #lolge Set WAstuA st st dlolElo] 442
ROla Zlolct A 4o] AFRS TRsit AYS AAATD T 1) AV S A



=2 AL AFSAL EAF 5 HlolH I OH ste 5742 tld Adlle2 A2 &ols
o] ofojct. ojnf ojE5o] &2 Al il SF5S Sk HAREHY YoM A
_‘l

o

= S|
2o Aeg 9 Zo] (K= ‘1.*%), go]=o] gled Aeg v Zo] ojy.
2 WA T o] Hit.--

2.2.1 A& 3%

==

)

dlo]E(training data)22E s} 32 o]=st=

rlo
Mo
ML

T &g dues =1

goltt. o & =0, U & o]H & ol&sf uld 7HAES FAE & Qo A=
st5ol= 7]1&0] oju] B&54Y sh& Ho]E|(labeled training data)z FHdE U=
Hp0L Hoh= & H4pot Ut dudE5E olfdf 58 fiojHE &A%
oZH UH HLS 5 HL gSAY|= s A2 £ Qo o]EA FEH
g oS58 holE 25 E A¥tsk(generalizing)E &0 YHX|A] Y2 M=% At
gl =0 tj-gotil, ol HOo|X] ¢Ue A&t HoA Auts o &St

o E=(Classification): ojmgt H4of GGk S| T W

5

e
Q

[e)]

L
0

3
U
ndt
ofl
ol
o
r|r
o,

2t 229, 9
classification)2fil 22r},
. ﬂﬂ(Regression)i AXHQ S Oﬂéé* o A= 3
stS ol E 7HA| AL =
Z1o] B Ao|c},

Jmor
ox
—

D

D

=)

cC

=

&
o
i)
e
(fls
1°
r_l
)

‘_

* O|&(Forecasting): o5 2@ &7 Z@uE= 22 gojEo] Ed &5 o
HE 7KL &3 2o]E5 Atole] JHUAS Aoz BHsh ot wet
A7V, W, tete glolEo] €1 tlolEE o RHle AL shGsiiitial
sieete 2&7 WHAE ZA3gto] §IEAl 7V, "W, o F sturt &= Zo] of
Yet s |1 uie] ojsh e UE 4 9l Zolth. o|X§ ojmst gho] 4
2 USR] o g 2 gleng, olg o & Lioje} Rart. ojggh o i
< 27 s A S Zo] AEARI WY yo] oA I ARgE ol 55)
+ Ao ¥y¥talo = who] &=y,

_'IO_



Algorithm Processing

(

)

)

2.2.2 ¥R & &

H] R =
wA19]
g 21

Aojet.
merstol, o

ojale
manifold),

71AE ol F

"] K| &
oo]gt

14 5 Ak g5 3 (6]

% (unsupervised learning)

AAFY THYR
T2 (a sparse tree and graph) St
WAt 2 A=)

Jl(low-dimension

Ze dojel|

(clustering structure),

4
e

_’I’I_



dlolefo] 5AA S4olut =

ol

S
=

re

-2 o

=)

o] %

mh';

gk,

. Z222H(Clustering): S 7]&0] ttet AR HlolE AllSS shtel AE
2 agsteit o e 5 AA dolg MEES o 1oz ERs] ¢

s AHGElCl AFgAHE 1RE HHS 3] sk Y 1F AUolA w2
_/":; Jikelz /\ O]]:]»
o=

=

e XY =A(Dimension Reduction): 118 £91 ¥WA40] V&S Fo]= Ardo|ct.
W ofZ2|Alol o Al HlolE(raw data)= ofF =2 AHHEQ &

15 542 AY
<. ot 48 SEAEL S5 Ady off o] gity. webA AR 4
(dimensionality) & &0|H A At #AE =&517] HHYRT

£ )

( InputRawDataJ ( Algorithm )

sUnknown Output
sho Training Data Set

3 ; g
I @G-
S

( Interpretation ) ( Processing )

a3 6 AR ool Tt (6]



=

& B3, W olE, Algeold /Y AMe}, CFF ofo]HE AAE, 0] A%, 5]
5t 9A QTS SO RolME Adch 2§ Wt Aojol 2o Fatats

L ol "2ab 54 Azwolatn 2tk £, 253t Alojo] 2ol E
S ATSATL, R APt A o EAet SHo| 2P TR
oA ShsEt 2Ae] SWolM W2sHe Astsraube chEch RAst A
Solol A ZJaetae ofwA AFE weA stold FFol Lold 5 A
gote o AEIE dct (7]

S5t golct ol2jgt BAl: of EZAol] G2 AY o2, AojolE, &

2 = oSy 2 4 Ak ATAEL
48l REle Abgster], 370 e tjeam

o] getets wAIE E71 HshA 2
oAl A7 1t (Markov decision process, MDP)o]t} [8]
f )

D 'l ‘I

( Input Raw Data ) f_( Environment )‘—\

Reward Best Action

saaias
. "#i:‘! . -
. :"'. .':::' b-e v A
gh.??q"%?‘g.. q Q ’
_’

.. L
, 'l . "
: »!'H'{g-}é‘ State Selection of
X o Algorithm

_13_



2016 = YOI E=(DeepMind)7t 7ot dmtil(AlphaGo)= Hl5< Bl A] 1
| 2ol AlA 447*4 BE71AE oldlES =ElA 98] ArRlo] g7l $42 ofAls]
gorltt. 20179 ovh 2 Adfe] AnEol2 2 duotd|2(AlphaZero)=
71E dmabn oS st o] dmaet gmARe] m2Iyoel | s
2R2 WAl o] st R F siuel Aetetsold.

Umine upSe e5ab] 8l P WA Qzte] vl 7] clolejslo] A A
2 a3 o] A B/ Bol AE AAY JIu shx @40t ARG gew
AEE 2 o o

qutnt oh Shg SR AP ARlE R43] S A7|S A2UA Ang AL
sl 7tx1et AA WEA IS 7FSAIE GHolESH. o] IES So T2 A
Ho| TR Q7 uFEIIAIE Foj gt

oAl AR A 20 I SROA Theet Be ol ViR s A8 S
22 oojd sbs4o) £91% uiith ITke bg JHH 2 45 He Ul %
Hi5 FEjoAM SH7IE2 Ed] A (Monte Carlo tree search) €ig]&a Al
odoff oAt AME Ve R SE vheddel M 2 e AERT o] 58] Tt
s7de AR&Sl A & EdlS GAsteEH FUT £HY TSRS Aot

o]F9] dmil 3 A2 m2 M2 IF F7] HloHHo|AS JH= I &a
o AUFY A7) FAlE geelse Aol UwAL 25 Wi ARE Aol
Aol A2 of U £ A0 ARPAT AL FThE 3 LU o)
A712 ol stast Sol= ARs 259 77] S2e DA Lutw et

3
d Thof 1005 0mfg 7]=stiA dotal 2f(AlphaGo Lee)?] 232 Hojdil 21
dmjol]l dmbil opAE|(AlphaGo Master) &0 =Eslan 408 2o=
e HAe FEsith

_14_



T A% g5 H| A= <
h & =g XA 129 HolEe R
AF A AF I =
44 ol & = ool E A A dolH
== * 3 7(Regression) « 3 (Clustering)
e EF(Classification) « ¥ Q2
drElE | 2¥ 9 Hx
A =7 =5 &=} we
. St HlolBl o] &Fo] Wolok 3§t | Stgol Aol WE EF VIE
i o Azto] ol 28 U
o] F7F dZ, 39 +4 tlolE] mlolygd, 23
1 Al g4 vix e 8h59) vl
2.3 9 2jdo|at

g2 HE(AS d5)2 HAl 239 st EofRA VR =

Al7d W (neural network, NN)oJ2t= ZES AREste HA&4EH Z(layer)oz

(representation)g 5sh= M4l 2d9] oF Aot § 2{d2 A%

Aoz o] Qle BFE vieE o o] glon, HolH2RE =
= ol =

LS
= gAolot. ot § 2182 o2 iy HEV[H =92

ol

_15_



Machine Learning
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Feature extraction
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Deep Learning
. Not Car
Input Feature extraction + Classification Output
2% 9 WA #dat | 2jido] &fo|
g 4L deep neural network(DNN)S o]&3sF gldo|c}. 2~3719] &8 7IX|¢H
=8 7FA]H deep learning, 107 = o]JAlo]H very

shallow learning, 4~107] &£

deep learningo|2til Strt.

- Output Layer

r Hidden Layer

Weight
 Input Layer

2 10 Feedforward NN

Z(hidden layer)ofA] of2] A4to] Lot
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Deep Learning Timeline

Computing 1885 ]-J.eep

???  Machinery 16 Backpropag Boltzmann Restricted 97 Boltzmann
a4 and ADALINE ation 380 Machine  Boltzmann a0 LSTMs Machines
Dark Era Intelligence Widrow & Werbos (and  Neocogitron Hinton & Machine  LeNet Hochreiter& Salakhutdinov GANS
Until 1940 Alan Turing Hoff more) Fulushima Sejnowski Smolensky  Lecun Schmidhuber & Hinton Goodfellow

l ® @ ¢ L‘ = élf . # T |

. L L B o ¢ &
1958 1969

1943 1980 1982 1986 986 1997 2006 2012 a7
Neural Nets Percepiron XOR Self Hopfield ~ Multilayer RNNs Bidirectiona Deep Belief Dropout Capsule

McCullach & Rosenblatt problem Organizing Network  Perceptron Jordan |RNN Networks- Hinten  Networks
Pitt Minsky & Map JohnHopfield Rumelhart, Schuster & pretraining Sabour, Frosst,
Papert Kohonen Hinton & Paliwal Hinten Hinton
Willlams
Made by Favio Vazquez

g Y9 EHSAME= 5T S4(identity function)@t AL EUA(softmax) F
= Ol&stod EuES ¥4 4 A BE 9 AN s el Id2 4e
= 55 AHESte B, 2R A= 23 580l 19] He ARE
o g AFESICH

24 B4t UA
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d gldo A=A B2 dyalzoF AF_EE SVM(Support Vector
Machine)} A I OFRA}, AZ|A y= (A EFI(AFSE dlols) %t

= O
s, = ¥ WOl 4igh score ¥, E= &4 doolot. SVMA bigh &4 e

2.3.3 9AaKBackpropagation)

AuH(back propagation)= £ZF0lA AI4HE o2{gto] AYFor & EFH 50
7F o2 HMmEHA ZF S0 ‘% 7}37@7} AR Y, & g5
st A b
A JJ”*(global mlmmum)é At BT 2~ %itk =40 = 7
EMske ol disll 7 A2 H4EE Aty & 2 gloh =
71&717F AofRl= Wgor FAlol= Zo|7] hZoll, Ao Thef Ax

ge & gt

F'D‘ oX o o

Nl O 0% 4 2 18
ol
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ANRAES ol 223 28 Y4 BEA ¥4, 2R A4 512 Hisis
Heulel(71EA)E FokE Yotk & T 2Al9) B2 Aasisl: J1EAES A
= Zloltt.

N

E= ;Z(label — prediction )?

o714 £A steS A of AA| Train-Set2 AREsH= 712 Batch Gradient
Descent2til sttt} J2{ut oA Al4tstd ol ©AE Yo o, A dlol&
sl &4 A4S Aol o LR whe Aol Basih o WAlsH]
Q5 E&E2 Stochastic Gradient Desenct(SGD)2t= vl A8ttt o] HiwHoj
Ae &4 g5 Adg o, AA dolE(Batch) oAl A7 HlojH9 =2
(Mini-Batch)S A85tq &A1 stax= Z|ARStT). Batch Gradient Descent® T} T
A BAEE S A ALt £=7F 2R wEog 2 ARM] B2 9AE
Z 4 9lon), o2 ¥l vkEe e AT Melgt AR AUtk w3k Batch
Gradient Descentof|A] #}A! =Z+4&7Flocal minima)of WA|A] 41l f £& wIgko
2 233yt 30k of7]o] sl SGDE ¥WaA|7l o8 duasS g8stH
2R 22 M=o W L~ 9y HYE Ady2]E£ 02 Naive Stochastic Gradient

Descent, Momentum, NAG, Adagrad, AdaDelta, RMSprop £o°] 9)c}.

Batch Gradient Mini-Batch Gradient | Stochastic Gradient

=]
T Descent (BGD) Descent (MBGD) Descent (SGD)

*odlolEl AIE qpest e HolE AE RIR Lo on me

stQ &}
519 A1 redundancy?} 331 redundancy”} AALS 918t Ao
e 238 B2 e -
« BGDQ} SGD AA H |« HWE AA &%
B 2 . Ao vz g
°% e ¥" na oy o Hjx] 27]=50~256 + No Redundancy

+ GPU &84 27k |+ 22y 23

e EA oY iR 201 |« D4l a20] =8
27 T8 * one-by-one A&
+ BODET} BRE WS | (CPU 2&50| %)

0
oX

* Redundancy(¥t= A
A

¥ 2 BGD vs MBGD vs SGD
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AR ' AAYIA HLet shssiE ol

AY-g GPUQI NVIDIA TITAN X+ 6.6 HZtE2EA09 ©HE A 458 Algst
o} ol A9 6.6x% 719 float 32 HARS HFIICHPSOIA 1x0] 2~39 AL
7Pdsta E]let d8d f=olth). 2 2AtlME= g 2dS s GPU 2H i
2§ 9d 222 AN
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3. HEHZ S fgt M4l 2'39/8 2'8

Al HELYZE IoT, 224%E, 4G/5G Wutd UESRY S, 4] flolg, Al 7|& 52

Aststo], ‘A AZA(hyper- connected) diole &4 Atg]'eF COVID-19=2 <QIsh H|tj
H(untact) Ate]zo] wste] Ao Qlot. §35], wpst FofoA= =] flo]§ Atol<d
29 Eddor YEYI= 1445 ARE AUlA 58 AU[AT 48 F a5t

=it

AR HEY T ZopoA= Ef Fofet UIRZIA| 2 Al o]&sto] UEY T4 oA &
Aot et ol4E allAsteAr =AM Fojoh. tjmAo =z, A[AA(time series)
E= HAAIE(non-time series) 7|¥F EfjH o %, mo]2E/SAE/E2Q 57
718 Edjy 25, Edig 2ke". &4 Aloj(congestion control), A Ha](=F
Alol, AtY &9 5), @& #2](fault management), QoSe} QoE 2], UEYA
Heh HEY T 9 2 #e2] AFsdt 59 Fop/f ok

3.1 MLN(Machine Learning for Networking)?] YJ3Z==22 [11]

Step 1 Step 2 Step 3 Step 4

Problem formulation Data collection Data analysis Model construction
(prediction, regression, (e.g., traffic traces, (preprocessing, feature (offline training and
clustering decision making) performance logs, etc) extraction) tuning)

Step 6 No Step 5
Deployment and Model validation
inference (cross validation,
(tradeoff on speed, Ves Meet error analysis)
memory, stability and requirements? %
accuracy of |nference} K j

I 13 MLN9] AYgH JdIZ=2 2

a2 13= 24 FAlgHproblem formulation), H|o]E] 44!, to]g B4 wd L

d, B G AL VIR 3 FEE Basle] YEA2 ofol ol 2ndg
g5b] 95t 7|2 93Z20s woZET: o] BASS Az EYsolx gu Ly
qog 2 WAV Uk UENT RAL offs) oAl 2ol dEg Awa 4
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Qe ofZelAol Mol nR o YT L oAl Ade AT J1E YIZ20 of
9 ARSI o] oAt MLN 93Z290) 2 WAS hENQ Aot 34 A
it

A A} ¢ /A BB EW BHS FF AW ulgo] wo| 7] wgo
MLNO| & wim @rolA 2AS Sul=A Fyststn Asksts slo] Fasit
By AL 25, FAAEY L oAb AW 2L A AE WE F YR B
59 4 Ak o2 F3 2L dolElY] RO g MY L 2L At
Lo £go ok ¥AEE A FYcts RAYY o5 RAL ATt A
AR 23 S AT 2 5 Uk oS Sof folu AEAYS AT A
o QEMZ EAET 5 I 2APE obd AN "d-ug

.

exploration-exploitation process)z2 7|AE3sto] of=

£ 70| 0.

r2 ol

O
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i)

dolg] 44 : o] Wo] Bt WA glo] We U] tuA YEYI dofe]
Ish Zlolch. YEYD dolg] (o : Eejm 55 o 1
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5
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of]
=
He &
A
| Y
A}
o
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Eas
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S

mgtste HlolEiMlo] ™esltth. MLNO| wehox o
5 =tz 2ydE0 onatel Wy F8E 124 7= dojgg H4s)
e tolg B4 @ mel shyo] Fasirh 2okl wA0N Az YEYS
B 2 A% Aut 5% ot wuo] g £i mew Ase AgHth e
Ae dolEE Agstel 5l A22 93 /1= Hol £& YUl L&
o},

dolg &4 @ & UEHNI ZAde it §40] en o2 Qo] gF=
WRlEE @ bR (] 1 )Rl cha UEYa A5 el g 2 4R
0|XIt}t. o2 So], RTTe} ACKY =42t ZF A]lZH(inter-arrival time)& TC Zy
Yoo HH /1% Mestier] Fo3 S0 P 4 Uk % eicky
= A= 2ol diolHe ARjHS &As] ¥est= Fajoltt. o]
HAl g ARYEOA E7-(feature) AA|HoF !
lole] BES EAjsto] YEYI BAl9 AN I xEol
2

S|
=7 F& Aol Z+tek, olater 3 24" i A%

o
ror o

= =
CEREE
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ol AFE AMesti gelste zlo] Fastth MY dolEdd E4g 5%
stelel iy UEY S Ao tiat =0 1 s

o= ojYiL AlZto] @& Ut
gobste o m8o] Hi £ Aso

2 74 29 PHdt nd A F9 9 sgo] zatwch Hojg AE9] 3
71, HEH2 A2 MY 5 | et e st R
L guelEe desor gt o2 Sof, A A

M
olrl
2

g2eh Al2]F(throughput) o 52 Q¥
S bjgeo] HE ALE 2AS YL 4+ don JH A APy A ™
oz Qs o5 ¢dll Hidden-Markov @io] &= & Qlty. O& ofZ o]
dlol& 5 Argsto] stolm m2iulE xgos WHZ ShFAI7|DR @ meel T
oA @8 AIRto] AT, 7l W4 24 mEANAdl= s et oA A
Aol B&Esty T35 58 7hse il Was Ay Al Ao g2 275t

7] 98l He BIIA ZAsHof st

29 A% emelel A%e o5 Luesol Fwsl A AFsieAl B 9
o MLN 3Z=2%ofA glojA= ot Troltt. o] TAoA wAl F52 A¥HA
oz wdlo] wAgHoverfitting)QX] A AgHunderfitting)A A& BolZx7] Ysf
nlo] AA| F&=5 HAESHE 4 AREEHY. ol R2S 547‘45}5}% gegoll o
e £2 AAdS Aottt (o - Aol g o HlolE 2§ 57 R 22 B4
da). Z23d 22 FASHH QR ddS Aot el E4Jo] AHEIA] Ee
dlol&7F wAloll thsll F+5] trE=AE THste o =gFo] "ot @F Al
Tre} o)A ©Ae] At ThAl 2alsiol & 4 9t

HE U AE 29 UEYS TR0A os nRe TET o @ shx] WAl
wAIE alefsio Sttt &5 AlRtolu o | x| Apdof A|gto] i 3T AlLtol o

T Ato]e] o] FQs5tth. EoE 7|/ ef5E &% best-effort YA o= AMES)
0 ds BA4ES AlFsHA] oz AAH HAAXRE YA/ d(fault tolerance)
v2fsfiof gttt opXjaro g AR S8 = T2 FF kG A|ARI0] AAIZE 4
= W1l FE5 21 oY AAE 2efRlor E™HSIEE Qs
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3.2 MLN 93 53k2)[4]
3.2.1 Eq o=

YEQS EfT 52 oud AR BAMAL csial: UEQI) 2 o
Felolq WYHQl ALL FAch ot ulefo] EFTWE o st e Lukstol A
= (time series forecasting, TSF)S &3l sfZ2% 9 tt. TSFQ]

A

|o

Hu

>

=

e

_9‘ r
=

N
2
bS]
S|
A o2 Edid Z53 o] WAE EdiE 2§ It A JHIAE &
g 4 9t B 2B AT oo
g o 5S Yt 7| TSF @2 A4 24 Zdut X|=(supervised) ML &
FHLASHA FallE 4 Y. A A4 REe d¥tRo=z AdtstE X7 g
3F o]z T4t (auto-regressive integrated moving average, ARIMA) 2&

2 TEYL U Efg oj52 % % OIRES AT NN 59 4
902 ARIMA e TSFO| ofs] 'd2] ALgEl: B2 Wao=, A

N
T
o |o

my O m 2 N o omo M op@ |m wy o ofm
rif o ku
u)
f
r
i

37 (AR) % o5 WF (MA) B0 U2ts] M gslo], Ato]7} 9u G5 A¢l
lolElo] thet AHE @S SAach 22U UENTY F4T Y YEAS

mo| wibyo] F7tao] wat 7|E TSF welo] £40E0f urt nF ML 99

@A A2ol E3T 2Fo| ofd T2oo SALS Agst] Qv
o1 Edig of50] YEYL kol7] U o] o] Rolch

2) o] A2 Fu2d [4] o W82 THstd .F7FE A5t 29F At ot
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S8(39) ML 7|& glo|gAl £’d(feature) =

B 10~302 F

dod = v NSF  TeraGrid ° | mehe] ot v
A o Fl xe: MLp-NN eraGrid | o ax. min, | 1 T
878 oI 5(TSF) GlolE Al ] & g9d=
avg 55t
23 B3 @ E
a3 ¥ % = SNMP Efj®l o B B
A" G ol | Al=: NNE ol Efo ¢ o B &
(TSF)
o X

92 wal % Pl POPAA et mae o

A& SVR 2AsE QIEYl E i oA Eajd of
(TSF) - 3 B35}

2

HEYS Egd 1000ZQNE o] . -

Rl &=: MLP-NN A &ALk Ay B oF
o] % (TSF) | B A 5733 oy Ed ¢
Y EST Egiml =7}0] A17} ol AlZhck A}
ﬂfa 2 X151 MLP-NN Z‘TL_A |Ztorct BjA7E Eapa o g Azt ol
ol 5(TSF) =75 Eof Effo

ool e 657t Hlo]EAl 5;2 B ;;:6}; kx30s S oA
o] Eafm o o | A]=: MLP-NN | ' L = : 3
(319 B <t Eod gt qu-N | Ezm of

wavelet ¥H3gh

B 245 3% OiAIZE 5
2% &7 714l ;

Conm o A& KBR, | 2 =9 £AsH| _ o A A} Eam oF
- 2=
R IEE T L e

= 22 5
3008 ool = .

Z7] 22 37 | A& GPR, co= J}Oﬁ 2 src IP, dst IP, | E2% 37] 24
o= 2 elephant |0 B M M EH_T}:] ’;]LE og | STC POIL dst | &, elephant vs
=20 ex)(22) | MLP-NN " | port, protocol non-elephant

Sl o] Al

5 BRE WEYD 29A7 BUNT HEYD 29 2 B B 5
% ES

Bl
= H ZxFon. Hrldds &% A, B2t 3 A
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e mlzyze Fad o Eezoldel ta B 4%
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g ERFols UESNZ EgIES AR AHojdH #4 Sezel AFstA 23t
A S AEgAeld S (of ¢ HTTP,
FTP, WWW, DNS ¥ P2P), ojZ&e]A o] (o : Skype, YouTube % Netflix) =&
Aul 2~ FYg Y ¢ Yok g E Eo] QoS 71 AHl2~ FPgreE FYI QoS &
ALeES 717 RE o) ZgAlo)Hd = z3lsith whaka o}

27 F&ste o EgAoldol FLF Az SFzd £ 4 Ao

F
rlr
2
il
AU
Y
o
Bo)
il
Av)
>

Itz o2 VESZ EfY EF UYHELS XE I, JF Fo|EE, TXE F
2 e FEY SAS &k v kA BT BFE vE o EgY
5o oidk dzel H2 92e [ANA(nternet Assigned Numbers Authority)ell
TEH XE W3S E §8& 2O T3 dAST a8y oAl 9 o) f
B3 WHol oYt oA YH XE HE T oFEdt= A AYU) gle Ao=E
Bt 2 54 XE 4, HE® 2 & dHz S8 2O €9E ZE
Moo egoF Qla Efgs d=slsty W s 1d 4 7] "otk I
Hol = EFeta e EdY E77= A MAdst] s & 7led
7l ZE M5 E &&Ith

Hol2= 7|Ht EYjE B /& ZE 7[R EfE £/ dictelth. Iy Hol=
= B3 4#z o=y Aol A (signature)S HAE] wjEol| o o AL
2 A4 w]go] MAdT w3, A&A Frkele & ZEIHY I o5
ek A

192 $502 44 BeSL Hgts A WA T, Bt L )
b 27beel we) slol2est 3% 4EsEn AUYRREY
) Atk webd Hol2EE AgStel EYACld Fehx

of e AEe FEIE o] uwTh

SAE B4 70 EdY BF &S YEYD JE S2EC 14 A 5
e Z&ste] A e FUHEE d53n 3F AZS HEYA AR oF
3 E2E zhe] EdFS AAS FEHA SYAY SR AHEE ZE AS
2 dzstd gl HolR2EY FAE SHIT (o - dAHE T2E F, AF
IREZ, #HE ZE §). o EFVE dEAclHel AR g2 T4 dHE
< AATTE Jidel oEITH dE Eol, PP I2EE Z; dlojo djal o
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@ zEOA ge Zeolded od W& + AT
ML 7]% ERER =7 =L IS
A= NB. AdaBoost. . St ouigF =232 909 /_ﬂ FTP, SMTP, POP3,
MaxEnt proprietary S n d}o]EO| Cfst | IMAP, HTTPS,
O|AF "ol E 913 Y HTTP, SSH
St wreF =299 A | FTP, SMTP, HTTP,
H]X]= HCA proprietary < n Hlo]EO| Tfst | HTTPS, DNS, NTP,
o]+t Blo]E Q13 H NetBIOS, SrvlLoc
eMule,  BitTorrent,
Al SUM Tstat, NAPA-WINE, | 2t 31j7l°] &€& n H} | RTP, RTCP, DNS,
proprietary O|EQ] EAIX EX P2P-TV, Skype,
Background
AMulA 2R, EF
A= SVM proprietary mzaod MM 7]ZF | Mail, Non-Mail
%713
A% SVM proprietary AT ‘%?_ mjo] Ato] | PPLive, TVAnts,
o] = T|7] SopCast, Joost
E 4 W02 9 BAE BA /Y EdY BE A7 53
AolzE A% B B2E 54 N edd Rl 9 Tes 54 s 2
F7le o8 #d8Es Zeth @ 25 EHUA] T Y A EESE FAE
A AAE 1EIT. S EE2E9E BA dEYANA ZEESS AHESHY
P el e 2ES 2 P T4 Sl & ZE o] HES A A%k
WS e o g wEsh= Zlolt. 5-tuple?] <srclP, destIP, srcPort, destPort,
protocoD = AHHET o & =9, 22 AY MY HA E2FE 2z0dA O
Ad (o BB AY AWMB)E 148 nE «4d fee TAUd 1
gA A E2Foe Al A, doly wE F Al siAe dEdE e dF
o] ZAT. 319 TESE A4 FE9o a9l Aolw A FA MAA
g 71 FRE F Ank SRS w3 dol, HFl =3 3 ARE, EEF 713 Y
2290 WP Fob 2L BRSO LHH EHL Ui SAolth Exs B
A 76 Vee EEF SA4S TEAR ARSI ZESE WA e U2
uf} 3 S+
2z ow Z25 EA 7|8 EY ERE U S AClAdA AXH E
G2 F ZAEe) tUgs P b 54 B89 F5H4 g xE W
3, dostd 937 HolRE, #ed vHdA, =2 A AL e Ee e



UE V%o e WAE FBY & At Aol Ak a2y Trs 53
gk BRIZE HolRE SN 2R BREE BHY 5 QA B @
o},
ML 7]& glolgAl £ ZeA
77 fm o =zo Telnet, FTP—data, Kazaa,
A= k—NN Proprietary aﬂH}*\l EK‘T‘ = =777 | RealMedia Streaming, DNS,
=7 HTTPS
= . 717 @ o 17l | BULK, WWW, Mail, AJH]2,
A% NBKE Proprietary 2 = DB, P2P. Attack, ®E]1t]o]
WWW, email, bulk, attack
2 o w3l ’ ’ ’ ’
A% NBKE Proprietary ;]]:j] e e P2P, multimedia, service,
= 7e database, interaction, games
~ _ WWW, Telnet, Messenger
= 7l gl =g o g ’ ’ ’
R]EPT}f:_Téie’ | NLANR s l‘féﬂ;i; 1 TP, P2P, Multimedia, SMTP,
sE1ms = == T= T pop IMAP, DNS, Services
Wwip g |©%% Z29° @ BT, DNS, FTP, HTTP, IMAP,
A= BoF—NB Proprietar Zl g @ =292 | MSN, POP3, SMTP, SSH,
PHELALY 1 5wy 27 SSL, XMPP
A %= RF, H|A &= o FTP, HTTP, IMAP, POP3
’ HpsE Z 2O I ’ ’ ’ ’
k—Means keio, wink, | 595 FEFE W RazoR, s, sst,
(BoF —based, Proprietary a?]ﬂ“ e = ' | Unknown/Zero—day(BT, DNS,
RTC) = e SMTP)
. 7] g d =22 | ATTACK, BULK, DB, MAIL,
A &=
1= BNN Proprietary | 5y =5 P2P, SERVICE, WWW
7] gl ol = o
A% PNN Proprietary :ﬂﬂé %ﬂg— = %7 | pop, WEB, 7|e}
HTTP, SMTP, POP3, HTTPS,
L BNTL, IMAPS, BitTorrent, FTP,
A= SVM CAIDA , |1§7] folgt 37| MSN, eDonkey, SSL, SMB,
Proprietary Kazaa, Gnutella, NNTP, DNS,
LDAP, SSH
19248 Ex]o] Bu bulk, interactive, WWW, mail,
A= FT-SVM Proprietary | 5, 7T T L H) 2, P2P, Attack, Game,
u Multimedia, 7)€}
= i—
S]\/'M muur}lzlalacrllaczz Proprietary ==¢ @2 % A3 | BitTorrent, eDonkey, Kazaa,
binary SVM o2 578 pplive
® 5 A 229 EA 7§ Eejd 25 A+ 5F
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ML 7|= golgAl = e |
WWW, mail, P2P, ftp
. 7] ¥ @ =22 | (control, pasv, data), attack,
H| X =
A= k~Means Proprietary 2 £ DB, Au] A, interactive,
multimedia, games
M7 M w meo AOL .Messenger, Napster,
H]X] = AutoClass | NLANR 2l =7 Half-Life, FTP, Telnet,
= 7 SMTP, DNS, HTTP
7 M @ =mso HTTP, SMTP, DNS, SOCKS,
H]X] = AutoClass | U. Auckland 2 =) IRC, FTP (control, data),
= e POP3, LIMEWIRE, FTP
U. Auckland
. Tl Ejzl g 9 =29 | HTTP, P2P, SMTP, IMAP,
H|X]| = DBSCAN proprietary(U.
g EX) 7
Calgary) i EX] POP3, MSSQL, 7]e}
& BT 2299 1 |
. _ Web, email, DB, P2P, 7|E},
H| X — 7] ¥l ol =2 O &
|A = k-Means Proprietary 2 E];] 1 2292 g chat, FTP, streaming
= T30
%6 uAE B29 54 0 EdE 2R A7 5%
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ML 7]

oo Ej Al

Jm
2

e B

H|A| & Ak-Means

proprietary

2
1

RN

3 2t
P o] g

|

ajo yN4
o%

eDonkey, FTP, HTTP,
Kazaa, NNTP, POP3,

SMTP, SSH, HTTPS,

POP3S

A= J48 DT,
k-NN, Random
Tree, RIPPER,

proprietary

A N uzlel Holze
37] £A 2 A A7
£,y 22Q

SENRYER)

BitTorrent, SMTP,
Skype2Skype, POP,
HTTP, SOULSEEK,
NBNS, QQ, DNS,SSL

MLP, NB ngE= RTP, eDonkey

AE 7l =AF AlZE A,
X% NB., C4.5 . ATzl Zo] ¥st £4, N | Enemy Territory (online
DT Proprietary | o4 mz10] 1p W70 Zo] | game), VoIP, Other

A

7o &, < w7l 37,
(6]

P2P, HTTP, CHAT,

- ' KA wlolE A AA 3|C
f{eﬁéasnuspermed proprietary Jﬂe} j—xTﬂ' nﬁj]] ;]:1 EMAIL, FTP,
- — T, U —
lo]E & STREAMING, OTHER
A= C4.5 DT, 16 17 WEB, MAIL, BULK,
o o N EXR
C4.5 DT with proprietary A& N mzle] 2487 57 Attack, P2P, DB,

AdaBoost, NBKE

Service, Interactive

A= AdaBoost

proprietary

lowsrcport, highsrcport,
duration, Hd {7l Z7],
o+ 171, toscount,
tcpflags, dstinnet,
lowdstport, highdstport,
7] H}o|E, tos,
numtosbytes, srcinnet

Business, chat, DNS,
FileSharing, FTP,
Games, Mail, Multimedia,
NetNews,
SecurityThreat, VolP,
Web

X %= NB, . HAIA] 271, Ho 17l 7t

Pearson’s x* test proprietary “H(gap) Skype

X &= AdaBoost, AMP, MAWI, |1j7l 27], 17l 7t =A}

SVM, NB, DARPA99, A1z, mj7le] 4~ Hfo]E 4 | SSH, Skype

RIPPER, C4.5 DT

proprietary

229 A4AZ, nRED

A& C4.5 DT, RF

synthetic
trace

Jm o8
oX, fol

t ot molzco] A

Service Provider (# of
services):
Uni-lorraine.fr(15),
Google.com(29),
akamihd.net(6),
Googlevideo.com(1),
Twitter.com(3),
Youtube.com(1),
Facebook.com(4),
Yahoo.com(19),
Cloudfront.com(1)

R 7 Early, =22 7]4t

U gsole 229 | e BF A7 5
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ML 7]& glo] Al £4 i EaY
A= k-NN, Protocol, network service, source
Linear-SVM, bytes, destination bytes, login
Radial-SVM, DT, status, error rate, connection
RF, Extended Tree, | KDD counts, connection percentages A o3
AdaBoost, (different services among the same
Gradient-AdaBoost, host, different hosts among the
NB, MLP same service)
. BitTorrent,
Packet size (1 to N packets), packet
. Dropbox,
timestamp (1 to N packets),
) ) ) Facebook,
inter-arrival time (N packets), )
A= RF, SGBoost, ) o Web Browsing
proprietary | source/destination MAC,
XGBoost o (HTTP),
source/destination IP, ]
o LinkedIn,
source/destination port, flow )
. Skype, Vimeo,
duration, packet count byte count
YouTube
Entropy of packet length, average
packet length (source to destination
and vice versa), source port, ) )
o Voice/video
destination port, packets to respond
o conference,
from source to destination, )
TR E , . streaming,
) proprietary | minimum length of packets from
Laplacian-SVM . bulk data
destination to source, packet
. . transfer,
inactivity degree from source to ) )
. ) . interactive
destination, median of packet length
from source to destination for the
first N packets

I 8 NFV/SDN 7|8t Eajju] B2 o =3

323 Egy oH

__IO_
Ae 7|z ggFety F2 ulg H43, P93 F8 Fus 2 QoS ZuAYH
2o ¢ AA 9 Exo we} 2o EfY goudE Bxstn 539 UE

a3 EEZX At 2ALHS= 58, A H=EZe AXH QoS 7HY
ABBAE 5ot 59, 498 A4e AHE dZst v 5 ML =20
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and network
lifetime (WSN)

- ETX
: ]Vj’s neighbors for any

neighbor ]V] and destination

g 728 8ol Basith 7| 28-S AEEA EYY F9EES AH|g
ML 71&2 Z3letFoltt
Zled®) | SEMUEHI) glo|gAl Ex Action set
State: N;
uox Alaeold Reward: function of
;_‘;;i} LSPI FUNAE AlA: 40074 - node load Next-hop nodes
(z_? I?eed ) 2} 2-&(WSN) ‘-glolg AA: 2074 - residual energy to destination
greedy =R | - hop cost to sink
- link reliability
iy
Omnet++ with 50 ! mk
Q-learning SE9N Al a]0E] random topologies State: (Mk, D,) a, = (N/ ,D,)
(variant of dE7iAG 2ted -50 nodes . : k
va (WSN) Reward: function of hop ]\/'] = next hop
e-greedy) -5 sources cost along the path
45 sinks 8 p
to sink D),
State: IV,
Localization-aware Reward: function of
routing to achieve A2 a]olA - distance (M, 1\7])
: _ = s .
Varlant.of a trade-off 50 different . dlstance(]\/']-, d) Next-hop nodes
Q-learning between packet topologies PN to destination
_ ; - energy a .
(e-greedy) delivery rate, ETX, 100 nodes j

DRQ-learning

Spectrum-aware

OMNET++ sim.

-stationary multi-hop

State: V;

1
Reward: # available

Next-hop nodes

(greedy) routing (CRN) CRN channels between current | to destination
‘10 nodes, 2 PUs node and next-hop node
Al&egold (ns-2) State: 4V,
o9 7] Distributed fl?os s;e(rjlesors in 5003 Rewardi function of the Next-hop nodes
= energy-efficient P residual energy of the to destination U
Q-learning routin -100m tx range node receiving the packet acket
(greedy) 8 fixed source/sink and the ener be
(underwater WSN) R 8y _ withdrawal
‘Im/s max speed for distribution among its
intermediate nodes neighbor nodes.
Al 20|
. Igefold i State: current channel
Delay-sensitive -2 users transmitting .
o . R states and queue sizes at
n—step TD application routing | video sequences to . Next-hop nodes
. . o the nodes in each hop o
(greedy) (multi-hop wireless | the same destination . to destination
. Reward: goodput at
ad hoc networks) -3~4-hops wireless o
destination
network
State: N,
Q-learning Opportunistic zﬂﬁi}aetgoﬁihoge\) R?Nagdi tive t ¢ if Next-hop nodes
with adaptive routing xed negative tx cost 1 to destination U

randomly placed

receiver is not the dst

learning rate (multi-hop wireless . . X . X packet
(e—greedy) ad hoc networks) wireless nodes in a - fixed positive reward if withdrawal
150mX150m receiver is the dst
- 0 if packet is withdrawn
Centralized QoS-aware Sprint GIP network State: N,
. . . . Next-hop nodes
SARS adaptive routing trace-driven sim. Reward: function of .
. . to destination
(e—greedy) (SDN) - 25 switches, 53 links | delay, loss, throughput

# 9 RL(Reinforcement Learning) 7]t
-
o

Z-otsh(partially decentralized) ¥ U4 &

Er

=

Al
oY

Z-9tsHdecentralized),
(centralized) 2} ©

==
nEN g
9 47 5%



3.2.4 E Al

S Alole UERA 99 7ol UELAR Soj+ H3l 5 ZHs=
e 3o HES A A, A 8 A 2 58 Jhsd Al &4 v
&< BAY. e MEY A op7laA = AA &3 Ao wMAUS AEE )
Z3tk 7HE & dE R 3 Ao MAUESES TCPAAA T+ & Aot [Pet g
TCP7} @A} AEjdle] 71¥ks #4387 W&ot TCP & Ao WrAUEL &
ol AAE o 2 AE H=5 ATetr] el vEH ALY HF A"z}
o & L ® & EF Ao WAUSEFE TCPE Hekstr] & vESHA
o T =& (o : 2=9A B ZE) Wl At trlEd B olth JEY
2 DTN (Delay Tolerant Networks) 2! NDN (Named Data Networking)3} 22 %l
3t HES A op7ldAE Stk & Ao wiAUFe] 2 7HA /WA= AH. o2 d
O Esta il &4 &7, oir1d &, CWND (Congestion Window)

HolE R B FES 2 Jol Thd el Utk

v}
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ML 7]

o] el

Jm
2

H|A|&Z: EM for
HMM

Hybrid wired

and wireless

-Synthetic data:
© ns-2 sim.

- 4-linear topo.
-Data distribution:
- Training=10k

Loss pair RTT

H]X]=: EM for
HMM

Hybrid wired

and wireless

Synthetic data:
‘ns-2 sim.
‘Topology:

- 4-linear

- Dumbbell

- Loss pair delay

- Loss probabilities:
- Congestion
- Wireless

A&
‘Boosting DT
‘DT

o Synthetic data:
- Sim. in:

- ns-2

- BRITE

40 features applying
avg, stdev, min, and
max on parameters:
- One-way delay

‘RF Hybrid wired =5 24
] ) - >1k random - [AT
‘Bagging DT and wireless , i &4
topologies And on packets:
‘Extra-trees o .
oData distribution: - 3 following loss
‘MLP-NN .
5NN - Training = 25k -1 before loss
- Testing = 10k - 1/2 before RTT
Real data: =R aa
Al E: Bayesian | Wired - PMA project Loss pair RTT AR
- BU Web server °
Synthetic data:
© ns-2 sim.
H|A| & -
) - NSFNET topo. Number of bursts i A
‘-EM for HMM Optical AARE AL
o T~ =

-EM-clustering

Data distribution:
- Training = 25k
- Testing = 15k

between failures

I 10 YEYF9 dlc A|AHIOA Q1m2}ol &
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e

~ Multiple Synthetic data .
Ref. ML 7]& ] Ex] (action set for
Bottleneck | from ns-2 sim.
RL)
Topology:
-6-linear Traffic volume TSF:
PAQM Rz OLS v .
-219]9] dumbbell (bytes) - Traffic volume
Time = 50s
Topology:
‘Dumbbell (1-sink) TSF:
APACE A= OLS v ) Queue length
‘6-linear - Queue length
Time = 40s
Topology: -Dumbbell - Traffic volume TSE:
@ _SNFAQM | A= MLP-NN - (1-sink) - Predicted traffic ' .
) - Traffic volume
Time = 300s volume
Topology: Dumbbell TSEF:
NN-RED A= SLP-NN - ) Queue length
Time = 900s - Queue length
States: o )
Decision making: -
_ Topology: Dumbbell - Queue length
st ) Increment of the
. Time = 50s - Packet drop prob.
DEEP BLUE ‘Q-learning - ) packet drop
OPNET instead of Reward: o o
-e-greedy probability (finite:
ns-2 - Throughput .
) 6 actions)
- Queuing delay
Decision making: -
Topclogy: bell 0 lenath Increment of the
opology: Dumbl ueue len
Neuron st PIDNN Vv 'po 2 & packet drop
Time = 100s error .
probability
(continuous)
Decision making: -
Topology: - Queue length
Increment of the
_ - Dumbbell error
AN-AQM 733} PIDNN Vv . . packet
- 6-linear - Sending rate .
. drop probability
Time = 100s error .
(continuous)
Decision making: -
Topology: bell 0 lensth Increment of the
opology: Dumbl ueue len
FAPIDNN | 73t PIDNN y Poosy & packet drop
Time = 60s error .
probability
(continuous)
Decision making: -
- Queue length
Topol bell Increment of the
opology: Dumbl error
NRL st SLP-NN N4 polcey packet drop

Time = 100s

- Sending rate
error

probability
(continuous)

511 94 YEYI0) 57 mCoA 22kl Edfoldsts AQM 7Y AT £
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Synthetic data Action set
Ref. ML 7]& | YEY= E%) ‘
set (selection)
GloMoSim
- topology States and reward: .
TCP-FALA FALA WANET 5 actions
- random - IAT of ACKs
- dumbbel
Simulation:
- ns2, GloMoSim
- Topology: Continuous:
- Chain - Normal action
. States and reward: .
Learning-TCP CALA WANET - Random node probability
) - IAT of ACKs .
- Grid distribution
Experimental: (stochastic)
- Linux-based
- Chain topology
. States: Continuous:
ns-2 sim:
- CWND, RTTz - Range based on
. - Topology:
TCP-GVegas Q-Learning | WANET Chai - Throughput RTT, throughput,
- ain
Reward: and a span factor
- Random
- Throughput (e-greedy)
ns-3 sim: States:
- Dumbbell - IAT of ACKs
topology: - IAT of packets sent .
. . 5 actions
FK-TCPLearning | FKQL IoT - Single - RTT, SSThresh
. (e-greedy)
source/sink Reward:
- Double - Throughput
source/sink - RTT
Wireless: ns-2 sim:
-Single-hop: | - Single-hop Continuous:
. States and reward: .
Satellite, dumbbell RTT - Normal action
UL-TCP CALA Cellular, - Multi-hop topo: probability
. - Throughput L
WLAN - Chain distribution
. - RTO CWND .
‘Multi-hop: - Random (stochastic)
WANET - Grid
States: Continuous with
ns-2 sim: - IAT of ACKs 3-dimensions:
Own Wired - Wired topology: - IAT of packets sent | - CWND multiple
- Wire
Remy (offline Cellul - Dumbbell - RTT - CWND increment
- Cellular
traning) - Datacenter Reward: - Time between
- Cellular topology - Throughput successive sends
- Delay (e-greedy)
States: .
. . - 2 actions of the
Experimental: - Sending rate .
. increment for
- Wired - GENI Reward: . .
PCC Own . updating sending
- Satellite - Emulab - Throughput
rate (not CWND)
- PlanetLab - Delay )
(gradient ascent)
- Loss rate

B 12 YEYIO] Qe AJAEloA Latel E7
mo}ego] hat o]ar AR ol
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ML 71& | WEYSLIR) EREE =5 27
. - Packet size
R &: Synthetic data: .
. . - RTT: avg, min, max, stdev
- MLP-NN * ns-2 simulation .
- Sesion loss rate _
- MART oM - > 1k random topo. . . o &
. o - Initial timeout
- Bagging DT | (& A|AHD) Data distribution: - throughput
o - Packets ACK at once
- Extra-trees - Training = 18k . .
. ) - Session duration
(offline) - Testing = 7.6k
- TLR
Al Synthetic data: 0 . del
: - Queuing dela
SVR 054 a4 - Laboratory testbed Pack tgl ¥ SES
: - Packet loss
. (ANEr]AH -Dumbbell t+&57 2 topo. - throughput
(offline) - Throughput
- RON testbed
Synthetic data:
. . - MAC-TX/RX
- ns-3 simulation . .
A& - MAC contention window -
WLAN - Star topology of|&:
- BN T - CWND, CWND status
. (AP) Data distribution: - throughput
(offline) . - RTT
- Training = 40k
. - Trhoughput
- Testing = 10k
Al Synthetl.c data.Z - MAC-TX/RX we.
WANET - ns-3 simulation - Slots before TX .
- BN - Static
. (CiR=PAPS=1)] - Topology: - Queue TX packets .
(offline) ) o L - Mobile
- (not mentioned) - Missing entries in IP table
Synthetic data:
- QualNet simulation
WANET Topology:
A ox opology:
N - Random WANET _
- WMA stojHdal . RTT o|Z : RTT
. - Dumbbell wired
(online) LoxM
Real data:
(AEA] AR
- File transfer
- Wired and WLAN
A& WMA stojHalE Qo _
1= stol2el= #2414l data RTT o|=: RTT
(online) (NEA]AED
Synthetic data:
* ns-2 simulation
A= - Topology:
- TLFN - DFN N
NDN . o &: PIT
- PSO - SWITCH PIT entires rate )
(Aej7] &) . entries rate
- GA Data distribution:
(online) - Training = 70%
- Validation = 15%
- Testing = 15%
1ot States: States:
. . - Input rate - Input rate
- Q-learning Synthetic data:
DTN ) ) - Output rate - Output rate
- Boltzmann - ONE simulation:
(E) - Buffer space - Buffer space
- WoLF - Random topology
. Reward: Reward:
(online) " ~
- State transition - AME Ao]
# 13 A2 o2 YEYS metulgol Fgo2Ry 34 20 Ui A3 5
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3.25 A4 #g

HEAS Y #Ageo= CPU, W=, g2, 29, &%, = AP, ¥
A Ad 2 e FaeE 2@ UEYIY Fad Y-S Aojste= Fo] Rk

Hoh o] &2 AHIAE AFstr] el Ao E Be =gHoRE FE&HY. ©
A WER A A2 Alg JAle Arlzdd digh i 85 st5e 144
Fo] AdE ZERAY & F Utk 2HY F8E dSdte A2 AAaT dol
olUA R, HEdAY FAHTISHAH ZEEo] oA Fof o EHE ¥
TE AT wEpA Ad Ay FEAR HAle F8E S Ade T3

2 ZeuAy 2 A ZRuAd s Zolth mey WEYIE A
Mstel sl wE ol FeeE HolHAHY Hat 2 2 AU BYS AW
MLe] BT Heol® BTFEw, AEY WENZ FA WEID R =3
MENSES T3 T UEYINA A8 T TAZ BAST A A
A gelolt oel A BAZE QAT A7) E S Alofsh A Tolet

B
1
o
1o

r°i'

T 7hA gFE b RO,
S Aols £ dZo] Ba gt AW B B AL A Pl
St Aole] BAL WEA A4 BUHAS L Bste] AU FEL HA
et Zlolth oE Sol, AFY L WESNZ Aol U AZe 2L Vol
S8 mE A2 44L 948 ARAT of A% £ Aol: A bsd YEY

Ae 29T £ ok BPA A2 84S PopEole A QS FA EE F
= Aolol] trade-off7} Qlofok ot = Aol o]’ EAIE siZstal SLAE
AREeLA] eFa U EQ] Ao A stal Aelste 24 5 Adslels AS 53
=2 gt
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252 wehited 2EY0 2oy A4Y 99 goFd e A9 ZaulA

ML 7]& YEH= glo]EjAl £4 &9
ns-Miracle2 il\f]{ T3 ol S SEIE=S
X% MLP-NN R o] gsto] ubyst oo manol Al
xgeold oy | 2 =Y AL
e - Idle time =
- SNR
Synthetic data - Alnj &HE
A= MLP-NN 24 LAN | generated using - business ratio - AP9] X2]&
testbed b N i |
- EHRE w4
Synthetically - SNR
RNN with GD, = generated using a - AZE 7 o
=9 , . Aelg
AIWPSO, and DE SEAMCAT LTE HEx /3 7|¥
simulator - KA 54
_ . . Wi SSIM A2
RE: Mgz o 38 video clips taken = °
Jof H 2o 37 W ZF v o
4]x]%: RNN k! from CIF e =4 | LERH |tj29]

. . tates: trat

Simulation on ns-3 ia‘:(;j ;L;b;]ﬁ € ZxF: &

7¥3}: Q-learning VNs and real Internet e At
57}

stclg] ol o Q=
traffic traces SZE Ao AESHA]

uE Aol %
- 7} VNFC &} 9.7
Atgfo] o]2 VNFCO

7k VNFC] Al

A= FNN VNF A|Ql | VoIP traffic traces &= A FET
- 27 VNFC At ©
28= o]
Simulation data
Al&=: MDP, BN VNF A9l | generated using A o]& o] o2l At &

WorkflowSim

ol

514 ML 7|3 Ab ol Bt 7 S

0,

_4']_



ML 7]& YEHIZ | dolgAl £4 &9
- SCERET s
A= NN ATM simulation CwaE 5 was 3 SAE
- Congestion-status
- Cell-loss probability
A= MLP-NN ATM simulation - Peak bitrate L2 B AR
- Average bitrate
- Mean peak-rate duration
videos by .
) Codec, bandwidth, loss, delay, and
A& RandNN 24 streaming . MOS
Jitter
app
A= MLP-NN WLAN ns-3, testbed | P3 Bt U ZY &4 AMujs F4
TUEYT 87
- AFgAL e
A= MLP-NN CDMA simulation _ GoS
-3 2gA
- o
- Application throughput
A= MLP-NN LTE ns-3 - Average packet error rate QoS fulfillment ratio
- Average size of packet data unit
AZ
- MLP
- Prob. RBFNN | Ad hoc - YEY3I X8
Pamvotis _] # s il AR S|
- LVQ-NN networks - oj7l SRE
- HNN
+ SVM network
QoS assignment
H] A= HNN ax simulation AFR7FS3E QoS &% matrix for each
connection
A= RNN VN simulation Different graph features VNO| 2t gL AHE
Al&=: NN, BN LTE ns-3 Channel quality indicator R-factor
A= BN WLAN ns-3 Link Layer conditions 2 Ast =4
States
- Environment state based on Action: 2 F= AY
743} Q-learning | NGN OMNET _ _ BN i
number of active connections of (e- greedy)
each traffic class
Action
States .
_ . LTE . . - Maintain,degrade,
733} Q-learning simulation - Queue length of handoff and new
femtocell or upgrade
calls .
proportion levels
States
- The number ongoing calls of each
_ . Multimedia . ) gons Action: 2}, AA,
743t Q-learning simulation class
networks ) o e
- Call arrival or termination event
- QoS and capacity constraints
States
Integrated Th b H Is of b
: e number active calls of eac
sk TD service simulation | 722 pTE = AR
class
networks . .
- Routing path of each active call
H 15 ML 7]¥F 2+ A|oj(Admission Control)of] @st AL =3gF
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3.2.6 A% #|(Fault Management)

Ag Dol YES Y nAY AUE 2, A 2 SRS Aol s
o MEYD £t BeAE AA UEAD AP

He mE 9§ Zeade ta AAT 4L 4L glojok @tk oS
AR Adolt. £3, 7H4s B £zEdoFe e AT A& BHew Ad
oxgde yEAIAE A7), BH4 2 Ul FAA Aol sduEelth. meby

L HEYZANA Zo #e7F A O ofH A At

Ao} s} olabe] VEY A o] m Aol WAYEA IR oF Sof,
29X 8% Za, BA ABUAIMY A Y £E Frh 2904 w2y
9 @I SR s Aol WA & Utk webd 2 Beld o w
E A 2R AAL Feps Aol o 5 Aol Y= WEYD G

7k Zlee olH 3 EAE sidsta A9 A=, A

o} M
st 2 A gkste] GoolA AAH A #ElE 5] 8] AFEH A
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ML 7|= YEQI golgAl = £
O EJo|A] £2Al5E | olE Wo] A ol YEYT A7}
7\15 BN 7§E‘]i E}T -]Oﬂ 1 Ty fg 1111]0] ~v IPv = UDP -ﬂf‘l'f] o
Hlolg J5of tigt MIB ¥4 o=
°oRE AT | A, TeEAA, AL ,
Xl EZ BN Al 2 g 7:l§:!- =]
| el X geo] A A% S
EEDED]
NE - gE
O]AF At o]HIE
A= NN(MLP o ot A]E-29] 0] A of] X MTTF. MTTR, AlF g
|= NNMLP) | 4 TR | oo e oAy nE
AR A
ot S8 TR
Fael
A&
- DT (J4.8)
- Rule learners AA YEYZ RSSI, &A1 #in 37],
(JRip) WSN Ef| A EH]| S of| A] g Hsth gy, 23 24 =4
- SVM A forward and backward
- BN
- Ensemble
nlel K& 9 Q o
NEHE 8L | w5 qamels | uEda, crU 2
Manifold Zt= B} 517409]
A A A" a5, IP 38, Hze] 179
learning: SHLLE E| A EH]| o] A .
TCP/UDP 1% of&
AR A
O O
RE
- M5P
- REP-Tree HE]E]of 7H} x 0]
- LASSO e-commerce E| A EH]| o] A golst A|AEl A5 RTTF
- SVM Aq o9 A
- Least-Square
SVM
wE gojEd g
BA7]
telco9] & oy & A
Y| E 9] T 0| % o]~ Hlo]ojA A= i
A|=: DES, SVM | optical IEHZAN o7t welet I 1| e B
238 U oA L& @ mA
dlole] .29 7 A
g4E 2=
AR 2 Gle AR
oj=o] &
HIX|=: DNN with a2 a) O] FATOA Al | Agt &y 2 At A | A WA AZE
2
Autoencoders == st &9t A9t | 4ol gigt o] foly | 1A o
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ML 7]& YEH= EIMI=E £4 &9
EAA &t Mz AR AT DU AMEAF & Haol | 7]R]=, AE, 7)o,
co e dlolg LRy g aFoA AT DA
7F Ast Au]eo)] oisl | 2E Aluele F i
g AR e
= CBolE AYA] &Y
NNe] zg} g OPNET Sim. AR - ER $8Y sold
- AEYUS AFs AR 1R
23 ger - HgskE A9A]
-zl T AN - ulgdetd 3
2% 232
i) Egjmo] by Ao 8% Bl
A|=: k-Means, ;14;*94 :]ﬂ;]il7f;\__|t SNMPE &3l 484 3 Ao Efd
FCM, EM or Mo 1 12709] Wzo] IF ¥ | - & 2
P degade gs VIR ERAEES AN
CLZEF QR
A AlA e o] &9 | N
: I = &30
A% RNN WSN AgeolMols | ol A weof wa |4 =S EFH
7] Qo s | 8
: o5 Ee | ol4go] WAstE A
Al gAY | LAN oJo|FIES A}83lo] | baseline Y W4 | T E
AN A =°
A oo 2ASE grAjol 15t gl A
A= k-Means, g 5 AfElA gefollA | A wd, AR 123 OHﬁe Al
FCM. SOM L1 ES dROE7l NFL dlolg | Al2]& x|, A% AR AFE ™
’ ASAL o | =QIE ol &|A A7t Ay
B 17 ML 7]¥F Agt &X](fault detection)of st L =3F
ML 7] HEHI glolg Al £ &9
Q79| ¢bdgt Egfo]A
UEY= QX se)/™
DT(C4.5) — eBay 2 19| AWHAF 8 B/ ° Arolgt AF @4
Al 2H] Z(pool), ZAE, WA
“ 72 879 ¥
1% 24 (QoT) ol ¥ | = 71K 2T Alu=|e
1S Ke) 1S1 98] . A A= = 5 7E
BN ‘%]'LﬂE%ﬂ SyAo= Eo% Tj\\_] \j—| TOF‘]:\:IK]
AAE - Pre-forward @& A4 whal 3} 2 g 2
H|E Q7§ (pre-FEC BER) | - A'@%t 7Hd
1o
gl LTS 5 Agel Y
AlEd]opdnt AR == Ast 9jo] Ay
BN, EMD Heea lgﬂﬂﬂ@# ag| Aw o Kpl e xy | 2o YU AP
Yol TLRIE AV
3-tier 719 | A% EJAEH|E | A E- Ao Aolle} TQ= HW
£ DT(D3) g 19 ;ﬁ; 2] | 37 ]o:o ot PRl
a ZRENA B TREE dEE 2 SW 3 a4
"] X]Z: discrete ) g4 YEHI 5H ZAshol =
Discrete event _ _ B
state-space P YEHZ . =tE FE 449 AXE
. — simulator ©
particle filtering HaE ZHA] UEH = pmf
YR = WTA, Ao HE]F9] ARl U842 d4o7le
simulation
FSCL, SOM, NGA | Y E S 7152 UEUi= AE HE | A S
B 18 ML 7]¥F A3st 24 3Hfault localization)o]] st AL =3F
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3.2.7 QoS/QoE &g

WES D A5o] Aex Aol nXE Ao ta A2 Auze HF, A3}
w ANE ARSER 0 FadTh AHA A
7] ol AR A8 YEY D QoS ztell Zol7t Atk 29 o A

=
|4 B HEHA Wil " (o - g F, g3l S48, Ad, AH

QoS
i Mg BUHPRD Aolsts AL we Auz FAS AFHE o B4
Mol A, B8 Auz AT AA A% AeA BN Aus FHL Brle

Mean Opinion Score)® H3td oA He4E BrlstAY dd8t=s 838+
&5

F8A B2EZL AF7A de A

4
full-reference (FR) ¥4 R d ASE FAHE A5 vluwste] F4 o=
< Arsth. AR NE Aitel & xgo] FQsith WE E- Rdi 22
no-reference (NR) 222 g Az gt =2 glo] =9 A5 FHd& H
7vatelal gtk AlAbebr)el o &&Ho L)

AMujz AIRE 8L o) The A 22 S48 Ve AHEA e A =7 oy 7

X
rl:l
o
-l (
Ty
N
-~
ik
2
™
T
50
o
B
ry
=2
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HEQE EAolA UEhgth ole@ WEYe Euz AF Al td Aex E
A e G nok HA Bolyt HoE *HAT
A 8 ML 7142 QEE VEAZ 8 HZAM 57 Qosel Adsty FA

7} AAe] mlA = FEFs o= {83 AR yeyy. AF ¢ vy I
A A, 2O, A9 FA)E AHESE AFEARS] QoE HA A WESZ 2
NEgAold = QoS vzl W (o - WA &4 WS, AdA, AYF, LE A
Zh Bt e HIE HolE, 2y Y &5 )9 /MEd 2 JFH FFS AFsdo
TdAAE &Y 7leS 7H T 37 2do] P fASARE A E & QoS
w7 W] HEgA] d¥FE 1HHAS
ML 71& g8 EBER =% 29
H[Ce AEe|eo] | ofefE Egoie
izt QoEE 2T Qo=
7/dst7] 95l T4 iQIYI
K]E' HMM HAS dataset Hejar g 1~10%7]
(offline) =20 Eof|A] 3HHOE Z2fo]AE o MYF
njcAEd HES | [P
Hge 93t 18 AW IPs
A2 A5 -87 ISPs
State:
- client buffer filling
level
Chorat e S r290] Telenor |- client throughput
3G/HSDPA level B
_ 27004 QoEZ T2V 7bsst
A _ ) ojzqxnt Reward: QoE as -
. z|ststr] sl . vy &4
Q-learning HAS HolEjAle] TCP function of Axo] o}
. o ) . T Tt
(online) Satolol £ o] AEZT MM targeted quality xro] e
_ 719kt ns-3 level
Moo B 5%
Al=dlo]d - span between
current and targeted
video quality level
- rebuffering level
® 19 HAS % DASHE I3t ML 7]9F QoS/QoE o|& THllof st AL 53
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A Al EX] =
ML 7]E' (ﬁi"‘ﬂ) E]IO]EiA =0 %‘I
HEYZ 2 & Evalvid®} ns-2 Alado]A
2% QoS7h B4 | - MPEG4 v|t]@ AA gge 93
=utel RRIE I I CRCE: - $g m2a3y w
ANFIS U EY T Aol A -7t Y EY I £ ZYAE, A4 HES MOS
MPEG4 H|t] @ - 2y vge AE|Y CUEYZ & 1 F3
AEZ|Yo] O]R]= | EetoldE =, 7]l o7&
oJ3F (NR 3]7) - PSNR A4 MOS
Evalvid®} ns-2 A]&do]A
- 3 7HX] vl &3 (97t oo =3
QOEoﬂ E‘H@' QOS HEEL'] ]q T ( =2 =
2o, we 575 MOS,
2y @ E49| - A9, €], total/I/P/B
MLP-NN ) - 565 OJo]E| ZQIE - PSNR,
% 1 VOM %70l A] =9 &4 SSIM
- Evalvid ¥ ,
FR / NR &
(FR / &) A= MOS, PSNR, SSIM % VQM
VQM
HEHT 25 AY
DT, RF, _ A, 7l &4 5
E st , 7} % = JEYolEH
NE. QoEo] tist QoS QoS7t Alof&]= &0l og wel T
Hge 715 9 HYEYIES S5 2EY _
SVM, N > H|t e 9&: =&t MOS
oy | TN sd 9% uideoid gHn, AR | T
’ NR B2 mgolA A% MOS oo
and NN ( ) oA A ARIRE TR (1)
AL 5
OMNET ++2 A3%J® cierst
UEYI 7oA VoIP A9
371 Hlo]E] AE : 3HE ¥ =
VoIP Au| Ao tjjst i diolg Al Hj >
SVR, QoF 9 =23 (diolg] AE 1), UDP Egjgo]
oE % UEL=Z
MLP-NN, | ey we vEdS (dole AE 2), | dEgS B A, |
DT, and | o ' TCP Edjmo] e YEQI | XE, HZ &4 S
’ 2EA AHBAL B o e
GNB AaEA (NR 37) (ClolE AIE. 3)
°rT AFAE A3 MOS % mz ey
A PESQ ¥ E-model QoE=
B7HEl QoE
aOe ~EaY i
el 2o] ot ohst vt 2 YEYI oj7f | YEYZ - XA,
RE, BG, | oo He WAR AIY L BED AAZ | AE, B 24 5
QoEQt YEYZ U )
and H=al 4014 QoS Al Ao st AREAE A8/ =& A "ge MOS
= A Qo - _
DNN MOSZ2 :s&lst INRS tjolg Y-S, FArst

o= 29)
AUTANR 31H)

ntetole, E 5

# 20 A= ML 7]¥F QoS/QoE 7 ==lof ot A+t
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3.2.8 M ES A BEQE
HEHAD B2 WEHZY 7H84e &40 HEYSA dA= 7Hsd A

X
Fahe glolth Z1Ye A%HA Bk APl A3 Jor, o= we £ U B

T HlEo] SR olyet 7] Bl j2e dFe v = vk mEkA Y
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